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Abstract

Reliability and availability are increasinglyimportant
in large-scalestorage systemsuilt fromthousand®f indi-
vidual storage devices.Large systemsnustsurvivethefail-
ure of individual componentsin systemsvith thousand®f
disks, even infrequentfailures are likely in somedevice
We focuson two typesof errors: nonrecoverablereader-
rors anddrive failures. We discussmetanismgor detect-
ing andrecoveringfromsud errors, introducingimproved
techniquesfor detectingerrors in disk readsand fast re-
coveryfromdiskfailure. We showthat simpleRAID cannot
guaranteesufcient reliability; our analysisexaminesthe
tradeofs amongother schemesbetweensystemavailabil-
ity and storage efciency. Basedon our data, we believe
that two-waymirroring shouldbe sufcient for mostlarge
storage systems. For thosethat needvery high reliabil-
ity, werecommeneitherthree-waymirroring or mirroring
combinedvith RAID.

1. Intr oduction

Systemdesignershave beenmakingcomputersystems
with betterperformancelower cost,andlarger scaleover
thelast 20 years,but have not emphasizedault tolerance,
high availability andreliability in mostdesigns.Siewiorek
and Swarz [23] notedfour reasondor an increasingcon-
cern on fault toleranceand reliability: harshererviron-
ments novice usersjncreasingepaircosts,andlargersys-
tems.

As storagesystemsscaleup, the use of more devices
increasesoth capacityand bandwidth,but it also makes
disk failures more common. In petabyte-scalele sys-

temg, disk failureswill be a daily (if not morefrequent)
occurrence—dattsseswith this frequeng cannotbetol-

erated.Moreover, disk rekuild timesarebecominglonger
asincreasesn disk capacity outpaceincreasesn band-
width [8], lengtheninghe “window of vulnerability” dur-

ing which a subsequendlisk failure (or a seriesof subse-
quentdisk failures)causeglataloss. At the sametime, the
increasen the total capacityand bandwidthof a storage
systemincreaseshelik elihoodof nonrecwerablereader-

rors. Standardlisk driveshave nonrecwerablereaderror
ratesof 1 in 1014-10° bits, makingit likely that a large
storagesystenwill suffer severalsucherrorsperhoureven
whenno disk hascompletelyfailed.

We investigatdhereliability issuesn averylarge-scale
storagesystembuilt from Object-BasedStorageDevices
(OBSDs)[25] andstudythesetwo typesof failures: disk
failuresand nonrecwerablereaderrors. An OBSD is a
network-attachedtoragedevice [7] thatpresentaninter-
faceof arbitrarily-namedobjectsof variablesize. In our
OBSDstoragesystem,les arebrokenup into objects,and
the objectsarethendistributedacrossmary devices. This
OBSD systemis expectedo store2 PB of data,with addi-
tional storagecapacityfor redundang information.In such
a large-scaldistributed storagesystemwith thousand®of
nodesthereis a high likelihoodthatat leastonenodewiill
bedown atary giventime. Simply usingRAID is notreli-
ableenoughbecausét takestoolongto rekuild adisk. As-
sumingtheRAID muststill providedatato clientswhile re-
building, it would take morethana dayto retuild a500GB
diskat5MB/second With vedisksin aRAID, thechance
of asecondailureduringa onedayrehuild is about0.1%,
resultingin a MeanTime To DataLoss(MTTDL) from a
2 PB systemof lessthanthreeyears.

Datafor asingle le maybedistributedacrosshundreds

1A petabytgPB)is 10 bytes.
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of individual OBSDs. This distribution mustbe donein a
decentralizedashionsothatthereis no centralbottleneck
whenasingle le is accessethy thousand®f clients. In-
dividual OBSDscan manageow-level storageallocation
themseles,leaving the problemsof allocatingdatato OB-
SDsandreplicationto the higherlevel le system.If an
OBSD consistsof multiple drives, we can use RAID or
other redundang mechanismsvithin the OBSD to safe-
guarddata. This approachis feasibleand could increase
the availability of a single OBSD. However, it is expen-
sive becausef theneedfor customhardwareandsoftware
to manageheredundang andthe needfor a higherspeed
network to connectthe collectionof drives. Additionally,
RAID hardwareandsoftware are often complex and have
greaterchanceof failures.If thenon-diskhardwareor soft-
warein an OBSD fails, the datais unavailable, thoughre-
covery time from suchfaultsis often lower than that for
retuilding afaileddisk. An alternateapproactwould beto
putthe OBSD softwareon eachdrive andattachit directly
to the network. This approachmight be lessexpensve in
thelong run, but would requiremoreredundang between
OBSDsto provide acomparabldevel of reliability.

Instead,in our work, the higherlevel le systemem-
ploys redundang. We investigatetwo mechanismskeep-
ing two or threecopiesof eachobject(mirroring), andus-
ing RAID-style parity acrossobjects.To do this, we group
objectsnto redundang setsandaddparity of theobjectsto
thesetsasin asoftwareRAID. We uselLazy Parity Backup
(LPB) to convert multiple copiesof staticobjectsinto par
ity objectswhichwill bedescribedn Section4.2.2.

Two OBSDsare“related” if they storeobjectsthatare
copiesof eachotheror arepartof thesameredundang set.
We assumehat two OBSDsare relatedat mostonce by
makinguseof optimaldataallocationalgorithmg[9] to en-
surethatthe storagesystemis optimally “declustered’{2].
This distributesthe work of reconstructinghe objectson
a failed OBSD optimally throughthe system. To speed
up this reconstructionwe emplgy Fast Mirroring Copy
(FMC), wherethe reconstructeabjectsare storedon dif-
ferentOBSDsthroughoutthe system. This will repairan
OBSDfailurein minutesinsteadof days. We will discuss
the FMC schemaen detailin Sectior4.2.1.

To combathonrecwerablereaderrors,we storea signa-
ture of anobjectwith the object. Whenwe readan object,
we recalculatghe signatureandcomparat with the stored
signature. This ags bad objectsand ensuregshat failed
readsarerecognizedallowing the systemto correcttheer
ror in thedata.
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2. RelatedWork

Therehasbeensomeresearctbeyond RAID [4] in re-
liability andrecoveryfor large-scalesystemsthoughmost
of it hasfocusedon the useof storagein wide-areasys-
tems. For example, OceanStord10, 26] is designedto
have averylong MTTDL (MeanTime To Dataloss),but
at the costof dramaticallyincreasingthe numberof disk
requestgperblock written. Pangaed20] allows individual
senersto continueservingmostof their dataeven when
disconnectedhowever, this approachs designedor wide-
areasystemsanddoesnot permit les to bestripedacross
dozensof senersfor higherbandwidth. Microsoft's Far
site project[1, 5] investigatedhe issueof replicationfor
systemsouilt from relatively unreliablecommoditywork-
stations. They focusedon reliability, investigatingreplica
placementstratgies that take sener reliability into ac-
count.However, Farsiteis notdesignedor high-bandwidth
applicationsandmustdealwith senersthatarelessreli-
ablethanthosein asinglelarge-scalele system.

Muntz andLiu [17] proposedieclusteringa disk array
of n disksby groupingthe blocksin thedisk arrayin relia-
bility groupsof sizeg. MenonandMattson[15] proposed
distributedsparing,wherethe sparedisk is brokenup and
distributedthroughthearray In suchanarray thereadsfor
a datarehuild aredistributedand so arethe writes (to the
sparespace)Long[14] describednef cient algorithmfor
managinghe consisteng of mirroreddisks.

Other researcherdave studiedthe questionof how
muchreplicationis really necessaraswell astechniques
to reducethatlevel of replication. The Recorery Oriented
Computingproject [18] is trying to reducethe recovery
timein orderto gainhigheravailability andlowertotal cost
of ownership.CastroandLiskov [3] proposeasecuraepli-
cationsystemto tolerateByzantinefaultsand narrav the
window of vulnerability. Litwin andSchwarz[12] present
a family of linear hashingmethodsfor distributing les.
The algorithmsreducethe numberof messageandscale
to the growth or shrink of les efciently. Schwarz[21]
hasbuilt a Markov modelto estimatesystemavailability;
we will applythis modelto thescalablele systemwe are
designing.

3. Nonrecoverable Err ors

By storingvastquantitiesof dataon commoditydisks,
we will reachthe point wherethe built-in error detection
(andcorrection)of thedisksnolongerpreventsnonrecoer
ableerrors.For example errorratesof onenonrecwerable
errorof 1 in 10'° bits arecommon.A singledrive running
at 25MB/s would experiencesuchan error aboutoncea
year In a large systemwith 10,000disks, however, such



anerrorwill occuronceperhoursomevheein thesystem.
While the rate may be too smallto worry aboutin a typi-

cal commercialdatabasevherehumanerrorsfar outhum-
bermachine-generatestrors,thereareapplicationsvhere
very large amountof dataneedto be storedwithout ary

datacorruption,e.g. large-scalesimulationdata les for the
United StatesDepartmenbf Enegy.

3.1. Signature Scheme

We have designeda schemethat detectsand corrects
small errorsin blocksstoredon disk in a large-scalesys-
tem. Our schemeconsistsof two components:a signa-
tureschemeéhat a gscorrupteddata,andaRAID 5-like[4]
mechanisnthatcreategroupsof blocksspreadacrosdlif-
ferentdisks and storesthe parity of the block on yet an-
otherdisk. This redundang allows us to reconstructarny
corruptedblock of data.

To ag corrupteddata, we associatea signatue with
eachdatablock. The signatureis a x ed-lengthbit string
thatis calculatedrom the contentsof the block. A signa-
tureresembles hashfunction. If evenabit in ablock has
changedthe signatureshouldalsochange.Sincea signa-
tureis muchsmallerthanablock, collisionsarepossible A
goodsignatureschemeaminimizesthe probability that two
randomblockshave the samesignatureandminimizesthe
probabilitythataplausiblechangean ablock(e.g.inversion
of abit) leadsto achangdn thesignature We calculatehe
signaturavhenwe storeadatablockandstorethesignature
onthesamedisk separatelyrom the datablock. Whenwe
readthe datablock, we recomputethe signatureandcom-
pareit with thepreviously storedsignaturevalue.If thetwo
signaturevaluesagree ,we concludethat the block is cor
rect; otherwisewe ag anerror. This erroris mostlikely
causedy an incorrectblock, but could alsobe the result
of a corruptionof the signaturele. Sincethe signatureis
muchsmallerthanthe block, the erroris likely to have oc-
curredin theblock. Becausef its relatively smallsize, it is
possibleto usean error correctingcodeor storagescheme
for thesignaturele.

To correctdatawe introduceredundanyg into the stor
agescheme.This canbe doneby mirroring or triplicating
data,usingRAID Level5 parity, or usingerasureorrecting
codessuchasEven-Odd(which takesn blocksandaddsto
themtwo blockssuchthatary n survivorsamongthen 2
blockssufce to reconstructall n  2) or Reed-Solomon
block codes[2, 19, 21]. This redundang mustbe on dif-
ferentdisksfrom the datait protectsto guardagainstdisk
failure,but it might be possibleto keepit on the samedisk
if it only mustguardagainsinonrecaerableerrors.
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3.2. GaloisPower Signaturesof StorageObjects

Storageobjectsare madeup of blocks, which in turn
aresstringsof symbols. Symbolsare merely bit-stringsof
length f, with f beingeither8 or 16. Becausef the byte-
orientedcharactemf computerprocessing,f shouldbe a
multiple of 8, but sincewe usetablesof size2f, f should
notbetoo large either

3.2.1. GaloisFields Galois elds [11] areawell known
algebraicstructureconsistingof a nite set, for our pur
posesthe setof all bit-stringsof length f, andtwo opera-
tions, additionand multiplication. We usethe usualsym-
bols for theseoperations. We also have two specialele-
ments,the zero,denotedby 0 andin our caserepresented
by thebit-string00 00 of f zeroesandthe one,denoted
by 1 andrepresentedby the bit-string00 01. The same
algebraiclaws involving thesetwo elementsand the two
operationshold asfor calculationsin the real or complex
numbers. For example,ab ac ab c¢ andOa O.
Mathematically Galois elds aredeterminediy the num-
ber of elementsn them. Sincethereare2f differentbit-
stringsof length f, we denoteour Galois elds by ~ 2f .
Addition in 27 is the exclusive-or of the bit strings.
Thisgivesanew rule: a 2f Ja a 0,sothatev-
ery elements its own additive inverse.

Multiplication is more complicatedto implement. Our
implementationuseslogarithm and antilogarithmtables
with respecto aso-calledprimitiveelementa. An element
a is primitiveif all powersa’,0 i 2f 1aredifferent.
In consequenc@achnon-zercelementb canbewrittenas
b a'asauniquelydeterminecboweri 0 i 2f 1.
We thenwrite i log, b andb antilog, i . Primi-
tive elementsexist in abundancewithin a Galois eld. The
productof two non-zercelements andgis

b g antilog, log, b log, g
In this formula, theadditionis takenmodulo2? 1 andthe
logarithmandantilogarithmtablestakeup2f 1 entriesof

sizef bits.

3.2.2. Galois Power Series Signatures (GPSS) Our
signatureconsistof n componentsf lengthf. We rst de-
ne asinglecomponentln thefollowing, we assuméhata
page(ablock) hasatleastn signaturesindthatn  2f 1.
Wewrite thepageasaseriesof| symbolsP  p,p,p; P
I, eachcontainingf bits. Let b be anelementof .
We de ne

2f
. :
sig, P & pmb™*

m 1l

andcall it the b signatureof pageP. The pagesignature
sig, P isaGalois eld andhenceabit-stringof lengthf.



Now, leta beaprimitiveelemenof  2f . Wede nethe

n-fold a-signatueto be
sig, n P sig, P sig, P Sigzn P
It is avectorof n symbols|. e, abit-stringof lengthnf.
We takulate a list of importantpropertiesof sig, ,. Use-
ful propertiesof the single symbolsignaturearealsocon-
tainedin Schwarz,etal. [22], andthe proofsarein Moka-
dem[16] and Litwin and Schwarz [13] and forthcoming
publications.
1. The probability thattwo (uniformly distributed) ran-
dompageshave the samen-fold a-signaturés 2 "f.

. Any changein ary n or lesspagesymbolschanges
Si0a n-

. If we concatenatgageP of length| with pageQ
of lengthmthensig, PQ  sig, P b' sig, Q .
Thus, sig, ,of the concatenatiorcan be calculated
from the sig, ,of the concatenategpagesand their
length.

. If we changepageP by modifying r characterstart-
ing at positions andif we call D the stringof changes
O dd d withd pe pold then

sig, PV sig, pold  ps 1 sig, D. Thus,

sig, ,can be calculatedfrom the old pagesignature,
the signatureof the delta-string,and the location of

thechange.

. If we form the parity of a numberof pagegmadeto
be of equallength by paddingwith zeroesif neces-
sary)thensig, ,, of the parity pageis the parity of the
sig, ,, of thepages Thisis eventrueif theparityis the
generalizegbarityin ap+gerasure-correctingeneral-
ized Reed-Solomorode. This propertyallows usto
checkthroughthe signaturesvhetherthe paritiesare
in syncwith the pageghatthey protect.

Thesepropertiesare highly useful, but ary signature
schemehaving them cannotbe cryptographicallysecure.
Sincecryptographicallysecuresignatureschemesuchas
SHA-1 alwayshave a performancelisadwantagealgebraic
signaturesuchasGPSShave muchto recommendhem.

3.2.3. Implementation Thespeedf signaturecalcula-
tion is crucialin mary applications.If we wereto imple-
mentthesignaturdormulaenaively, theperformancevould
be quite tolerable but thereis still roomfor improvement.
First, we interpretthe pagesymbolsdirectly aslogarithms.
This savesa log tablelook-up. The logarithmsrangefrom
0to2" 2 (inclusively) with anadditionalvaluefor log 0 ,
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#de ne SYM Symbol

SYM signaturgpagelen SYM page, pagelen 1)
SYMsig O
fori  Otopagelen 1
if page, 2" 1
sig antilogi pagg sig
return sig

Figure 1. Pseudo-code for the single symbol
signature calculation. The antilog function is
calculated by table lookup, as described in
Section 3.2.1.

whichissetto 27 1. Next, thesignaturecalculationdorm
theproductwith a', which hasi asthelogarithm.Onedoes
not needto look this valueup either Finally, we dispense
with the awkward additionmodulo2’ 1 by doublingthe
antilogarithmtable. We give samplepseudo-codén Fig-
urel. We experimentedvith two Galois elds, with f 8,
andwith f 16 [16]. We usedstandardL.8 GHz Pentium
4 machinesalreadyconsideredelative slow in 2003. Re-
sultsshav thatusingthe larger Galois eld (f  16)leads
to up to 5% improvement. It appearghatfurther substan-
tial performancemprovementsof 20-50%may occurfor
thesmaller eld at least,by forcing the load of the entire
antilogarithmtableinto cache.This canbe doneusingthe
PREFETCHcommandfor Intel-compatiblemicroproces-
sors|[6].

4. Disk Failures

Protectingagainstnonrecaerabledisk errors guaran-
teesthatindividual datablocksare protected put doesnot
provide agoodprotectionmechanisnto dealwith thefail-
ure of anentiredisk. As discussedn Section4.1,a2PB
storagesystemwill experienceaboutone disk failure per
day. Sincedisk capacityis increasingat a fasterratethan
disk bandwidth,the time neededo rekuild an entire disk
is becominglonger, lengtheningthe “window of vulnera-
bility” during which a subsequendisk failure is likely to
causadataloss.

We investigatedseveral redundang mechanismsand
developedmechanismdor fastrecovery in a large-scale
storagesystem,resultingin lower risk of dataloss at an
acceptabletorageoverhead.

4.1. RedundancyMechanisms

We assumehat our storagesystemholds2 PB of data,
andis built from 500GB disk drives. Suchdrivesarenot



Table 1. Cost and overhead of diff erent relia-
bility mechanisms.

Cost($ Millions) | Storage
Method 502 2005 Ef ciency
Mirror 2 2 0.2 50%
Mirror 3 4 0.4 33%
RAID 5+1 3 0.3 40%

yetavailable,but will beby 2004—-2005assuminghatcur-

rentgrowth ratesin disk capacity[8] continue. Note that
astoragesystemcontaining2 PB of datawill requiremore
capacityfor redundang. The ratio betweendatacapac-
ity andtotal storagecapacityis the storage ef ciency. We

further assumehat our diskshave a meantime to failure
(MTTF) of 10° hours. This is signi cantly shorterthan
that speci ed by drive manufcturers,which is typically

10° hours,but is longerthanthe 50,000hoursreportedby

sitessuchasthe InternetArchive [24]. For simplicity, we

assumehefailureratesof thedisksin the systemareiden-
tical andindependenthoughthis maynot betrueif mary

disksarefrom the samemanufcturingbatchandarerun-

ning in the sameervironments.

We usethetermredundancetto referto ablockgroup
composedof datablocks or objectsand their associated
replicasor parity blocks. A singleredundang setwill typ-
ically contain1 MB to 1TB, thoughwe expectthatredun-
dang setswill be atleastl GB to minimize bookkeeping
overheadand reducethe likelihood that two redundanyg
setswill bestoredonthesamesetof OBSDs.

We considerthree methodsto con gure the organiza-
tion of a redundang set: two-way mirroring (Mirror 2),
three-vay mirroring (Mirror 3), and RAID 5 with mirror-
ing (RAID 5+1). In n-way mirroring, eachdatablockin the
redundanyg setis storedn times, with eachreplicastored
on a differentOBSD. UnderRAID 5+1, eachOBSD con-
sistsof multiple disksorganizedasa RAID 5, in which a
redundang setis distributedamong ve disk drives, and
eachdatablock is mirroredon two OBSDs. Table1 sum-
marizesthe costandstorageef ciency of thethreeredun-
dang schemesisinga currentdisk price of $1/GBandan
estimatedlisk price of $0.1/GBin 2005.

4.2. FastRecorery Mechanisms

Whenwe useary of the redundang mechanismsle-
scribedabore, thereis still a small chancethatthe system
will losedata.For example,Mirror 3 will fail whentwo of
the threeOBSDsin the redundang setfail andthe third
fails while the othertwo arebeingrehuilt. We canuseone
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(b) By creatinga distributed replicabeforeretuilding the failed
OBSD,thesystenreduceshewindow of vulnerabilityandavoids
dataloss.

Figure 2. Windo w of vulnerability

of two mechanism$o dealwith this situation: FastMirror-
ing Copy (FMC) or Lazy Parity Backup(LPB).

4.2.1. Fast Mirr oring Copy Fast Mirroring Copy
(FMC) quickly backsup blocksin a redundang set af-
fected by the loss of a disk. Ratherthan attemptingto
immediatelyretuild anentiredisk, FMC recreateshelost
replicasthroughoutthe storagesystem.Whena disk fail-
ureis detected eachdisk constructsa list of redundang
setsstoredlocally that have lost a memberon the failed
disk. For eachitem in the list, the disk causeghe con-
structionof areplacementlsavherein the storagesystem.
EachOBSDin thesystemdoesthisin parallel,resultingin
a greatspeedupover rehuilding a single disk. For exam-
ple,it takesonedayto retuild a faileddisk with a capacity
of 500GB at a rate of 5MB/sec. However, it only takes
100 secondgo recreatea replicafor eachof the 500MB
redundanyg setsthatwereon the failed disk, aslong asall
of the copiescanproceedn parallel. While we canonly
achieve this speedf we carefully arrangeredundang sets
in thestoragearray arandomplacementtill yieldsrehuild
times of minutesinsteadof tensof hours. Sincedatais
vulnerableto a subsequenttailure during datareconstruc-
tion, asshowvn in Figure2, FMC dramaticallyincreaseshe
longevity of the datain the storagesystemby allowing the
reconstructiorto usethe parallelisminherentin massie
storagesystems.



Thesizeof the“window of vulnerability” is determined
by the meantime to repair(MTTR) andmeantime to fail-
ure(MTTF) for anindividual disk,whereMTTF  MTTR
If MTTRis long, thentherewill be a higherchancethat
the otherreplicaswill belost during the reconstructiorof
a failed OBSD. Oneredundang setwith n replicasdis-
tributedon n OBSDswill fail if thereis anoverlapin the
failureandreconstructiotime amongall n OBSDs.

After afailure, FMC createsa new replicafor eachre-
dundang setthathada replicaon the failed disk. Rather
thancreateall of thereplicasonthereplacemendisk, how-
ever, FMC attemptdo placeall of the new replicason dif-
ferentdisks. Sinceboth the remaininggood copiesof the
affectedredundanyg setsandthereplicasbeingcreatedcare
distributedthroughoutthe storagesystem the replicascan
becreatedn parallel,dramaticallyreducingthetime neces-
saryto recreate new replicafor thedataon thefaileddisk.
We could achieve the sameeffect by simply keepingmore
replicasof all data;however, this approachwould require
extra space. BecauseFMC can createreplicasquickly, it
providesnearlythe redundang of anextra replicawithout
actuallystoringthe extrareplicauntil it is needed.

Figure 3 shavs how FMC operatesusing an example
with Mirror 2, ve OBSDs,and ve redundang setsla-
beledA—E. EachreplicastoredonanOBSDisidenti ed by
atuple redundancyetreplicalD , wherethe replicalD
is usedto distinguishdifferentreplicasbelongingto the
sameredundang set. Figure 3(a) shaws theinitial states
of the ve OBSDsandthereplicasthatthey contain.If one
of the OBSDsfails—OBSD 3 in our example—replicas

E 0 and C 1 arelost. Whenthis failure is detected,
OBSD4 immediatelycopiesE to OBSD2, creating E 2,
andOBSD1 copiesC to OBSD4, creating C 2 , asshovn
in Figure3(b). As soonasthis copy hascompletedthedata
thatwason OBSD3 is protectedhgainsianotherfailure. In
astoragesystemwith thousandef OBSDs replicationcan
proceedin parallel, reducingthe window of vulnerability
from thetime neededo retuild anentireOBSDto thetime
neededo createoneor two replicasof a redundang set.
If anotherOBSD wereto fail afterthis processcompletes
but beforethe datawasrestoredto the failed disk, no re-
dundang setwould losedata,asshavn in Figure3(c). In
Figure 3(c), OBSD 1 hasfailed beforeOBSD 3 hasbeen
replaced;even thoughtwo disks have failed in a system
with two-way mirroring, no datais lost. FMC hascreated
thereplica C 2 , preventingthe lossof datafrom redun-
dang setC thatmighthave occurredwith normaltwo-way
mirroring.

FMC reliesonamappingof replicasto OBSDsthatwiill
guaranteg¢hat the replicasof oneredundang setwill not
be storedon the sameOBSD andthattwo redundang sets
shareasfew OBSDsaspossible.Thismappingcanbedone
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(a) Originalredundang setlayouton OBSDs

&) * + (&) * 40 (

! & # % 1 #% % VL# %
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(c) Secondailuredoesnot causdossof data

Figure 3. Fast Mirroring Copy

using a table, which will grow linearly with the number
of redundang sets,or with an algorithmsuchasthat de-
scribedby Honicky andMiller [9], which reduceghe stor
agerequiredat eachclient by allowing replicaplacement
to becomputecbnthe y .

4.2.2. Lazy Parity Backup Lazy Parity Backup(LPB)

has the same goal—protectingdata by replication—Ilut
works by creatingparity blocksin the backgroundwhen
theassociatedatablockshave notbeenmodi ed for some
time. Thismethodcreate RRAID-lik e structurescrosOB-

SDs.If FMC is usedfor rapidly-changinglata,LPB canbe
usedfor morestaticdatato gainadditionalreliability with

lower storageoverhead.This techniques someavhat sim-
ilar to oneusedin AutoRAID [27], but operateson a far
largerstoragesystem.

Figure 4 shavs how LPB protectsdatain a small sys-
tem, similar to thatusedin Figure3. P d;—d, represents
the parity block for datablockswith objectidenti ers d;
to d,. Figure4(a)shaows theinitial datalayout, with each
of four OBSDshaving a primary and mirror replicafrom
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(a) Original datalayouton OBSDs
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(b) Parity calculatedacrossdataon differentOBSDs.The second
replicafrom eachredundang set(shovn with grayed-ouidenti-

ers) canbereclaimedo save spacepr canberetainedfor added
reliability.
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(c) A singleOBSDfailuredoesnot causdossof data.

Figure 4. Lazy Parity Backup

aredundang set. In thebackgroundthe systemgenerates
parity acrossthe redundang sets,resultingin the layout
in Figure4(b). Themirror replicafor eachredundang set
may bereusedf spaceis at a premiumor may be keptto
furtherincreaseeliability. If anOBSDfails,asdepictedn
Figure4(c), no datais lost evenif the mirror replicasare
no longeravailable. To furtherimprove overall systemre-
liability, FMC canbecombinedwith LPB to rapidly create
a distributed replica of a failed disk protectingdatawith
parity. LPB canusemore complex error correctingcodes
to generatanultiple error correction“replicas” for a given
setof data,allowing the systemto survive multiple OBSD
failures.

Fromthe exampleshown in Figure4, it may seemthat
LPB placesstrict constraintson dataplacement.In a sys-
tem with thousandf OBSDs, this is not the case. The
only rule thatmustbe enforceds thatno OBSD may have
morethanoneelementfrom a stripe. With a stripewidth
of four in asystemwith ve OBSDs,thisis adif cult con-
straint. However, a stripe width of tenin a systemwith
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Table 2. Parameters for a 2PB storage sys-
tem.

| Parameter |  \Value |
Z (total datain the system) 2PB
g (recoveryrate) 107 GB/hr
N (numberof redundanyg sets) ZS
MTTF,iq 10° hours
D (disksin anOBSDRAID 5) 5
S(datain oneredundang set) varies

Figure 5. State Transitions for Mirror 2

thousand®f OBSDsdoesnot suffer a similar dif culty in
laying out datato follow this rule becausehe stripewidth
is asmallfractionof thenumberof OBSDs.

Consisteng problemsmay arise when we use FMC
or LPB to make datamore reliable, especiallyfor work-
loadsin which datachangesapidly. We canusea signa-
tureschemeor otherconsisteng protocolsto maintaindata
consistenyg.

4.3. SystemAvailability

Using Markov models,we comparedhe meantime to
dataloss (MTTDL) in a 2PB of Mirror 2, Mirror 3, and
RAID 5+1. The storagesystemparametersve usedin our
comparisorarelistedin Table2. We usemasthe failure
rateand n astherepairratein gures of statetransitions
andthecalculationsHere,n  m meaninghatmeantime
to repaira disk is much shorterthan meantime between
failures.

Figure5 shaws statetransitionsfor oneredundang set
usingthe Mirror 2 mechanismwhere mis the failure rate
andn is therepairrate. State0 indicatesthatbothOBSDs
thatcontaina copy of the objectsin theredundang setare
functioningproperly;if eitheroneof themis down, thenit
goesto statel. The modelgoesto state2 only whenthe
secondOBSDis down while the earlierfailed onehasnot
yetbeenrehuilt.

Assumingthatthereis at mostonly onefailure or repair
happeningluringavery shorttimeinterval Dt, we nd that



Figure 6. State Transitions for Mirror 3

MTTDL of oneredundang setis

3m n
2nt

n

MTTDLRS Mirror2 ﬁ DRS Mirror2 (1)

Therelative erroris

3m

n

3m
3m

DRS Mirror2
MTTDLRS Mirror 2

Since% is verysmall(10 7 whenthesizeof aredundang
setis 1 GB), the approximateMTTDL for oneredundang
setunderMirror 2 is

)

n

n
MTTDLRS Mirror2 W :

We then derived the MTTDL of one redundang set
when the Mirror 3 mechanismis usedfrom the Markov
modelshawn in Figure6 in a similarway:

®3)

2n> 7m 1in?  n?
MTTDLRS Mirror3 6nF ﬁ DRS Mirror3
(4)
DRS Mirror3 7m  11nf 7_m (5)
MTTDLig yinrors  20% 7rm 11 2n

The approximateMTTDL for Mirror 3 andthe relative
error are shavn in Equations4 and5. From theseequa-
tions, we seethat the approximateMTTDL for a redun-
dang setin Mirror 3is

n2

MTTDLRS Mirror3  3,p ° (6)

The Markov model of one redundang set under
RAID 5+1 is shawn in Figure7(a). In this statediagram,
D is the total numberof disksin oneRAID5 and xy z
indicatesthattherearex pairsof OBSDsin which both of
themarein operation,y pairsof OBSDsin which one of
thethemarein operationandthe otheroneis down, and
z pairsof OBSDsin which neitherof the two OBSDsare
working. Here,we referto the two mirrored OBSDsasa
pair.
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D
|

(a) Statetransitionsfor RAID 5+1

#1" O #HS A #

(b) Statetransitionsfor RAID 5

Figure 7. Markov models for RAID 5+1

State transitionswith the RAID 5+1 mechanismare
more complicatedthan those for Mirror 2 and Mirror 3
sincethemodelgoego thefailurestateonly whentwo OB-
SDsin RAID 5 fail andthe two correspondingnirroring
OBSDsin anotherRAID 5 fail atthe sametime. We sim-
plify theMarkov modelby rst deriving thefailurerateand
repairratefor a pair of OBSDs.We thensubstitutehefail-
urerateof amirroredpair of OBSDinto the Markov model
for asingleRAID depictedin Figure7(b). Thederivation
is asfollows:

2D 1 NMgaps Mraips

7
D D 1 nipps? 7

MTTDLRS RAID5

Using Equation3, we have

2nt

— n.
3m

®)

and  ngaps

MkaiDs

Thus,we nd the MTTDL of one redundang setunder
RAID 5+1is

MTTDLgs raips 1
3m n?2 2D 1 2nF 3m n

D D 1 4nf




n3

D D 1 4nf DRrsRaDS 1 ©)
Therelative erroris
Drs RaIDS 1 6m (10)
MTTDlgs raps 1 1
TheMTTF for RAID 5+1is approximately
n3
MTTDles rabs 1 25 177 @D

To comparethe MTTDL of the three redundang
schemeswe usedthe following equationswhich approx-
imate (to within 1%) the MTTDL for eachof the redun-
dany mechanismsMTTF for oneredundang setis just
theMTTF of adisk, (MTTF,), sowe have

MTTFq (12)
andMTTR(MeanTime To Repair)for asingleredundang
setis:

MTTRxs -

Sg (13)

for eachof N é redundang sets.

For a systemwith N redundany sets,since 7MTT1DLRS is
very small,we have

1 MTTDLes ;0

1
1 wrorg N

MTTD I-system

Using the aborve equationswe nd the MTTDL of the
wholesystemfor eachof threemechanismss asfollows:

MTTF g,
ZMTTRyg
N
MTTFgisk g
27
MTTES,
3MTTRgg
N
MTTFgisk 92
3S~Z
MTTFS
4D D 1MTTR
N
MTTFjg &°
4D D 1 &7

MTTDLMirrorZ

(15)

MTTDLMirrorS

(16)

MTTDLgaips 1

17

Using Equationsl5, 16, and 17 and Table 2, we calcu-
latedthe MTTDL for eachredundang mechanisnusing
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Figure 8. Mean time to data loss in a 2PB
stora ge system. The upper line for each con-
guration is for asystem built from disks with
a 10° hour MTTF, and the lower line for each
con guration is for a system built from disks
with a 10° hour MTTF.

differentsizesfor asingleredundang set,asshovnin Fig-
ure 8. For eachmechanismwe shav MTTDL for both
MTTDLy;, 10° hoursandthe manugcturers'claims of
MTTDLy, 10° hours.

4.4, Discussion

Our rst resultisthat,asshavnin Equationl5,MTTDL
for the systemdoesnot vary with the sizeof aredundang
set. Thoughlarger redundang setsrequiremoretime for
recovery, thereare fewer of them, andthe likelihood that
ary redundang set falls as the total numberof setsde-
creases.Thesetwo effects are balancedfor Mirror 2, so
the size of a singleredundanyg setdoesnot affect overall
systemMTTDL. For Mirror 3 andRAID 5+1mechanisms,
however, MTTDL decreaseasthe sizeof a singleredun-
dang setincreasesln both casesthe decreasén reliabil-
ity dueto longerrecovery time overwhelmsthe increased
reliability from having fewer, largerredundang sets.

Figure8 seemdo indicatethatsmallerredundang sets
provide longerMTTDL. However, this approachhasser-
eral limitations. First, overall le systembandwidthwill
decreasé redundang setsaretoo smallbecauséndivid-
ual disk transferawill betoo small. This setsa lower limit
of 256KB-4 MB for redundang sets.Secondwe assume
that redundang setsfail independently If thereare too
mary redundang sets,however, mary will sharemultiple
disks, causingcorrelatedfailures. Third, the bookkeep-



ing necessaryor millions of small redundang setswill
be overwhelming. For all thesereasonswe believe it is
unlikely that redundang setswill be much smallerthan
200MB-1GB.

Disk lifetime is anotherimportant factor in calculat-
ing MTTDL for the entire storagesystem. An order of
magnitudeimprovementin MTTDLy,, from 10° hoursto
10° hourscanimprove overall MTTDL by afactorof 100
for Mirror 2, 1000for Mirror 3, and10,000for RAID 5+1.
The useof a controlledervironmentto ensurdongerdisk
lifetimeswill resultin amajorbene tin overall systenre-
liability .

Increasingthe recovery rate g canalsoimprove overall
systemreliability. Placinga higherpriority on disk trans-
fer rateandfasterrecovery will greatlyimprove reliability
by reducingthe “window of vulnerability” during which
the systemmay losedata. Doublingthe recovery ratewill
doublethereliability of Mirror 2, but will increasehereli-
ability of RAID 5+1 by afactorof eight.

For a systemwith 2PB of storage,we believe that
Mirror 2 will provide sufcient redundang at an accept-
able cost. MTTDL for such a systemwill be about
30yearsregardlesf theredundang setsize,allowing us
to uselargerredundang setsto reducebookkeepingover
head. Mirror 3 and RAID 5+1 can provide much longer
MTTDL—upto2 10° yearsfor Mirror 3, and10* years
for RAID 5+1if thesizeof oneredundang setis 1GB. It
is alsointerestingthatwhenthe sizeof oneredundang set
getsbhig, closeto 100GB, the reliability achieved by us-
ing Mirror 3 will exceedthatachievedby usingRAID 5+1.
This, however, assumes 10° hourMTTF for Mirror 3 and
a10° hour MTTF for RAID 5+1. Although otherschemes
provide much greaterMTTDL, Mirror 2 is considerably
simpler to implementthan Mirror 3 and RAID 5+1, and
providesgoodreliability atrelatively low cost.

5. Conclusions

The mechanismgroposedand analyzedin this paper
shaw that high reliability is importantfor very large-scale
storagesystemsHowever, mary questionsstill needto be
studied.We know the MTTF of thewholesystemwith sev-
eralreliability mechanismshut we do not know aboutthe
distribution of failuresandtheirvarianceoveralongperiod
of time. Anotherinterestingissueis the impactof various
replica placementpolicies on the reliability mechanisms.
We will compareseveral placementpoliciesand nd the
tradeofs betweerthem. We arealsoconcernediboutdata
consisteng problemswhenwe updatedatablocksduring
the processof fast mirroring copying. We are consider
ing the usealgebraicsignatureso checkwhetherthe state
ondiskre ects the currentstateof the data. This protects

againsimproperRAID 5 reconstructionywherewe mix old
andnew dataandparity in the samestripe. Signaturesnay
alsobeusedasa low-costconcurreng mechanism.

We have discussedwo major sourcesof datalossin
large-scalestoragesystems—nonrea@rableread errors
and disk failures—andhave presentedmechanismsfor
dealingwith each. By usingsignatureson individual disk
blocksandredundang acrossmultiple storagedevices,we
canreducethe risk of dataloss. TechniquesuchasFast
Mirror Copy furtherdecreas¢he chanceof datalossto the
point wheresimpletwo-way mirroring in a2PB le sys-
tem can still have a meantime to dataloss of 30 years
without the use of expensve RAID hardware. If this is
notsufciently long, techniquesuchasthree-way mirror-
ing andRAID 5 with mirroring canvirtually guarante¢hat
datawill neverbelost.
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