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Abstract. An open system is a system whosebehavior is jointly deter-
mined by its internal structure, and by the input it receives from the
environment. To solve control and veri�cation problems, open systems
have often been modeled as gamesbetween the system and the environ-
ment; we argue that the game view of open systemsshould be extended
also to the de�nitions of system re�nement and composition.
We give a symmetrical interpretation to gamesbetweensystem and envi-
ronment: the movesof the system represent the outputs that the system
can generate (the output guarantees), and symmetrically , the moves of
the environment represent the inputs that the system can accept (the
input assumptions). We argue in favor of de�ning re�nement of open
systemsin terms of alternating simulation, which is the relation between
gamesthat plays the samerole of simulation betweentransition systems.
Alternating simulation captures the principle that a component re�nes
another if it has weaker input assumptions, and stronger output guar-
antees. Furthermore, we argue in favor of a notion of composition that
accounts for the compatibility between input assumptions and output
guarantees, and that enables the synthesis of new input guarantees for
the composedsystem. These game-theoretical notions of re�nement and
compatibilit y are related to the type-theoretical notions of subtyping and
type compatibility, and give rise to an expressive modeling framework for
component-based design and veri�cation.

1 In tro duction

A basic distinction in concurrency theory is that betweenclosed and open sys-
tems. The behavior of a closedsystem is completely determined by its internal
structure, and it cannot be in
uenced by the environment. In contrast, the be-
havior of open systemsis jointly determined by their internal structure, and by
the inputs received from the environment. Open models can be usedto analyze
systemsthat maintain an ongoinginteraction with their environment (or reactive
systems[27,28]), such asembeddedsystemsand control systems.Moreover, open
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models can be usedto study the individual components of larger designs,whose
behavior usually dependson the inputs they receive from other components.

Closed systems are naturally modeled in terms of transition systems [23].
A transition system consists in a set of system states, and in a set of transi-
tions amongthe states.Whenever multiple transitions are available from a state,
one of them is selectednondeterministically: this nondeterminism can be used
to represent uncertainty, or freedom of implementation, in the system model.
Gamesgeneralizetransition systemsby providing a model for multiple indepen-
dent sourcesof nondeterminism. Each sourceof nondeterminism is represented
as a player, whose possible moves correspond to the nondeterministic choices
available to the source. In particular, two-player gameshave proven to be an
expressive model for open systems,enabling the distinction betweenthe nonde-
terministic choicesthat originate within the system (such as the choice among
possibleoutputs), and the choicesthat originate in its environment (such as the
choiceof inputs to the system). Game models have beenwidely usedto analyze
and solve control problems for open systems[1,32,33]. The gameview has also
been used in the speci�cation and veri�cation of the interaction between com-
ponents, and of the interaction betweencomponents and their environment [24,
16,19].

We argue that gamesconstitute a natural model for open systems,and we
argue that not only control and veri�cation, but also re�nement and compo-
sition of open systems should be phrased in game-theoretic terms [14,15]. In
other words, we argue in favor of adopting gamesas the mathematical structure
underlying open system models, and in favor of phrasing all notions related to
open system| from composition, to re�nement, to speci�cation and veri�cation
| in terms of gamesbetweentwo players: Input (representing the environment)
and Output (representing the system). The two players specify the behavior of
the system:the movesof Input correspond to inputs it can receive from the envi-
ronment, the movesof Output correspond to the outputs it can produce. Using
games,rather than transition systems,in the de�nitions of re�nement and com-
position, enablesto keepdistinct, and treat di�eren tly , the roles of inputs and
outputs. In composition, gamemodelscanaccount for the causalrelationship be-
tweenoutputs and inputs, and can distinguish betweenthe situation in which a
component producesfewer outputs than another can accept as inputs | which
indicates compatibilit y | and the situation in which a component generates
more outputs than another can acceptas input | which indicates incompatibil-
it y. Re�nement of transition systemsis de�ned asbehavior containment: roughly,
all nondeterministic choicesof the implementation must be possible (and thus
permitted) also in the speci�cation. In games,on the other hand, the natural
notion of re�nement is alternating re�nement [8]: when the two playersare Input
and Output, alternating re�nement holds when the implementation can accept
more input behaviors, and produce fewer output behaviors, than the speci�ca-
tion. Thus, gamesprovide a notion of compatibility betweensystemcomponents,
and a notion of re�nement that preservesthis compatibilit y. This leadsto an uni-
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Fig. 1. Re�nement of gamemodels. We denote input actions with question marks, and
output actions with exclamation marks.

form framework for the study of control, veri�cation, component-based design,
and implementation of open systems.

This paper is divided in two parts. In the �rst part, consisting of Sections2,
3, and 4, we outline our informal arguments in favor of the adoption of game
modelsfor open systems.In the secondpart, consistingof Sections5, 6, and 7, we
illustrate the approach by presenting a simple, concretegamemodel for untimed
asynchronous systems,derived from [14].

2 Overview: Re�nemen t

The notion of re�nement aims at capturing the relation between an abstract
model of a component, and a more detailed model, or betweena model express-
ing a speci�cation, and a model describing an implementation. The de�nitions
of transition-system re�nement equate re�nement to behavior containment: all
the behaviors of the implementation (or of the detailed model) must be also
behaviors of the speci�cation (or of the abstract model). In particular, re�ne-
ment is commonly de�ned as trace inclusion, or simulation [30]. This de�nition
is well-suited to closedsystems,which are not in
uenced by their environment:
roughly, the de�nition ensuresthat if all the behaviors of the speci�cation model
are \correct", so are all behaviors of the implementation. In particular, if the
speci�cation satis�es a property expressedin linear-time temporal logic [27] or
ACTL [12], so does the implementation.

For open systems,however, behavior containment is a somewhatunsatisfac-
tory de�nition of re�nement, asit requiresalsothat all the input behaviors of the
implementation are a subsetof those of the speci�cation. Informally , this would
mean that the implementation would be able to accept fewer input behaviors
than the speci�cation. As an example, consider the system models depicted in
Figure 1. The model Q represents a systemthat can acceptan input a, to which
it replies with output b. The model P represents a system that can accept both
input a, to which it replies again with output b, and also input c, to which it
replies with output d. Clearly, if we needa component with the functionalit y of
Q, and we are given P instead, we can just use P, disregarding its additional



input. In other words, P should count as a correct implementation of Q. How-
ever, neither Q simulates P, nor is the languageof P a subset of the language
of Q: indeed, exactly the opposite holds.

De�ning re�nement of open systemsas behavior containment is also at vari-
ance with the notion of subtyping in type theory: there, a functional type
� : � i ! � o is a subtype of � 0 : � 0

i ! � 0
o (written � � � 0) if � accepts more

inputs (� 0
i � � i ) and producesfewer outputs (� o � � 0

o) [31]. Subtyping is thus
contravariant with respect to inputs and outputs, in contrast with simulation,
which is covariant. This suggeststo replace simulation, or trace containment,
with a notion that is contravariant with respect to inputs and outputs. Similarly
to subtyping, the notion should encode the intuition that when P re�nes Q,
then:

1. P acceptsat least as many input behaviors as Q does,so that we can useP
whenever we usedQ without causingan (input) incompatibilit y;

2. moreover, when P and Q are subjected to the sameinput behavior, P should
produce a subsetof the output behaviors of Q.

If we model each of P and Q as a two-player gamebetweena player Input (re-
sponsible of the input nondeterminism) and a player Output (responsible of the
output nondeterminism), then these requirements are captured by the notions
of game re�nement proposedin [8], namely, alternating trace containment and
alternating simulation. Alternating simulation is a relation between the states
of P and the states of Q such that, at related states, all the outputs that can
be generatedby P can also be generatedby Q, and all the inputs that can be
acceptedby Q can be acceptedby P; moreover, corresponding inputs and out-
puts lead to states of P and Q that are again related. In this paper, we adopt
alternating simulation as the notion of re�nement betweenopen systems.

Figure 2 illustrates two gamemodels that are related by alternating simula-
tion. Model Netw represents a very simple component of a network stack (n),
that interacts with a user level (u) and a transport layer (t). An action of the
form n:u:a indicates that an action a is sent from n to u (and is thereforean out-
put of n). The model represents a component that, upon receiving a command
to send a packet (input action u.n.send), invokes the transport layer (output
action n.t.send). If the transport layer succeedsin sendingthe packet, it informs
the network layer (input t.n.ack), and the network layer returns success(output
n.u.success) to the upper layer. Otherwise, if the transport layer fails (input
t.n.nack), the network layer invokesthe transport layer at least one more time,
and then reports successor failure (output n.u.fail ) to the upper layer. The
model NcompPlus is similar, except that if the transport layer fails during a re-
questn.u.send, the network layer tries exactly oncemore to sendthe packet, and
reports then failure or success.Moreover, in addition to u.n.send, NcompPlus
acceptsalso another input u.n.fast, that speci�es that only one attempt should
be made at delivering the packet. Successof this additional service is reported
by the output n.u.fastsucc.

Intuitiv ely, the module NcompPlus is a proper implementation of Netw. Un-
der the same inputs, NcompPlus producesa subset of the behaviors (retrying
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Fig. 2. Re�nement of game models.

transmission exactly once, rather than at least once); NcompPlus also can per-
form an additional service, which does not prevent us from using NcompPlus
in place of Netw. Indeed, the corresponding states of Netw and NcompPlus are
related by alternating simulation. On the other hand, there is obviously no sim-
ulation relation (in either direction) betweenNetw and NcompPlus.

3 Overview: Comp osition

In transition systems,the presenceof a single notion of nondeterminism is re-

ected in the de�nition of composition, where input and output transitions are
treated in the same fashion. In the processalgebras CCS [29], CSP [22] and
ACP [9], composition is de�ned as conjunction: a shared action can occur in a
composite systemonly if it can occur in all the components. Thus, the choiceof
which output to produce, and the choiceof which input to accept, are governed
by a singlesourcenondeterminism, and two processes,when composed,\co oper-
ate" to e�ect a transition that is possiblefor both. Composition as conjunction
leadsto a 
exible modeling paradigm, in which composition can be usedboth to



add new components to a system,and to constrain already present components
to a subsetof their behaviors [22].
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Fig. 3. Causality and compatibilit y.

Composition as conjunction, however, does not capture the cause-e�ect re-
lationship between outputs and inputs. For instance, this approach does not
distinguish between the situation of Figure 3(a), where a system P that pro-
ducessomeoutputs is composedwith a system Q that can accept a superset of
those inputs, and the situation of Figure 3(b), where a system Q that produces
someoutputs is composedwith a systemP that can acceptonly a subsetof those
outputs. In both cases,only the sharedaction a and b can occur. In Figure 3(a),
this agreeswith the notion of causality: since the output c! cannot occur, the
action c does not occur in the composition. In Figure 3(b), however, the fact
that input c? cannot be acceptedby P causesQ never to emit c!, reversing the
intuitiv e causaldependencyof inputs on outputs.

To restore the causaldependencyof inputs on outputs, several modeling lan-
guages,such asI/O Automata [25],SMV [13], and ReactiveModules[7] stipulate
that systemsmust be able to accept all possibleinputs: this is the so-calledin-
put enabled approach to composition. While this approach restoresinput/output
causality, it doesso at the cost of removing the abilit y to expresswhich inputs
are allowed: input-enabled models constrain (and thus model) output behavior
only.

Gamemodels,such as interface theories [14,15] restorecausality by stipulat-
ing that output choicetakesthe precedenceover input choice,and by intro ducing
a notion of compatibilit y. The choice of outputs is independent from the set of
acceptable inputs: if a system choosesan output that cannot be accepted as
input by another system,an incompatibility occurs. Precisely, a state s of a sys-
tem P is compatible with a state t of a system Q if (i) all outputs that can be
generatedby P at s, and that are in the input languageof Q, can be accepted
at t, and symmetrically, (ii) all outputs that can be generatedby Q at t, and
that are in the input languageof P, can be acceptedat s. For instance, the two
statesof Figure 3(a) are compatible, while the two statesof Figure 3(a) are not.
Such incompatibilities between states are, however, a local notion: even if two
component models P and Q have states that are pairwise incompatible, they



may still be compatible with one another. In fact, each of P and Q imposes
somerequirements on the environment, through the speci�cation of the inputs
it can accept. Hence,when composing P and Q, the interesting question is not
whether P and Q work together correctly in all environments (not even P and
Q in isolation do so), but rather, whether there is some environment in which
they can work correctly together. This question can be cast, and answered, in
game-theoretic terms by consideringagain a gamebetweenthe Input and Out-
put players.The modelsP and Q are compatible if Input hasa winning strategy
that ensuresthat local incompatibilities never arise; all such winning strategies
form in turn the allowed input behaviors for PkQ. Thus, the input behaviors
allowed by PkQ correspond exactly to the environment behaviors that ensure
that P and Q work together correctly.

This approach to compatibilit y and composition is illustrated by the following
example [14]. Consider the model Ncomp (Figure 4(b)), representing again a
network layer that, when asked to send a packet, usesan underlying transport
packet that makes at most two attempts at sending the packet. Assume that
this network model is composedwith an upper layer Ucomp (Figure 4(a)) that
tries to send a packet, and expects a successfulresult. In the composition, the
two states denoted by (*) will be incompatible: in fact, at one state component
Ncomp generatesthe output n.u.fail, which cannot be acceptedas input at the
other state. Hence,in the automata product of Ncomp and Ucomp (Figure 4(c)),
the corresponding state is locally incompatible. Nevertheless,the Input player
has a strategy to avoid entering the incompatible state, that consists in never
providing the t.n.nack transition leading to it. The composition NcompkUcomp,
depicted in Figure 4(d), consistsof the states and edgesthat can be traversed
when Input avoids all local incompatibilities.

The proposednotions of compatibilit y and re�nement preserve substitutiv-
ity of re�nement: if a component model P re�nes Q, or P � Q, and if Q is
compatible with a component model R, then also P is compatible with R.

We note that, as was the casefor re�nement, also the above notion of com-
patibilit y (and composition) for gamemodels has closeparallels in type theory.
When a type � : � ! � is composedwith � 0 : � 0 ! � 0 to form � 0 � � , the (func-
tional) composition � 0 � � satis�es type compatibilit y if � � � 0, that is, if � is
a subtype of � 0. If � and � 0 are simple sets of values, this requirement amounts
to � � � 0: type compatibilit y meansthat the possibleoutputs � are a subsetof
the acceptedinputs � 0. With game models such as game theories, however, we
go one step beyond, exploiting the fact that we have a representation of � as a
function � : � 7! � , rather than as a type � ! � . When � 6� � 0, we can thus
generatethe weakest (the largest, in terms of sets) ~� such that ~� � � , and such
that � , when restricted to the domain ~� , hasan imagethat is a subsetof � 0 (that
is, � ( ~� ) � � 0).
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4 Discussion

4.1 Op en Systems as Games

In summary, we argue in this paper for an approach to the modeling of open
systemsguided by the following principles:

1. Distinguish Input and Output nondeterminism. Input and output
nondeterminism are kept separate,and they are modeled as the actions of
two players, Input and Output.

2. Re�nemen t as alternating sim ulation. A systemmodel P re�nes a sys-
tem model Q if there is a relation between their state spacessuch that, at
related states, every move of Input of Q can be performed in P, and every
move of Output in Q can also be done in P; moreover, the transition caused
by corresponding movesleadsagain to related states.

3. Comp osition as Input/Output game. The composition of two compo-
nents P and Q is de�ned in terms of two notions: a notion of local compatibil-
ity, and a gamebetweenthe Input and Output players. Local compatibilit y
capturescausality: whena sharedoutput is chosen,it shouldalsobeaccepted
asan input. The gamebetweenInput and Output is usedto synthesizeglobal
input assumptionsthat guarantee local compatibilit y. If theseinput assump-
tions are satis�able, then P and Q are said to be compatible, and the input
assumptionsare usedto constrain PkQ.

There are many models of computation: for instance, composition can be syn-
chronous or asynchronous, and the systemscan be untimed, or real-time. Cor-
respondingly, there is no single notion of gamemodel, but rather, gamemodels
havebeenproposedfor each of the settings. Thesemodelshavebeencalled inter-
face theories, due to their abilit y to capture the input/output interaction among
components; interface theories have been presented for untimed asynchronous
[14] and synchronous [15,10] models, aswell as for real-time models [17] and for
modeling resourcerequirements [11]. In the remainder of the paper, we illustrate
in more detail the gameapproach to the modeling of open systemsby presenting
in detail interface automata, an asynchronousuntimed model that is very similar
to the one presented in [14].

4.2 Related W ork

Most, if not all, of the individual ideas on which game models are based had
been intro duced earlier in the literature. The idea of specifying independent
constraints for input and output behavior is present in trace theories [18], and
indeed in the untimed, asynchronous caseour game composition is essentially
the composition of pre�x-closed trace structures, followed by a normal-form re-
duction. The notion of conformation in trace theories is also closely related to
our notion of re�nement: P conforms to Q if P acceptsmore inputs (has fewer
failure traces) and producesfewer outputs (has fewer successfultraces) than Q.
Alternating simulation (and alternating trace containment) wasintro ducedlater,



in [8], and trace theories do not formulate conformation in terms of alternating
simulation. The distinction between internal and external choice is present in
many modeling languages,an early examplebeing CSP [22]. All the algorithms
used in untimed gamemodels are standard. Re�nement is basedon alternating
simulation [8]. Composition involvesa compatibilit y check that can be solved as
an instance of controller synthesis [1,32{34].

Thus, the novelty in the outlined game-basedapproach to open systemssys-
tems is not in any isolated algorithmic aspect, but rather in the recognition that
re�nement, composition, veri�cation, and synthesis can be homogeneouslycast
as gamerelations and problems. In many respects, the work on gamesemantics
for programming languages[3,5,6] and processalgebras[2,4] achievesa similar
realization that gamesprovide a uni�ed model for interaction, and indeed game
semantics are very closein spirit to our interface models. The main di�erence is
that in gamesemantics the de�nitions take strategies asthe central object, while
the emphasisin interface theories has beenon automata-like models. Moreover,
the di�erence in application areas(programming languagesvs. untimed, or real-
time systems) motivates di�erences in the mathematical setup that mask the
underlying similarit y of the two approaches.

4.3 On Mo deling Op en Systems as Transition Systems

In light of the di�erences between the transition-system and game models of
opensystems,onemay askwhy the limitations of the transition-system approach
have not beena greater drawback in practice. Broadly, the answer is that input-
enabled formalisms, while preventing the speci�cation of input constraints, are
adequatefor answering many veri�cation questions,and veri�cation, rather than
design,has beenthe main application of formal methods.

Speci�cally , the chief advantage of the game-basedapproach in composition
is the abilit y to de�ne input constraints, and the availabilit y of a notion of com-
patibilit y. Thesenotions are helpful in the component-based designof systems,
where it is important to encode not only a component's behavior, but also its
input assumptions, in order to replace or re�ne components while respecting
the designassumptionsof the other components. Thesenotions are however less
central when the goal is to construct a model of an existing systemand to verify,
onceall components have beencomposed,that it satis�es a speci�cation.

With respect to re�nement, we note �rst that in many casesthe covariant
de�nition of re�nement (trace inclusion or simulation) wasoften applied to input-
enabled systems,such as I/O Automata [25] and Reactive Modules [7]. For these
models,sincethere are no constraints on input behavior, the requirements about
re�nement of input behavior are vacuous. Hence, a de�nition that essentially
refers to output behavior only is satisfactory. The inabilit y to encode directly
input assumptions,however, leadsto a pitfall in the straightforward application
of re�nement checking. Often, a re�nement P � Q between an input-enabled
implementation P and a speci�cation Q does not hold, becausewe ask P to
exhibit output behaviors allowed by Q under all inputs, including possibly in-
puts that are known not to occur in the intended usageof P, and under which



the behavior of P was not given any consideration during design. Usually, this
situation is described by saying that more environment assumptionsare needed
in order to prove P � Q. Models that are not required to be input enabledcan
capture input assumptionsdirectly. In an input-enabled model, however, these
input assumptionscan only be captured by writing a separatemodel E for the
environment, and by composing this model with P: the goal becomesthus to
prove EkP � Q. This approach has been very e�ectiv e in practice, and it has
been extended to enable the compositional veri�cation of re�nement relations
[21,20]. However, we observe that EkP is now a closedsystem, sinceall inputs
of P are provided by E: hence,in this approach re�nement is checked essentially
between a closed implementation and a speci�cation. Thus, the successin ap-
plying a covariant notion of re�nement to open systemscan be explained by the
fact that the notion hasbeenmostly applied either to systemswith trivial input
behavior (such as input-enabled systems),or to closedsystems(such assystems
composedwith their environment assumptions).

5 In terface Automata

To illustrate concretely the ideas of the previous sections, we now present in
detail interface automata, a gamemodel for asynchronoussystemsderived from
[14]. Essentially , an interface automaton is a deterministic labeled transition
system in which the labels correspond to input and output actions; the \game"
aspect is only evident in the de�nitions of re�nement and composition, given in
the next sections.The formal de�nition is as follows.

De�nition 1 (in terface automaton). An interface automaton P =
hSP ; sinit

P ; A I
P ; A O

P ; � I
P ; � O

P ; � P i consistsof the following components:

{ SP is a set of states.
{ sinit

P � SP is the set of initial states. We require that sinit
P contains at most

one state. If sinit
P = ; , then P is called empty.

{ A I
P and A O

P are mutually disjoint setsof input and output actions. We denote
by A P = A I

P [ A O
P the set of all actions.

{ � I
P : SP 7! 2A I

P assignsto each state s 2 SP a (possibly empty) set of
input moves,and � O

P : SP 7! 2A O
P assignsto each state s 2 SP a (possibly

empty) set of output moves.The input movesrepresent the actions that can
be acceptedat s, and the output moves represent the actions that can be
generatedat s. For s 2 SP , we denote by � P (s) = � I

P (s) [ � O
P (s) the set of

all actions at s.
{ � P : SP � (A I

P [ A O
P ) 7! SP is a transition function that associateswith each

state s 2 SP and action a 2 A P a destination state � P (s; a) 2 SP .

In the following, we refer to the components of an interfaceautomaton P by SP ,
sinit

P , A I
P , A O

P , � I
P , � O

P , and � P . The set A I
P n � I

P (s) of il legal inputs at a state
s 2 SP consists of the input actions of P that cannot be acceptedat s. Non-
empty interface automata have a single initial state; empty interface automata



arisewhen incompatible automata are composed,aswe will seein Section7. We
say that P is closed if A I

P = ; ; otherwise, we say that P is open.
A strategy restricts the set of input or output movesthat can be played; as is

common for games,strategies (and thus the restrictions) can in generaldepend
on the past.

De�nition 2 (strategy). An input (resp. output) strategy for P is a mapping
� I : S+

P 7! 2A I
P (resp., a mapping � O : S+

P 7! 2A O
P ) such that, for all s 2 SP and

all � 2 S�
P , we have � I (� s) � � I

P (s) (resp. � O (� s) � � O
P (s)). We denoteby � I

P
and � O

P the set of input and output strategiesof P, respectively.

An input and an output strategy jointly determine a set of traces in S+
P : at each

step, if the input strategy proposesa set BI of actions, and the output strategy
proposesa set BO , an action from BI [ BO is selectednondeterministically. Since
our de�nitions of compatibilit y and composition do not require the consideration
of progressproperties, we de�ne the outcomes of strategies in terms of �nite
traces.

De�nition 3 (outcomes). Given a state s 2 SP , an input stragegy � I 2 � I
P

and an output strategy � O 2 � O
P , the set OutcomesP (s; � I ; � O ) � S+

P is the
smallest set de�ned inductiv ely by the following clauses:

{ s 2 OutcomesP (s; � I ; � O );
{ if � t 2 OutcomesP (s; � I ; � O ) for � 2 S+

P and t 2 SP , then for all a 2
� I (� t) [ � O (� t) we have � t � P (s; a) 2 OutcomesP (s; � I ; � O ).

We say that a state s 2 SP occurs in a trace � 2 S+
P , written (by abuse of

notation) s 2 � , if � = s0s1s2 � � � sk with si = s for some0 � i � k. A state
s 2 SP is reachable in P if there is a sequenceof states s0; s1; : : : ; sn with
s0 2 sinit

P , sn = s, and such that for all 0 � k < n there is ak 2 � P (sk ) such
that � P (sk ; ak ) = sk+1 .

Action naming. A useful convention for action names consists in assuming a
�xed set U of components, and a �xed set N of signal names (these sets need
not be �nite). Then, an action consistsin a triple hU;V; ai , where U 2 U is the
component that can generatethe action asoutput, V 2 U is the component that
can accept the action as input, and a 2 N is a name used to distinguish this
particular action from all other actions that correspond to communication from
U to V. An interface automaton models a set of components. If this convention
is adopted, then an interface automaton P that models a set of components
V � U has set of input actions A I

P = (U n V) � V � N and set of output actions
A O

P = V � U � N . This convention enablesthe drawing of interface automata
omitting the explicit mention of their sets of input and output actions. The
automata in Figures 2 and 4 have beendrawn using this convention, using a dot
\." to separatethe components of the triples, and using n and u as the names
for the network and user components.



Discussion

An interface automaton represents in a joint fashion both the input behavior of
a component (which input sequencescan be accepted),and the output behavior
of the component (which output sequencescan be generated).One may wonder
whether the same information could be represented by two separate models,
onedescribing only the input behavior, the other only the output behavior, and
whether it would be possible to use already established formalisms to encode
thesetwo models.

The answer is, trivially , a�rmativ e. It is easyto seethat all the information
contained in an interface automaton P could be encoded by a pair of I/O au-
tomata PI and PO , wherethe automaton PO is input-enabled, and describesonly
the output behavior, and the automaton PI is \output-univ ersal" (the symmet-
rical notion of input-enabled), and describesonly input behavior. Precisely, we
let � I

PO
(s) = A I

P , and symmetrically, � O
PI

(s) = A O
P for all s 2 SP ; the transition

function � P is extended arbitrarily for thesenew actions, yielding � PO and � PI .
All other components of PO and PI coincidewith their corresponding component
in P. Then, it is immediate to seethat all information in P can be reconstructed
by considering the synchronous composition of PI and PO . It is also clear that
PO is an I/O automaton [26], and PI is essentially an I/O automaton, except
that the roles of inputs and outputs are exchanged.

Indeed, the di�erence betweengamemodels,such asinterfaceautomata, and
transition system models, such as I/O automata, does not lie in the particular
syntax chosenfor representing a model, but rather, in how the operations on the
models, such as re�nement and composition, are de�ned.

6 Re�nemen t

Re�nement of interface automata is de�ned in terms of alternating simulation,
which is the extension of the classicalnotion of simulation to games[8]. Infor-
mally, an alternating simulation � � SP � SQ from P to Q is a relation such
that, whenever (s; t) 2 � , then all input movesof s can be simulated by t, and
conversely, all output moves of t can be simulated by s. The de�nition is as
follows.

De�nition 4 (alternating sim ulation). An alternating simulation relation �
from P to Q is a relation � � SP � SQ such that, for all hs; t i 2 � and all
a 2 � I

Q (t) [ � O
P (s) we have:

� I
Q (t) � � I

P (s) � O
P (s) � � O

Q (t) h� P (s; a); � P (t; a)i 2 �

Re�nement is de�ned asthe existenceof an alternating simulation betweeninitial
states.

De�nition 5 (re�nemen t). An interface automaton P re�nes an interface
automaton Q, written P � Q, if the following conditions hold:



1. A I
P � A I

Q ;

2. A O
P � A O

Q ;

3. there is an alternating re�nement relation � from P to Q, a state s 2 sinit
P ,

and a state u 2 sinit
Q such that hs;ui 2 � .

The third condition states that there is an alternating simulation relation from
P to Q that relates the initial state of P to that of Q. The �rst condition,
together with the third, ensuresthat if two states s and t are related by an
alternating simulation, then the illegal inputs at s are a subsetof thoseat t. The
third condition ensuresthat P doesnot have any extra output, comparedto Q,
that could clash with outputs of other components in a design.As we will seein
Section 7, these conditions ensurethat if Q is compatible with R, and P � Q,
then P is compatible with R.

Conditions 1 and 2 state that Q must establish a reserved name space,A I
Q

and A O
Q , trough which the implementations of Q areconstrainedto communicate

with the rest of the system. We remark that if the action naming convention of
Section 5 is followed, and if P and Q both model the sameset of components,
then the conditions 1 and 2 are guaranteed to hold.

In addition to re�nement, we can intro ducea notion of equivalencebasedon
alternating bisimulation. In our asynchronous setting, alternating bisimulation
is de�nes as follows.

De�nition 6 (alternating bisim ulation). An alternating bisimulation rela-
tion � between P and Q is a relation � � SP � SQ such that, for all (s; t) 2 � ,
we have:

� I
Q (t) = � I

P (s) � O
P (s) = � O

Q (t)

and for all a 2 � I
Q (t) [ � O

P (s),

(� P (s; a); � P (t; a)) 2 �

Thus, in our asynchronoussetting, alternating bisimulation coincideswith usual
bisimulation, with the additional requirement that input actions can be related
only to input actions, and output actions only to output actions. We say that
two interfacesare bi-equivalent if they have the samesets of input and output
actions, and if their initial states are bisimilar.

De�nition 7 (bi-equiv alence). Two interface automata P and Q are bi-
equivalent, written P ' Q, if the following conditions hold:

1. A I
P = A I

Q and A O
P = A O

Q ;

2. there is an alternating bisimulation relation � between P and Q, a state
s 2 sinit

P , and a state u 2 sinit
Q such that hs;ui 2 � .

The following theorem summarizes the main properties of re�nement and bi-
equivalence.



Theorem 1 (prop erties of re�nemen t and bi-equiv alence). The following
assertionshold:

1. Re�nement is re
exive and transitive.

2. Bi-equivalence is an equivalence relation: it is re
exive, symmetrical, and
transitive.

3. Bi-equivalence implies re�nement.

An immediate corollary of this theorem is that bi-equivalent interface automata
can be substituted while preserving re�nement.

Corollary 1. The following assertions hold for all interface automata P, Q,
and R:

1. P ' Q and P � R implies Q � R;

2. P ' Q and R � P implies R � Q.

7 Comp osition

Two interface automata are composableif they do not shareoutput actions.

De�nition 8. Two interfaceautomata P and Q are composableif A O
P \ A O

Q = ; .

We de�ne the composition of interface automata in two stages,�rst de�ning the
product automaton P 
 Q of two composableinterface automata P and Q, and
then explaining how to construct the composition PkQ from this product.

7.1 Pro duct

In the product automaton P 
 Q, the interface automata P and Q synchro-
nize their shared actions A P \ A Q , and they interleave asynchronously all
other actions. Thus, the product of interface automata is similar to the com-
position of I/O automata [26], except that since interface automata need not
be input enabled, there is no guarantee that a shared output action per-
formed by one interface automaton will be part of the product. We denote
by Shrd(P; Q) = A P \ A Q the shared actions of P and Q, and we denote by
Prv( P; Q) = (A P [ A Q )nShrd(P; Q) all other actions. Among the sharedactions,
we let the communication actions be Comm(P; Q) = (A O

P \ A I
Q ) [ (A O

P \ A I
Q ).

The set of statesof the product is SP 
 Q = SP � SQ . An input movea is available
at a state hs; ti of P 
 Q if it is available at s or t, and if a is not a communi-
cation action. An output move a is available at hs; t i if one of the following two
conditions hold:

{ a is not shared,and the output move a is available at s or at t;



{ a is a communication action, and it occurs at s as an output move and at t
as an input move, or vice versa,at t asan output move and at s asan input
move.

The precisede�nition is as follows.

De�nition 9 (in terface automata pro duct). If P and Q are composable
interface automata, their product P 
 Q is the interface automaton de�ned by:

SP 
 Q = SP � SQ

sinit
P 
 Q = sinit

P � sinit
Q

A I
P 
 Q = (A I

P [ A I
Q ) n Comm(P; Q)

A O
P 
 Q = A O

P [ A O
Q

and, for all hs; t i 2 SP � SQ ,

� I
P 
 Q (hs; t i ) =

h�
� I

P (s) [ � I
Q (t)

�
\ Prv( P; Q)

i
[

�
� I

P (s) \ � I
Q (t)

�
;

� O
P 
 Q (hs; t i ) =

h�
� O

P (s) [ � O
Q (t)

�
\ Prv( P; Q)

i

[
h�

� P (s) \ � Q (t)
�

\ Comm(P; Q)
i
;

and, for all a 2 A P 
 Q ,

� P 
 Q (hs; t i ) =

8
><

>:

h� P (s; a); � Q (t; a)i if a 2 A P \ A Q ;

h� P (s; a); t i if a 2 A P n A Q ;

hs; � Q (t; a)i if a 2 A Q n A P .

As an example, the product of the interface automata Ucomp (Figure 4(a)) and
Netw (Figure 4(b)) is depicted in Figure 4(c).

7.2 Comp osition

Since interface automata, di�eren tly from I/O automata, need not be input
enabled,there may states in P 
 Q wherea communication action can be output
by one of P or Q, but cannot be acceptedas input by the other. These states
correspond to local incompatibilities betweenP and Q.

De�nition 10 (lo cally incompatible states). The set Incmp(P; Q) of locally
incompatible states of two interface automata P and Q consistsof all pairs of
states hs; ti 2 SP � SQ for which one of the following two conditions holds:

1. there is a 2 � O
P (s) \ Comm(P; Q) such that a 62� I

Q (t),

2. there is a 2 � O
Q (t) \ Comm(P; Q) such that a 62� I

P (s).



In the product between Ucomp and Netw, there is one state that corresponds
to a local incompatibilit y; the state is depicted as shadedin Figure 4(c).

If P 
 Q is closedthen the presenceof locally incompatible states indicates
that P and Q are not compatible: in fact, P 
 Q would be able to reach a locally
incompatible state regardlessof the environment. If P 
 Q is open, on the other
hand, there might be an input strategy that avoids all local incompatibilities.
The states from which there environment can prevent reaching Incmp(P; Q) are
called usable,emphasizingthe fact that there is someway (some environment)
to usethem without giving rise to incompatibilities.

De�nition 11 (usable states). A state u 2 SP 
 Q is usable in P 
 Q with
respect to Incmp(P; Q) if there is � I 2 � I

P 
 Q such that, for all � O 2 � O
P 
 Q , all

� 2 OutcomesP 
 Q (u; � I ; � O ), and all w 2 Incmp(P; Q), we have w 62� .

In our case,the best input strategy to avoid locally incompatible states consists
in restricting the sets of input actions to empty sets, since this minimizes the
set of states that can be reached. Hence, we can give the following alternativ e
characterization of the set of usablestates.

Theorem 2. A state u 2 SP 
 Q is usablein P 
 Q with respect to Incmp(P; Q)
i� there is no path u0; u1; : : : ; un 2 S�

P 
 Q with u0 = u, un 2 Incmp(P; Q), and
such that for all 0 � k < n, there is ak 2 � O

P 
 Q (uk ) with � (uk ; ak ) = uk+1 .

We remark that this simple characterization of usable states | as the states
that cannot reach local incompatibilities if no input actions are received |
is a peculiarity of our choice of models for interfaces, rather than a general
characteristic of interface theories.The simple characterization is due essentially
to the weak expressive power of interface automata, and precisely, to the fact
that in the absenceof fairness, interface automata can expressonly what the
environment can do (which input actions it can generate),but not what it must
do. Consequently , the best input strategy consistsin doing nothing.

The composition PkQ is obtained by restricting P 
 Q to its usablyreachable
states, that is, to the states that can be reached from the initial state under an
input strategy that avoids all locally incompatible states.

De�nition 12 (usably reachable states). A state u 2 SP 
 Q is usablyreach-
able in P 
 Q with respect to Incmp(P; Q) if there is � I 2 � I

P 
 Q such that:

{ for all initial statesv 2 sinit
P 
 Q , all output strategies� O 2 � O

P 
 Q , all outcomes
� 2 OutcomesP 
 Q (v; � I ; � O ), and all w 2 Incmp(P; Q), we have w 62� ;

{ there is an initial state v 2 sinit
P 
 Q , an output strategy � O 2 � O

P 
 Q , and an
outcome � 2 OutcomesP 
 Q (v; � I ; � O ) such that u 2 � .

Alternativ ely, usably reachablestatescan be de�ned asthe statesthat are reach-
able from the initial state of P 
 Q by visiting only usablestates.

Theorem 3. A state u of P 
 Q is usably reachablein P 
 Q with respect to
Incmp(P; Q) i� there is a sequence of states u0; u1; : : : ; un 2 S+

P 
 Q with u0 2
sinit

P 
 Q and un = u, and such that, for 0 � k � n, we have:



1. the state uk is usablein P 
 Q with respect to Incmp(P; Q);

2. there is ak 2 � P 
 Q (uk ) such that � (uk ; ak ) = uk+1 .

The composition PkQ is obtained from the product P 
 Q by restricting the
latter to its usably reachable states.

De�nition 13 (comp osition). Given two composable interface automata P
and Q, let T be the set of usably reachable states of the product P 
 Q with
respect to Incmp(P; Q). The composition PkQ of P and Q is the interface au-
tomaton de�ned by:

SP kQ = T

sinit
P kQ = sinit

P 
 Q \ T

A I
P kQ = A I

P 
 Q

A O
P kQ = A O

P 
 Q

and, for all u 2 T,

� I
P kQ (u) = f a 2 � I

P 
 Q (u) j � P 
 Q (u; a) 2 Tg

� O
P kQ (u) = � O

P 
 Q (u)

and, for all a 2 � P kQ (u),

� P kQ (u; a) =
�

� P 
 Q (u; a) if � P 
 Q (u; a) 2 T ;

arbitrary otherwise.

The composition betweenUcomp and Netw (Figures 4(a) and 4(b)) is depicted
in Figure 4(d).

7.3 Compatibilit y

We say that P and Q are compatible if their composition is non-empty.

De�nition 14 (compatibilit y). Two composable interface automata P and
Q are compatible i� sinit

P kQ 6= ; .

The following alternativ echaracterization of compatibilit y canbeusedto achieve
e�cien t compatibilit y checking algorithms, in view of Theorem 2.

Theorem 4. Two composableinterface automata P and Q are compatible i�
they are non-empty and hs; ti , where s 2 sinit

P and t 2 sinit
Q , is usablein P 
 Q

with respect to Incmp(P; Q).

We now make precisethe observation that the composition PkQ consistsexactly
of the states of the product P 
 Q that are reachable when P 
 Q is in an
environment that avoids all local incompatibilities Incmp(P; Q). First, we de�ne
a proper environment to be an interface automaton E that closesP 
 Q, and
that prevents all local incompatibilities from being reached.



De�nition 15 (prop er environmen t). Let P and Q be two composablein-
terface automata. A proper environment for P and Q is an interface automaton
E such that the following conditions hold:

1. E is non-empty: sinit
E 6= ; ;

2. E is composablewith P 
 Q;

3. (P 
 Q) 
 E is closed;

4. for all u 2 Incmp(P; Q) and all v 2 SE , the state hu; vi is not reachable in
(P 
 Q) 
 E .

The composition PkQ consistsof the states of P 
 Q that are reachable under
a proper environment, justifying our De�nitions 11, 12, and 13.

Theorem 5. Let P and Q be two composableinterface automata. For all u 2
SP 
 Q , we haveu 2 SP kQ i� there is a proper environment E for P and Q and
a state v 2 SE such that hu; vi is reachablein (P 
 Q) 
 E .

The following immediate corollary justi�es, in retrospect, our de�nition of com-
patibilt y.

Corollary 2. Two composableinterface automata P and Q are compatible i�
there is a proper environment for P and Q.

7.4 Prop erties of Comp osition

The following theorem states that composition of interface automata is commu-
tativ e and associative, modulo bi-equivalence.

Theorem 6 (comm utativit y and associativit y of comp osition). For all
interface automata P, Q, and R, if P and Q are composable,and if R is com-
posablewith P 
 R, the following relations hold:

PkQ ' QkP; (PkQ)kR ' Pk(QkR):

The following theorem states that re�nement is compositional: if we re�ne one
components of a composite system,we obtain a re�nement of the global system.

Theorem 7 (comp ositionalit y of re�nemen t). For all interface automata
P, Q, and R, we havethat if P � Q, and if Q and R are composable,then also
P and R are composable,and PkR � QkR.

As a simple corollary of this theorem, we have that compatibilit y is preserved
when we re�ne components in a design.

Corollary 3 (re�nemen t preserv es compatibilit y, or substitutivit y of
re�nemen t). For all interface automata P, Q, and R, if Q and R are compat-
ible, and if P � Q, then also P and R are compatible.



The relevanceof this theorem lies in the fact that it justi�es the useof interface
automata as a formalism for specifying how components should interact in a
design.Oncea high-level designis drafted, consistingof the compatible interface
automata Q1; : : : ; Qn , we can re�ne each automaton Qi into an implementation
Pi , for 1 � i � n, and obtain an implemented system P1k � � � kPn in which
all components are again compatible. Hence, the abstract interface automata
Q1; : : : ; Qn provide a speci�cation that, if followed, guaranteescompatibilit y of
the implementations in a design [15].
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