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Abstract. Webdesignis aninherentlyerrorproneprocessTo helpwith the de-
tection of errorsin the structureand connectvity of Web pageswe proposeto
apply model-checkingechniqueso the analysisof the World Wide Weh Model
checkingthe Webis differentin mary respectérom ordinarymodelcheckingof
systenmodels sincetheKripke structureof theWebis notknown in advance but
canonly beexploredin agradualfashion.In particular themodel-checkinglgo-
rithms cannotbe phrasedn ordinary u-calculus,sincesomeoperationssuchas
thecomputatiorof setsof predecessdiVeb pagesandthe computation®f great-
estfixpoints, arenot possibleon the Weh We introduceconstructiveu-calculus
a fixpoint calculussimilar to u-calculus,but whoseformulascanbe effectively
evaluatedover the Web; and we shaw that its expressie power is very close
to thatof ordinary u-calculus.Constructve u-calculuscanbe usednot only for
phrasingWeb model-checkingalgorithms,but alsofor the analysisof systems
having a large, irregular statespacethat can be only gradually explored, such
assoftwaresystemsOn the basisof theseideas,we have implementedhe Web
modelchecler McweB, andwe describesomeof theissueghatarosein its im-
plementationaswell asthetypeof errorsthatit wasableto find.

1 Intr oduction

The designof a Web site is an inherently errorprone process A Web site must be
correctlydesignedoth at a local andat a globallevel. Gooddesignat the local level

impliesthatthe pagescontainwell-formedHTML code,have the intendedvisual ap-
pearanceandhave no brokenlinks. Severaltools areavailablefor checkingsuchlocal

propertiesgitheron single pagesor more commonlyby crawling over an entire Web
site: seefor example[7,20,12,13,9,14,6,11,5,19,21,8]. Gooddesignat the global
level requiresthatthe Web site satisfiegropertiesconcerningts connectvity andcost
of traversal,aswell aspropertieshat dependon the pathfollowedto reachthe pages,
ratherthanon the pagesonly. Examplesof suchglobal propertiesarethat every page
of a Web siteis reachabldrom all otherpagesandthatall pathsfrom the mainpage
to pageswith confidentialinformationmustgo throughanaccesontrolpage.Current
Web verificationtools focus essentiallyon local properties On the otherhand,model
checkinghasprovedto be an effective techniquefor the specificationandverification
of globalpropertiesof thelargegraphsthatcorrespondo the state-spacandtransition
relationof systemg4, 17]. Hence,it is naturalto askwhethermodelcheckingcanbe
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appliedto the analysisof global propertiesof Web sites.This paperanswerghis ques-
tion affirmatively, by shaving how model-checkingechniquesanbe adaptedo the
analysisof theWeb,andby illustratingwhich typesof errorsareamenabléo discovery
with suchtechniquesin particulay we shav that model-checkingechniquescan be
usedfor theanalysisof thefollowing threeclasse®f properties:

— Connectivityproperties.Connectvity propertiesrefer to the graphstructureof a
Website.

— Frameproperties.Sinceeachlink loadsonly a portion of a frame-basegage the
contentof a frame-basegagedependsn the pathfollowed by the browserin a
site:hence framepropertiesareessentiallypathproperties.

— Costproperties.Costpropertiegeferto the numberof links or bytes,thatmustbe
followed or downloadedwhile browsing a Web site. An exampleconsistsin the
computatiorof theall-pair longestpathin a Webssite.

Model-checkingmethodscan be broadly classifiedin enumeative methodsand
symbolicmethods Enumeratie methodsoperateon statesasthe basicentities[4, 17],
and represensetsof statesand transitionrelationsin termsof the individual states.
Symbolicmethodsoperatedirectly on symbolicrepresentationsf setsof stateq3, 2].
Our approachto the modelcheckingof the Web is enumeratie, in that we represent
setsof Web pagesascollectionsof single pagesHowever, we arguethatit is corve-
nientto phraseour model-checkingalgorithmsas symbolic algorithms,basedon the
manipulationof setsof Web pagesin fact, a set-basedpproachendsitself betterto
parallelizationgivenasetS of Web pagesthe computatiorof the setPost(.S) of Web
pageghatcanbereachedrom S by following onelink canproceedargelyin parallel,
by following simultaneouslll links originatingfrom pagesn S. Sincethe pagefetch
time ontheWebis typically dominatedy responséime, ratherthantransfertime, such
a parallelapproachs significantlymore efficient thana sequentiabne. Nevertheless,
the modelcheckingof the Web differsin several respectdrom usualsymbolicmodel
checking.In particular someof the basicoperationsperformedby standardmodel-
checkingmethodscannotbe performedon the Web:

1. GivenapredicateP defininga propertyof Web pageswe cannotconstructhe set
Sp consistingof all the Webpageghatsatisfy P.

2. GivenasetS of Web pageswe cannotconstructthe setPre(.S) of pageshatcan
reachsomepageof S by following onelink.!

3. ThesetV of all Webpagess notknown in advance Likewise,givenasetU C V
of Web pageswe cannotconstructts complement” \ U.

Theselimitations imply in particularthat we cannotphraseour model-checkingal-
gorithmsin standardu-calculus[15, 10]. In fact, limitation 3 implies that we cannot
evaluateexpressionghatinvolve the greatesfixpoint operatorv: in vz.¢(x), we can-
notsetzo = V in orderto computethelimit limy_, o, 25 Of 241 = ¢(xy), for k > 0.
Limitation 1 implies that we mustintroducerestrictionsin the useof predicatesand
Limitation 2 preventsusfrom usingthe standarcredecessasperatorPre.

! SearchenginessuchasGoogledo in factprovide sucha service but the answerthey provide
is only approximate.



We introduceconstructiveu-calculus,a fixpoint calculussimilar to equationalu-
calculus[1], but containingonly expressionsand constructsthat can be effectively
evaluatedwithin the above limitations. Constructve u-calculusdiffers from standard
equationaju-calculusin the following respects:

— Thegreatesfixpoint operatorv is replacedby the operatorv,,, wherez is a setof
stateghatmustbe alreadyknown, andthatactsasthe “universeset” in whichthe
largestfixpoint is computed.

— The predecessooperatorPre is replacedy its guardedversionGPre(U, W), de-
fined by GPre(U, W) = U N Pre(W). Sincethe pagesin U are alreadyknown
whenGPre(U, W) is evaluated,all links from U to W arealsoknown, ensuring
thatGPre(U, W) canbecomputed.

— Predicatesannotbe usedto generatesetsof statesput only to selectfrom existing
setsthe stateghatsatisfygivenpropositionaformulas.

We show thattheserestrictionsareenoughto ensurehattheexpression®f constructve
p-calculusareeffectively computableandwe provide a precisecharacterizatioof the
expressve power of constructve p-calculus.In particular we show thatin spiteof the
above differencesthe expressie power of constructive p-calculusis essentiallythe
sameastheoneof ordinaryu-calculus We phraseour Web model-checkinglgorithms
in constructve p-calculus.

We arguethatthe limitations 1-3 are not peculiarto the Web, but aresharedby a
large classof systemghathave alarge or infinite statespacewithout regular structure,
amongwhich softwareprogramslin the analysisof complex programswe oftenhave
no way of constructingin advancethe setof all states,and we may not know what
arethe predecessorsf a givensetof statesunlesswe have alreadyencounteredhose
statesin the courseof the model checking.Constructve p-calculusis well-suitedfor
phrasingmodel-checkingalgorithmsthat operateon-the-fly over irregular graphsthat
canbeexploredonly gradually

In orderto experimentwith Web modelcheckingwe have implementedhe model
checler mcwEeB, which enablegheanalysisof connectyity, frame,andcostproperties
of Web sites.We reportour experiencen usingMcwEB, andwe summarize¢he most
commonclasse®f errorsthatwe wereableto find usingit.

2 The Graph Structure of the Web

As a first stepin the applicationof model-checkingechniquego the Web consists
in fixing agraphstructureof the Weh The simplestchoiceconsistan disregardingthe
framestructureof theWeb,andin modelingtheWebasa graphof pageswith links due
to botha (anchor)andf r ane (sub-frameYagsasedgesWe call this theflat modelof
theWeh Theflat modelsufficesfor mary purposesamongwhich brokenlink detection
andHTML consisteng analysisandindeedmary currenttools for Web analysisrely
ontheflat model.Neverthelesssomereachabilitypropertiescannoteasilybe checled
on the flat model. For example,the propertythatthe homepageof a site is reachable
from all pagesof the siteis oftennottruein theflat modelof aframe-basedite, since
thelink to thehomepagemaybein aseparatérame (andthus,a separatgraphnode)



thanthe main contentof the page.For this reasonour graphmodelof the Web takes
into accountheframestructureof the pagesunlike the flat model.

2.1 URLpagesand webnodes

An URL ¢ is a string that uniquely specifiesa documenton the Web; it is composed
of a protocolfield (suchas HTTP), a domainname,and a documentiocator on the
domain.In this paperwe restrictour attentionto URLs thatreferto theHTTP protocol.
GivenanURL a, we canfetchthe correspondinglocuments = GetUrl(a); we call s
the URLpage correspondingo the URL a. TheURLpages = {(gs, hs, Fs, As) consists
in the URL g, from which the documents retrieved, the textual contenth, a setof
frametags F;, anda setof andhor tags A,. The URL g, may be differentfrom s due
to automaticredirection,as effectedby the HTTP protocol. Sinceimagesare loaded
automaticallyby mostcurrentbrowserswe considerthemto be anintegral partof A,
eventhoughthey arespecifiedby separateanchors A frametag (b, £) consistsof the
URL b to be loadedinto the subframe,and of a name/ usedto label the subframe.
An andhortag (b, £) consistsof the URL b specifyingthe link destination,and of a
targetname?, which specifiesn which subframethe new URL shouldbe loaded[16,
18] (if no targetis specifiedwe take ¢ to be the empty stringe). While thisis only a
partial subsebf the tagsandattributesthatoccurin HTML documentsit will suffice
for our purposeof definingthe graphstructureof the Weh

Thenodesof ourgraphmodelof theWeb,calledthewebgiaph,consisin webnodes.
A webnodew is a tree with URLpagesas nodes;the edgesof the tree are labeled
by framenamesWe write s € w to denotethatan URLpages is a nodein thetree
w. If s € wandF; = {{a1,01),...,{an, )}, thenthe URLpages hasn URL-
pagesty, .. .,t, aschildrenin w; for 1 < i < n, the edgefrom s to ¢; is labeled
with ¢;. Given an URLpaget, the webnodew = WebNodét) is obtainedby “load-
ing” recursvely all the subframesof ¢. Precisely w consistsin a tree with root ¢,
whereeachURLpages € w hasasdescendantthe set{GetUrl(a) | (a,?) € F;} of
URLpagescorrespondingo subframeof ¢. For brevity, given an URL a we define
GetVeh(a) = WebNodéGetUrl(a)).

The edgesof the webgraphcorrespondo pagelinks; the precisedefinition takes
into accountthe way in which pagesare loadedinto subframesGiven a webnode
w, andan URLpages € w, we denoteby subtiegw, s) the subtreeof w with root
in s. Given a webnodew, an URLpages € w, andalink (a,f) € A,, we denote
by target(w, s, £) the subtreeof w thatwill be replacedby the webnodeGet\h(a)
whenthelink (a, £) is followed,definedaccordingo theHTML standard16, 18]. Pre-
cisely, if £ = _bl ank or £ = _t op, we have target(w, s,£) = w; if £ = sel f or
¢ = ¢ thentarget(w, s,£) = subtedqw, s), if £ = _par ent thentarget(w,s,£) =
subtedqw, t), wheret is the parentof s in thetreew. Finally, if £ is ary otherstring,
thentarget(w, s, £) = subtedqw, t), wheret is the unigueURLpagesuchthatthe link
in w from the parentof ¢ to ¢ is labeled/; if thereis no suchlink, or if thelink is not
unigue,thenwe treatthelink asa “brokenlink”, andwe take asits destinationa spe-
cial errorwebnodeGivenawebnodew, a subtreeu of w, andanotheiwebnodey, we
denoteby w[v/u] theresultof replacingu by v in w. Givenawebnodew andanURL-
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Fig. 1. A primarywebnodew = WebNodé€so), andtwo secondaryvebnodes:, v.

pages € w, the destinationof a non-brolenlink {a,¢) € A, consistsn thewebnode
destw, s, (a, £)) = w[GetWeh(a) /target(w, s, £)].

Examplel In Figurel, we depictawebnodew = WebNodés,), andtwo webnodes
u, v reachabldérom w by following links. We have F;, = {{a1, £1), (a2, £2)}; thechil-
drenof s in w aresy, so: by corvention,we denoteGetUrl(a;) = s; for all i > 0.
Only someof the edgelabelsand URLpagesareindicated,to avoid clutter URLpage
s1 containsthe anchortag (a3, £-); takingthis link leadsto webnodev. URLpages,
containgheanchornag (a4, ¢1); takingthislink leadsto webnodeu. URLpages; con-
tainstheanchornag{ar, £s). Notethatthelink correspondingo theanchortag(a~, £s)
is brokenin v, sincethereis no label 44 in v; thelink is not brokenin w, andit is not
presenin u. Thisillustrateshow links canbecomebrokenin secondarypages.

2.2 Thewebgraph

In orderto fix the structureof the webgraphwe needto establisha criterionfor webn-
odeequality Two webnodesy andu areequal,writtenw 22 w, if their treesof URL-
pagesare equal: hence,webnodeequality is definedin termsof URLpageequality
Thereare several possibledefinitionsfor URLpageequality; to understandhe issue,
we needto explain in moredetail how URLpagesarefetchedfrom the Weh Givenan
URL ag, we canissuean HTTP requestfor ag. Theresultcaneitherbe the URLpage
GetUrl(ap), or aredirectionURL a; . In thelattercasewe canissuea pagerequestor
a1, obtainingeitherGetUrl(ay ), or aredirectionURL ay. The processontinuesuntil
eitheranerror occurs,or until we reacha k > 0 suchthata requestfor a;, returnsan
URLpages; we setthenGetUrl(ag) = - - - = GetUrl(ay) = s. Considertwo sequences
ag, - - - ,ax, GetUrl(ag) andby, . . ., b,, GetUrl(by) of redirectionsandfinal pagesand
let s = GetUrl(ag) andt = GetUrl(by); notethatwe have g5 = ay, andg; = b,. We
candefinewhethers is equalto ¢, written s = ¢, in severalways.

— Textual comparison. We candefines = ¢t whenhs = hy, i.e., whenthe texts
of thetwo URLpagess andt areidentical. Accordingto this definition, however,
differentdomainscontainingtwo textually identicalpagegfor instancetwo empty
pages)vould shareawebnoden thewebgraphleadingto unexpectedesultsvhen
reachabilityanalysisis performed.In addition,textual comparisons sensitve to
minor differencesn the pagegetrieved,suchasvisitation counterupdates.



— Final URL comparison.Anotherpossibility consistsn definings = ¢t whenay, =
by, or equivalently wheng, = g;. Occasionallyhowever, a requestto an URL
a is redirectedto ary of a large numberof URLS ¢y, ..., ¢y, in ordereitherto
distribute the load betweenmachinesor to provide slightly different contentin
termsof adwertising.Final URL comparisorwould considerGetUrl(c;) # --- #
GetUrl(c,,,), in spiteof thefactthatthosepagesareessentialljthe samepage.

— Redirection sequence comparison. Finally, we can define s = ¢ when
{ag, ..., ar} N {bo,---,b,} # B; this criterion is more robust than final URL
comparisorwith respecto load-balancingandpage-customizatiotechniques.

The Web checler McwEB adoptsredirectionsequenceomparisonas the URLpage
equality criterion, with additionalheuristicsusedto copewith featuressuchasauto-
matici ndex. ht nl extensions.

Once a notion = of webnodeequality has been fixed, we can define pre-
cisely the webgraph. Let V' be the set of all webnodes,and let E =
{(w,uv) |w eV ATs € wFHa,l) € A;.u = destw, s, (a, £))} bethe setof all edges
betweenvebnodesThewebgiaph (V/ =2, E/ =) isthequotientof (V, E) with respect
to theequalitynotion=. We notethatthis definitionis not completelyprecise asit de-
pendson the function GetUrl, thatgivenan URL returnsthe correspondindgJRL. This
definitionalsodoesnot capturethe factthatthe true connectvity Webis time-varying.
Neverthelessthis definition formalizesthe structureof the Web to a sufficient degree
for thedevelopmenbf our model-checkinglgorithms.

We saythata webnodew € V is primary if thereis an URL a suchthatw =
Get\Weh(a), andthatw is secondaryotherwise Primarywebnodesorrespondo Web
pagesthat canbe obtainedby loadingan URL with a browser Secondarywebnodes
cannotbeloadeddirectly; they arereachedy traversinglinks andupdatingthe frame
structurestartingfrom primary webnodesMost currenttools for Web analysisonly
considerprimary webnodesYet, mary errorsariseonly in secondarywebnodesas
illustratedby Examplel. Our experiencewith McwEB indicatesthat the difficulty of
examiningall secondaryvebnodess acommoncauseof errorson the Weh

3 Model Checkingthe Web

As remarledin the introduction,the ordinary p-calculusis not suitedfor the model
checkingof the Web, sinceit includesseveral operationghat are not effectively com-
putableonthe Weh We introduceconstructve u-calculus afixpoint calculussimilarto
p-calculus but containingonly expressionghatcanbe effectively computed.

3.1 Constructive y-calculus

Syntax. Constructve u-calculus(CuC) is derived from the equationalu-calculusof
[1]. A CuC formula{(Bs,-- ., Byn), Tm) consistof n > 0 bloks By, . .., B,, andof
an outputvariable z,,,, with m € {1,...,n}. Eachblock B;, for 1 < i < n, hasthe
form \;.z; = e;, wherex; is avariable,e; a setexpressionand)\; is a quantifiertag
equalto eitheruz;, or to vz; C z; for somej > i. Hence,the quantifiertag of the



outermostblock B,, mustbe uz,,. Eachsetexpressiore; is definedaccordingto the
following grammar:

=z |PUP|BND|S\P|BNO|a
| Post(®) | GPos{(®, &) | GPre(®, &) | GPre(®, &)

wherea is aconstantg isoneof x4, . .., z,,, and® is apredicateexpression Predicate
expressionaredefinedby thegrammar

O:=0VO|-0|P,

where P is a predicatebelongingto somebasicsetof predicatesP. The useof the
set differenceoperatorin setexpressionds subjectto the following restriction. For
i,j € {1,...,n}, we saythat the block B; dependddirectly on block B;, written

B; >~ Bj, if x; appearsn e;, andwe let > bethereflexive transitive closureof . For
i,j € {1,...,n}, we saythatthatthe variablez; occurswith negative polarity in e;
if it occurswithin an odd numberof right-handsidesof the set-diferenceoperator\.
Then,we requirethatfor all 4,5 € {1,...,n}, thevariablez; occurswith negative

polarity in e; only when B; ;*é B;. We saythata CuC formulais negation-freeif it
doesnot containoccurrencesf the setdifferenceoperator\. We denoteby CuC* the
negation-freefragmentof CuC.

Syntaxof ordinary equationalu-calculus. In orderto comparethe expressve power
of constructve andordinaryu-calculus,we definealsothe semantic®of the equational
p-calculusof [1], denotedby uC. Theformulasof uC have the samestructureof those
of CuC, exceptthat the quantifiertag A; canbe equalto either ux;, or to vz;. The
syntaxof setexpressionss givenby thegrammar

Pu=g|OUD|BND|O|-0O |a|Pos(®) | Pos(®) | Pre(®) | Pre(®)

Semantics.For concisenessye definethe semanticof a calculusthatis a superset
of both CuC' and uC’; the semanticsof CuC and uC' are obtainedby considering
the appropriatefragmentsof this calculus.The semanticss definedwith respectto
a Kripke structue X = (V, E,C, f¢,P, f?), where (V, E) is a graph,C is a setof
constantsf¢ : C — V is theinterpretationof the constantsP is a setof predicates,
and fP : P — 2V is the interpretationof the predicatesin the model checkingof
the Web, we take V, E asin the webgraph( to be the setof valid URLs, f¢ to be
GetWeh P to be a setof effectively checkablepredicatesdefinedon webnodesand
fP(P) = {w e W |w = P} for all P € P. Givensucha Kripke structure,all the
operatorsn setandpredicatesxpressionsiave their standardneaningsexceptfor the
predecessaoand successooperatorsThe semanticof the predecessaand successor
operatorss definedforall U, W C V, by

PreW)={u eV |3Ive W.(u,v) € E} GPre(U, W) = U N Pre(W)
Pre(W)={ueV |Yo.(u,v) e E—sveW)}  GPre(UW)=UnPre(W)



PostiW) ={u eV |3v € W.(v,u) € E}
Post(W) = {u eV |Vo.(v,u) e E—>ve W)}  GPos{U, W) = U n Pos(W)

The intuition is thatin CuC we can computethe setof predecessorsf a given set
W of webnodesonly relative to anothersetU of webnodessimilarly for the other
constructve operatorsThe operationasemanticof constructve u-calculus,given by
Algorithm 1 below, will ensurethatall thewebnodesn U have alreadybeenexplored
whenGPre(U, W) is computec(resp.(ﬁ’/re(U, W), G/F\ﬁst(U, W)), thusensuringthat
all thelinks from U to W areknown.

The definition of semanticgollows thelines of [1]. Considera Kripke structureXC
andaformula({(Bi,...,By), zm) of CuC, whereeachblock B;, 1 < i < n, hasthe
form\;.z; = e;, for \; equalto eitheruz; orvz; C z;.Letl’ = ({z1,...,2,} — 2V)
bethesetof valuationsof thevariablesn theformula.Giveny € I andl < i < n, we
indicatewith «y o (z; = U) thevaluationthatcoincideswith ~y, exceptthatit associates
valueU C V to z;. Givenavaluationy anda setexpressiore;, for 1 < i < n, we
denoteby [e; | K,~] C V thevalueof e; in the Kripke structureX’ undervaluation-y.
Giveny € I" we definerecursiely, for i = 0 to n, thevaluationEval. ({(By, .. ., B;) |
v) € I'. Thedefinitionrelieson two auxiliary functionsff. _, gk ., : I' = I', defined
asfollows:

g}cﬁ(d) = Eva|;'c—1((B1, . ;Bi—1> | (5) o (wi-i—l = fy(xH_l)) 0---0 (mn — ,7(3:”))
fliCrv(‘s) = gk,y(é) o (z; = [e; | KJg]iC,’y(é)]]) if \; is pz; or vz;
Fer(0) = gic (8) © (xi = v(z5) N [ei | K, 9k, (O)])  if Miisva; C a;

WethendefineEvali. ((Bi, .. ., Bi) | 7) = A.(8 = fi (6)), whereX = pif X; is px;,

andX = v if \; isvz; C z;. Therestrictionson the useof negation,togethemwith the
Tarski-Knastettheorem[22], ensurethat the fixpoints exist. It canbe readily verified
that Eval¢.((Bi,...,By) | ) doesnot dependon v. The meaningof the complete
formulais the valuationof the outputvariable:we define[{(B1,...,Bn),Zm)]x =

Evalg ((B1,...,Bn) | v)(zm), for anarbitraryy € I'.

3.2 Expressvity

In order to study the relationshipbetweenthe expressve power of CuC and uC,

we considerfixed infinite and countablesets? and C of predicatesand constants,
so that the syntaxof the formulasis fixed. Given a classi/ of Kripke structures)et

Vv=U{V |V, E,C,f,P,fP) €U} bethesetof all statesA formula¢ of fixpaint

calculusdefinesafunction[¢] : U — 2Y by [¢](K) = [¢]x. Giveni/ andtwo fixpoint

calculiC andC’, we saythatC is asexpressiveasC’ overU, written C' Jy, C', if for

every formula ¢’ of C' thereis aformula¢ of C' suchthat[¢] and[¢'] arethe same
function.We saythatC andC" areequallyexpressiveoverl/, written C' =, C', if both
C Jy C'"andC Cy C' hold, andwe saythat C' is strictly more expressivethan C'

overY, writtenC 1 C', if C Jy C' holdsbut C Ty C' doesnot. Let Ksin andKent be
the classe®f Kripke structureswith finite andcountablestatespacerespectiely. The
following theorenrelatesthe expressie power of uC andCuC™.



Theoreml pC Ok, CpCt,anduC i, CuCt.

The differencein expressve power is essentiallydueto the inability of CuC' of con-

sideringportionsof the Kripke structurethat are unreachabldrom namedconstants.
This is confirmedby the following result. We say that a classi/ of Kripke struc-
turesis finitely rootedif thereis a finite setof constants{as,...,a,} suchthat for

all (V,E,C, f¢,P, f?) € U, we have thatevery stateof V is reachablen (V, E) from

fe(a1) U---U f(ay) in afinite numberof steps.

Theorem?2 For all classesi/ of finitely-rooted Kripke structues, we have
uC =y CuCt.

Proof. Thereis astraightforvardtranslationof CuC* into uC. Thetranslationfrom
uC to CuC+ is asfollows. Considera uC expression{ By, . .., By, Tm), Wherefor
1 < i < ntheblock B; hastheform Az;.z; = e;, for A € {u,v}. An equivalentCuC
expressions (B, ..., B, B}, 1, Zm), Wheretheblock B;,  , is uy.y = Get\Wel(a;)U
--- U GetWh(a,,) U Post(y), andfor 1 < i < n, theblock B is obtainedfrom B; by
replacingvz; with vz; C y andPre(®) with GPre(y, &), Pre(d) with GPre(y, &), and
Post(®) with GPost(y, ¢).1

Thecorverses alsotrue,undersomegenerakonditions We saythataKripke structure
is non-trivial if it containsatleastonepredicatesymbol.

Theorem3 Considera classi/ of non-trivial Kripke structues.If uC =, CuC™,
thenall thestructuresin U/ are finitely rooted.

The following resultfollows from the presencef the set-diferenceoperator\ in the
definitionof CuC', andcanbe provedsimilarly to Theorem?2.

Theorem4 Onfinitely-rootedKripke structures,thefixpointcalculusCuC is closed
undercomplementation.

Thedifferencen expressve power betweenC'uC anduC onfinitely-rootedstructures
is dueto thefactthatuC is notclosedundercomplementatiori.et 4uCP bethecalculus
obtainingby addingto uC' the operatorDGet\Wb, applicableonly to constantswith

semanticslefinedby DGetWeh(a) = {w € V | w # f(a)}. ThecalculusuCP isthen
closedundercomplementatiorigadingto thefollowing theorem.

Theorem5 Thefollowing assertiongold.

1. uCP Ok, CuC, anduCP 1k, CuC.
2. For all classeg/ of finitely-rootedKripke structues,wehaveuC? =, CuC.

3.3 Evaluation of constructive p-calculusformulas

While uC andCuC' have similar expressve power, the calculusCuC' guaranteethat,
whenever the interpretationof the variablesat the fixpoint consistan finite sets,then
the fixpoint itself canbe computedin finite time. An algorithmfor doing sois given
below.



Algorithm 1 Input: aKripkestructure = (V, E,C, f¢, P, f?),andaCuC formula
¢ ={{(B1,-..,Bn),xm), whereeachblock B;, 1 < i < n, hastheform \;.z; = e;.
Output: [@]«.

Procedure: Let I = {zy,...,z,} — 2V. Givenavaluationy € I', we definerecur
sively, for i = 0 ton, thevaluationComputé(By,...,B;) | v) € I'. Fori = 0, we let
Computé() | v) = v. Fori > 0, thedefinitionis asfollows.

Init: If \; is px;, thenletyf = v o (z; = 0); if \; isvz; C z;, thenlet
Yo =7 o (zi = y(z)).
Update: Fork > 0, lety, = Computé(By, ..., B;_1) | 1),
Wi = [ei | K,7], andy g =9y o (2 = Wi).
Define: Computé(B;, ..., B;) | ) = limg_ 00 V-

Return: Computé(By, ..., B,) | 7)(xx), wherey is arbitrary

Thefollowing theorenstateghatthefixpointsof C'uC, if finite, canbeeffectively com-
puted.We saythatan operationcanbe effectivelycomputedf it involvesonly finitely
mary statesof theKripke structure.

Theorem6 Considera CuC formula ((Bi, ..., Bn), zm), and assumethat for a
variable interpretation , we have |Evali((Bi,...,Bn) | 7)(z;)] < oo for all
1 <4 < n. Then,Algorithm1 consistof effectivelycomputablestepsandit terminates

returning[{({(Bu, - - -, Bn), Tm)]x-

Theresultis a consequencef thefactthat,if all variableshave finite extensionat the
fixpoint, thenonly a finite portion of the Kripke structureis explored. Note that the
resultis independentrom the cardinalityof V. In contrastjt is well known thatwhen
V isinfinite, theformulasof uC cannotbeevaluatedteratively, evenwhenthefixpoints
arefinite.

3.4 Predicatesfor Web analysis

After someexperimentationwe have chosento include in the Web model checler
McwEB thefollowing familiesof predicatesfor all stringsa, domainsA, andk > 0:

— predicatecont ai NS, q.,....a, N0ldsfor a webnodew if thereis an URLpage
s € w suchthath, containsall thestringsay, ..., ag.

— predicate n_domai n 4 holdsfor awebnodew if thereis anURLpages € w such
thatg, containsthe substringA;

— predicateal | _i n_domai na holdsfor awebnodew if all URLpagess € w are
suchthatg, containsthe substringA;

— predicateht t p_er r or ;, holds for a webnodew if the HTTP error & occurred
while loadingsomeURLpagein w;

— predicatef r ames_er r or is a catch-allpredicatethat holdsfor a webnodew if
the frame sstructureat w containserrors.Among the errorscurrentlychecled are:
duplicatedframenamesa name/ thatoccursin morethanoneframetag),frame
treesdeepethanafixedthresholdandnon-eistentlink targets(anchorgags{a, £)
suchthat? doesnotappeaiin ary frametag).
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3.5 A semi-decisionprocedurefor non-emptiness

Considera CuCt formula¢ = ((Bi,...,By),z,), whereeachblock B; hasthe
form \;.z; = e;, for 1 < i < n. During the evaluationof ¢ accordingto Algorithm 1,
we call chekpointsthe stageswvhereall the variablesz; with quantifiertag equalto
vz; C z; for somej > ¢ have reachedafixpoint (evenif somevariableswith p-tag
have not). Then,if the interpretationof the outputvariablez,, at somecheckpointis
non-emptywe know thatalso[¢] # (. To makethis obsenationprecisewe consider
aCuCt formulag = ((By,...,Bn), zm), andwelet {i € {1,...,n} | N;ispz;} =
{i1,...,i;} bethesetof indicesof the u-blocksin ¢; we denoteby #u(¢) = j the
numberof suchindices.Givenk,, ks, ..., k; > 0,wecompute[¢]]’,“5""’kj by following
Algorithm 1, exceptthatfor 1 < I < j we take Computé(Bi,...,By) | V)i,....ii =
Viy Hence,[[¢]]',“5"“’kj is computedby performingk, ks, . .., k; iterationsof the -
blocks,ratherthanwaiting until thefixpointis reached.

Theorem7 For all CuC* formulas¢ andKripke structuesk, if [[¢]],’?""’k””“’) #0
for someky, ..., kyug) > 0, then[g]x # 0.

Givena CuC™ formula¢ anda (possiblyinfinite) finitely-branchingKripke structure
K, this theoremprovidesa semi-decisiorprocedurefor [¢]x # @: it suficesto enu-

meratethelists of non-negativeintegers(k, . . . , ks, (¢)), checkingfor eachlist whether
Eiyeens

[¢]x

M) £ . As anexample,considerthe formula
¢ = ((vy C z.y = Pre(y), pz.z = i n_domai na N (Post(z) U a)),y),

where A is a domainname,anda is an URL in thatdomain.If X is the webgraph,
then[¢]« is the setof webnodesn domainA thatarereachabldrom the URL a, and
thathave nolink sequencéeadingoutsideA. Thevariablez keepsrackof theportion
of A thatis reachabldrom a. If thedomainA containsinfinitely mary webnodegas
canbethecasein siteswith dynamicallygenerateghages)thenthe evaluationof [¢] x
doesnot terminate.On the other hand,we can obtain a semi-decisiorprocedurefor
[l # 0 by evaluating[¢]% for & = 0,1,2,..., andby checkingfor non-emptiness
for eachvalueof k. This providesa semi-decisiomprocedurefor detectingpagesin a
Webssitethatcannotreachtherestof the Weh

4 WebModel Checkingin Practice

In orderto experimentwith Web model checking,we have implementedthe model
checler MmcweB. The checler MCWEB is written in Python;its input consistsin con-
structive y-calculusformulas augmentedvith thecapabilityof post-processintheout-
putin orderto performquantitatve analysisof Web properties.

In somedomains,suchashardware,the costof errorsthatgo undetectedintil the
productionstageis very large,andconsequentlalarge effort is donein orderto detect
themearly Formal verificationmethodssuchas modelcheckingareusually calledto
help in finding error that cannotbe found with othermethods . Consequentlyfinding
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errorswith formal methodss a difficult task.In Web modelchecking,the situationis
very different.Dueto thelower costof undetecte@rrorson the Web, mary collections
of Webpagesarechecledcursorily, if atall, andin our experiencesrrorsareabundant,
andcomein greatvariety. The siteswherewe foundthe highestdensityof errorswere
medium-sizedsites:small sitesoften have a simplestructurethatlimits the numberof
errors;large commercialsitesare usually producedwith the help of automatedools,
that help in avoiding structuralerrors.Neverthelessgerrorswere found evenin large
sitessuchasamazon. com

In the courseof the experimentatiorwith McweB, we have identified somecate-
goriesof errorsandpropertieghatarecommonlyof interest.

— Broken links. Detectingbrokenlinks is an ability thatMcwEB sharesvith mary
othertools.mcwEeB implicitly checksfor brokenlinks wheneverthe Postoperator
is appliedto a setof webnodes.

— Duplicated frame names. McwWEB checksautomaticallyfor ill-formed frame
structuresusingthe predicatef r ames _er r or describeckarlier For example,to
checkthat no webnodewith ill-formed frame structureis presentin the site A
with homepagea, it suficesto evaluatethe formula ({uz.z = a U (Post(z) N
i ndomai na),uy.y =xNfranmes_error),y).

— Non-hierarchicalframe content.If anURLpaget of webnodew is notin thesame
domainastheroot URLpages of w, thenthecontentandthelinks in ¢ aretypically
notunderthe controlof theauthorof s. Moreover, if s canbereachedrom ¢, then
this usuallyleadsto a webnodecontainingtwo instancef the sameURLpages.
We cancheckthatall webnodesn domainA arecomposednly of URLpagesn
A by evaluatingthe formula ({puz.z = a U (Post{z) Ni n.domai na), uy.y =
zN-all _.i n.domai na),y), wherea is thehomepageof A.

— Reachability. Supposehat A4 is a setof webnodescontainingpublicly available
information, B is a setof webnodeswith privatecontent,andC is a setof access
controlwebnodesWe cancheckthatall pathsfrom A to B in domain A contain
awebnodein C by checkingthe emptinesof the formula ((uy.y = (x N A) U
(Postiy) Ni n.domai na N—=C), pz.x = aU (Post(z) Ni n_.domai na), uz.z =
y N B), z), wherewe assumethat A, B, C are definablein termsof predicate
cont ai ns, anda is thehomepageof A.

— Repeatedreachability. To computewhich pagesof a Web site A cannotreach
the homepagea without leaving A, we canevaluatethe formula ({(uz.z = a U
Pre(z, ), uz.xz = a U (Post(z) Ni n_.donmai na), uy.y =z \ 2),y).

— Longestpaths. MCWEB alsocontainsanextensionthatenableghe computatiorof
the longestand shortestpathsin a setof webnodeswherethe “length” of a path
consistdn thenumberof bytes,or the numberof links, thatmustbe downloadedn
orderto follow it. For example,to find the all-pair longestpathbetweenvebnodes
of adomainA, MCWEB post-processethe outputof the formula ((uz.z = a U
(Post(z) N'i n.donai n4)),z). The computationof the all-pair longestpathcan
provide informationaboutthe bottlenecksn the navigationof a site.

Adknowledgmentsl would lik e to thankTom andMonika HenzingeyJanJannink.and
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