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Abstract. Webdesignis aninherentlyerror-proneprocess.To helpwith thede-
tectionof errorsin the structureandconnectivity of Web pages,we proposeto
applymodel-checkingtechniquesto theanalysisof theWorld WideWeb. Model
checkingtheWebis differentin many respectsfrom ordinarymodelcheckingof
systemmodels,sincetheKripkestructureof theWebisnotknown in advance,but
canonly beexploredin agradualfashion.In particular, themodel-checkingalgo-
rithmscannotbephrasedin ordinary � -calculus,sincesomeoperations,suchas
thecomputationof setsof predecessorWebpagesandthecomputationsof great-
estfixpoints,arenot possibleon theWeb. We introduceconstructive� -calculus,
a fixpoint calculussimilar to � -calculus,but whoseformulascanbe effectively
evaluatedover the Web; and we show that its expressive power is very close
to thatof ordinary � -calculus.Constructive � -calculuscanbeusednot only for
phrasingWeb model-checkingalgorithms,but also for the analysisof systems
having a large, irregular statespacethat can be only graduallyexplored,such
assoftwaresystems.On thebasisof theseideas,we have implementedtheWeb
modelchecker MCWEB, andwe describesomeof the issuesthatarosein its im-
plementation,aswell asthetypeof errorsthatit wasableto find.

1 Intr oduction

The designof a Web site is an inherentlyerror-proneprocess.A Web site must be
correctlydesignedbothat a local andat a global level. Gooddesignat the local level
implies that the pagescontainwell-formedHTML code,have the intendedvisual ap-
pearance,andhave no brokenlinks. Severaltoolsareavailablefor checkingsuchlocal
properties,eitheron singlepages,or morecommonlyby crawling over anentireWeb
site: seefor example[7, 20,12,13,9,14,6,11,5,19,21,8]. Gooddesignat the global
level requiresthattheWebsitesatisfiespropertiesconcerningits connectivity andcost
of traversal,aswell aspropertiesthatdependon thepathfollowedto reachthepages,
ratherthanon the pagesonly. Examplesof suchglobalpropertiesarethatevery page
of a Web site is reachablefrom all otherpages,andthatall pathsfrom themainpage
to pageswith confidentialinformationmustgo throughanaccesscontrolpage.Current
Web verificationtools focusessentiallyon local properties.On the otherhand,model
checkinghasprovedto bean effective techniquefor the specificationandverification
of globalpropertiesof thelargegraphsthatcorrespondto thestate-spaceandtransition
relationof systems[4, 17]. Hence,it is naturalto askwhethermodelcheckingcanbe
�
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appliedto theanalysisof globalpropertiesof Websites.This paperanswersthis ques-
tion affirmatively, by showing how model-checkingtechniquescanbe adaptedto the
analysisof theWeb,andby illustratingwhich typesof errorsareamenableto discovery
with suchtechniques.In particular, we show that model-checkingtechniquescanbe
usedfor theanalysisof thefollowing threeclassesof properties:

– Connectivityproperties.Connectivity propertiesrefer to the graphstructureof a
Website.

– Frameproperties.Sinceeachlink loadsonly a portionof a frame-basedpage,the
contentof a frame-basedpagedependson the pathfollowed by the browserin a
site:hence,framepropertiesareessentiallypathproperties.

– Costproperties.Costpropertiesreferto thenumberof links or bytes,thatmustbe
followed or downloadedwhile browsing a Web site. An exampleconsistsin the
computationof theall-pair longestpathin a Website.

Model-checkingmethodscan be broadly classifiedin enumerative methodsand
symbolicmethods.Enumerativemethodsoperateon statesasthebasicentities[4, 17],
and representsetsof statesand transitionrelationsin termsof the individual states.
Symbolicmethodsoperatedirectly on symbolicrepresentationsof setsof states[3, 2].
Our approachto the modelcheckingof the Web is enumerative, in that we represent
setsof Web pagesascollectionsof singlepages.However, we arguethat it is conve-
nient to phraseour model-checkingalgorithmsassymbolicalgorithms,basedon the
manipulationof setsof Web pages.In fact,a set-basedapproachlendsitself betterto
parallelization:givena set � of Webpages,thecomputationof thesetPost����� of Web
pagesthatcanbereachedfrom � by following onelink canproceedlargely in parallel,
by following simultaneouslyall links originatingfrom pagesin � . Sincethepagefetch
timeontheWebis typically dominatedby responsetime,ratherthantransfertime,such
a parallelapproachis significantlymoreefficient thana sequentialone.Nevertheless,
the modelcheckingof the Web differs in several respectsfrom usualsymbolicmodel
checking.In particular, someof the basicoperationsperformedby standardmodel-
checkingmethodscannotbeperformedon theWeb:

1. Givena predicate� defininga propertyof Webpages,we cannotconstructtheset
�
	 consistingof all theWebpagesthatsatisfy � .

2. Givena set � of Webpages,we cannotconstructthesetPre����� of pagesthatcan
reachsomepageof � by following onelink.1

3. Theset � of all Webpagesis not known in advance.Likewise,givena set 
����
of Webpages,we cannotconstructits complement����
 .

Theselimitations imply in particular that we cannotphraseour model-checkingal-
gorithmsin standard� -calculus[15,10]. In fact, limitation 3 implies that we cannot
evaluateexpressionsthat involve thegreatestfixpoint operator� : in ������������� , we can-
not set ���! "� in orderto computethelimit #%$'&)(+*-,.��( of ��(0/213 4�����5(6� , for 798�: .
Limitation 1 implies that we must introducerestrictionsin the useof predicates,and
Limitation 2 preventsusfrom usingthestandardpredecessoroperatorPre.

1 SearchenginessuchasGoogledo in factprovide sucha service,but theanswerthey provide
is only approximate.
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We introduceconstructive� -calculus,a fixpoint calculussimilar to equational� -
calculus[1], but containingonly expressionsand constructsthat can be effectively
evaluatedwithin the above limitations. Constructive � -calculusdiffers from standard
equational� -calculusin thefollowing respects:

– Thegreatestfixpoint operator� is replacedby theoperator�<; , where � is a setof
statesthatmustbealreadyknown, andthatactsasthe“universeset” in which the
largestfixpoint is computed.

– ThepredecessoroperatorPre is replacedby its guardedversionGPre�=
?>A@B� , de-
fined by GPre��
?>C@B�D E
4F Pre��@B� . Sincethe pagesin 
 arealreadyknown
whenGPre��
?>C@B� is evaluated,all links from 
 to @ arealsoknown, ensuring
thatGPre�=
?>A@B� canbecomputed.

– Predicatescannotbeusedto generatesetsof states,but only to selectfrom existing
setsthestatesthatsatisfygivenpropositionalformulas.

Weshow thattheserestrictionsareenoughto ensurethattheexpressionsof constructive
� -calculusareeffectively computable,andwe providea precisecharacterizationof the
expressive power of constructive � -calculus.In particular, we show that in spiteof the
above differences,the expressive power of constructive � -calculusis essentiallythe
sameastheoneof ordinary � -calculus.WephraseourWebmodel-checkingalgorithms
in constructive � -calculus.

We arguethat the limitations1–3arenot peculiarto the Web,but aresharedby a
largeclassof systemsthathave a largeor infinite statespacewithout regularstructure,
amongwhich softwareprograms.In theanalysisof complex programs,we oftenhave
no way of constructingin advancethe set of all states,and we may not know what
arethepredecessorsof a givensetof statesunlesswe have alreadyencounteredthose
statesin the courseof the modelchecking.Constructive � -calculusis well-suitedfor
phrasingmodel-checkingalgorithmsthat operateon-the-flyover irregulargraphsthat
canbeexploredonly gradually.

In orderto experimentwith Webmodelchecking,we have implementedthemodel
checker MCWEB, whichenablestheanalysisof connectivity, frame,andcostproperties
of Web sites.We reportour experiencein usingMCWEB, andwe summarizethemost
commonclassesof errorsthatwe wereableto find usingit.

2 The Graph Structure of the Web

As a first step in the applicationof model-checkingtechniquesto the Web consists
in fixing a graphstructureof theWeb. Thesimplestchoiceconsistsin disregardingthe
framestructureof theWeb,andin modelingtheWebasagraphof pages,with links due
to botha (anchor)andframe (sub-frame)tagsasedges.We call this theflat modelof
theWeb. Theflat modelsufficesfor many purposes,amongwhichbrokenlink detection
andHTML consistency analysis,andindeedmany currenttools for Webanalysisrely
on theflat model.Nevertheless,somereachabilitypropertiescannoteasilybechecked
on the flat model.For example,the propertythat the homepageof a site is reachable
from all pagesof thesiteis oftennot truein theflat modelof a frame-basedsite,since
thelink to thehomepagemaybein a separateframe(andthus,a separategraphnode)
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thanthe maincontentof the page.For this reason,our graphmodelof the Web takes
into accounttheframestructureof thepages,unlike theflat model.

2.1 URLpagesand webnodes

An URL G is a string that uniquelyspecifiesa documenton the Web; it is composed
of a protocol field (suchas HTTP), a domainname,and a documentlocator on the
domain.In thispaper, werestrictourattentionto URLsthatreferto theHTTPprotocol.
GivenanURL G , we canfetch thecorrespondingdocumentHI GetUrl ��GJ� ; we call H
theURLpagecorrespondingto theURL G . TheURLpageH3 LK�MONP>AQ�NR>TSUNP>TV3N+W consists
in the URL MON from which the documentis retrieved, the textual content Q�N , a setof
frametags S�N , anda setof anchor tags VXN . TheURL MON maybe differentfrom H due
to automaticredirection,aseffectedby the HTTP protocol.Sinceimagesare loaded
automaticallyby mostcurrentbrowsers,we considerthemto beanintegral partof Q�N ,
even thoughthey arespecifiedby separateanchors.A frametag K�YR>[Z\W consistsof the
URL Y to be loadedinto the subframe,andof a name Z usedto label the subframe.
An anchor tag K�Y<>[Z\W consistsof the URL Y specifyingthe link destination,andof a
targetnameZ , which specifiesin which subframethenew URL shouldbe loaded[16,
18] (if no target is specified,we take Z to be the emptystring ] ). While this is only a
partial subsetof the tagsandattributesthatoccurin HTML documents,it will suffice
for ourpurposeof definingthegraphstructureof theWeb.

Thenodesof ourgraphmodelof theWeb,calledthewebgraph,consistin webnodes.
A webnodê is a tree with URLpagesas nodes;the edgesof the tree are labeled
by framenames.We write H`_�^ to denotethat an URLpage H is a nodein the tree
^ . If Ha_b^ and S N  dc�KeG 1 >fZ 1 W+>g�g�\�g>PKeG�h5>[ZghiW0j , then the URLpage H has k URL-
pageslT1R>g�\�g�\>fl h as children in ^ ; for m.npoqnpk , the edgefrom H to l[r is labeled
with Zgr . Given an URLpage l , the webnodês WebNode�elf� is obtainedby “load-
ing” recursively all the subframesof l . Precisely, ^ consistsin a tree with root l ,
whereeachURLpage Ht_u^ hasasdescendantsthe set c GetUrl �eGJ�wviKeG�>[Z\Wx_yS�zCj of
URLpagescorrespondingto subframesof l . For brevity, given an URL G we define
GetWeb�eGJ�� WebNode� GetUrl �eGJ�T� .

The edgesof the webgraphcorrespondto pagelinks; the precisedefinition takes
into accountthe way in which pagesare loadedinto subframes.Given a webnode
^ , andan URLpage H._{^ , we denoteby subtree��^|>CHP� the subtreeof ^ with root
in H . Given a webnodê , an URLpage H}_�^ , anda link K�G�>[Z\W~_�V3N , we denote
by target�e^|>AHO>fZ\� the subtreeof ^ that will be replacedby the webnodeGetWeb��G��
whenthelink K�G�>[Z\W is followed,definedaccordingto theHTML standard[16,18]. Pre-
cisely, if Z9 blank or Z9 top, we have target��^->AHO>[Z\�� �^ ; if Z9 self or
Zq �] then target�e^|>AHO>[Z\�� subtree��^|>CHP� , if Zt parent then target��^|>CH6>fZ\�) 
subtree��^|>Tlf� , where l is the parentof H in the tree ^ . Finally, if Z is any otherstring,
thentarget��^->AHO>[Z\�� subtree��^|>Tlf� , where l is theuniqueURLpagesuchthat thelink
in ^ from theparentof l to l is labeledZ ; if thereis no suchlink, or if the link is not
unique,thenwe treatthe link asa “brokenlink”, andwe take asits destinationa spe-
cial errorwebnode.Givena webnodê , a subtree� of ^ , andanotherwebnode� , we
denoteby ^-� �i�R��� theresultof replacing� by � in ^ . Givenawebnodê andanURL-
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Fig.1. A primarywebnode��� WebNode�e�0�0  , andtwo secondarywebnodes¡ , ¢ .

pageHD_£^ , thedestinationof a non-brokenlink KeG�>[Z\W!_¤VXN consistsin thewebnode
dest��^|>CH6>PKeG�>[Z\WT�¥ �^-�GetWeb��GJ�T� target��^|>CH6>fZ\�=� .
Example1 In Figure1, we depictawebnodêa WebNode��H\�<� , andtwo webnodes
� , � reachablefrom ^ by following links. We have SUN �  Bc¦K�GJ1<>[ZP1gW0>\K�G�§¨>[Zg§PWCj ; thechil-
drenof H\� in ^ are HR1<>AHP§ : by convention,we denoteGetUrl �eG�r=�© ªHPr for all o�8b: .
Only someof theedgelabelsandURLpagesareindicated,to avoid clutter. URLpage
H 1 containsthe anchortag K�G¦«O>[Z § W ; taking this link leadsto webnode� . URLpage H §
containstheanchortag K�G¦¬O>fZ 1 W ; takingthis link leadsto webnode� . URLpageHP­ con-
tainstheanchortag KeG�®O>[Zg¯gW . Notethatthelink correspondingto theanchortag KeG�®O>[Zg¯PW
is brokenin � , sincethereis no label Zg¯ in � ; the link is not brokenin ^ , andit is not
presentin � . This illustrateshow links canbecomebrokenin secondarypages.

2.2 The webgraph

In orderto fix thestructureof thewebgraph,we needto establisha criterionfor webn-
odeequality. Two webnodeŝ and � areequal,written ^±° � , if their treesof URL-
pagesare equal:hence,webnodeequality is definedin termsof URLpageequality.
Thereareseveral possibledefinitionsfor URLpageequality; to understandthe issue,
we needto explain in moredetailhow URLpagesarefetchedfrom theWeb. Givenan
URL G¦� , we canissueanHTTP requestfor G¦� . Theresultcaneitherbe theURLpage
GetUrl �eG¦�R� , or a redirectionURL Gi1 . In thelattercase,wecanissuea pagerequestfor
GJ1 , obtainingeitherGetUrl ��GJ1\� , or a redirectionURL G�§ . Theprocesscontinuesuntil
eitheranerror occurs,or until we reacha 7�8L: suchthata requestfor GJ( returnsan
URLpageH ; wesetthenGetUrl �eG¦�<�� B²\²g²¦ GetUrl �eGJ(¨�� aH . Considertwo sequences
GO�O>g�\�g�g>AGJ( , GetUrl ��GO�<� and YC�O>g�\�g�+>CY h , GetUrl ��YC�P� of redirectionsandfinal pages,and
let H© GetUrl �eG¦�R� and l� GetUrl ��YC�P� ; notethatwe have MON³ BGJ( , and M¨zx LY h . We
candefinewhetherH is equalto l , written H ° l , in severalways.

– Textual comparison. We candefine H£° l when Q N  ´Q z , i.e., when the texts
of the two URLpagesH and l areidentical.Accordingto this definition,however,
differentdomainscontainingtwo textually identicalpages(for instance,two empty
pages)wouldshareawebnodein thewebgraph,leadingto unexpectedresultswhen
reachabilityanalysisis performed.In addition,textual comparisonis sensitive to
minordifferencesin thepagesretrieved,suchasvisitationcounterupdates.
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– Final URL comparison.Anotherpossibilityconsistsin defining H ° l when G�(³ 
Y h , or equivalently when MON~ EM¨z . Occasionally, however, a requestto an URL
G is redirectedto any of a large numberof URLs µ\1¨>g�\�g�+>Aµ+¶ , in order either to
distribute the load betweenmachines,or to provide slightly different contentin
termsof advertising.Final URL comparisonwould considerGetUrl ��µ 1 �D· ¸²g²g²¹· 
GetUrl �eµ ¶ � , in spiteof thefactthatthosepagesareessentiallythesamepage.

– Redirection sequence comparison. Finally, we can define H ° l when
cPG � >\�g�\�+>TG ( j-F�cRY � >\�g�\�g>AY+h�j{· »º ; this criterion is more robust than final URL
comparisonwith respectto load-balancingandpage-customizationtechniques.

The Web checker MCWEB adoptsredirectionsequencecomparisonas the URLpage
equalitycriterion, with additionalheuristicsusedto copewith featuressuchasauto-
maticindex.html extensions.

Once a notion ° of webnodeequality has been fixed, we can define pre-
cisely the webgraph. Let � be the set of all webnodes, and let ¼  
c¦��^->f�
��vR^B_q�}½9¾�H!_9^|� ¾¿KeG�>[Z\W?_yVXN<� �9 dest��^->AHO>\K�G�>fZ\Wf�0j be the setof all edges
betweenwebnodes.Thewebgraph ���¹�!° >A¼©�³° � is thequotientof ���¥>T¼-� with respect
to theequalitynotion ° . We notethatthisdefinitionis not completelyprecise,asit de-
pendson thefunctionGetUrl, thatgivenanURL returnsthecorrespondingURL. This
definitionalsodoesnot capturethefact thatthetrueconnectivity Webis time-varying.
Nevertheless,this definition formalizesthe structureof theWeb to a sufficient degree
for thedevelopmentof ourmodel-checkingalgorithms.

We say that a webnodêÀ_±� is primary if thereis an URL G suchthat ^´ 
GetWeb�eGJ� , andthat ^ is secondaryotherwise.Primarywebnodescorrespondto Web
pagesthat canbe obtainedby loadingan URL with a browser. Secondarywebnodes
cannotbeloadeddirectly; they arereachedby traversinglinks andupdatingtheframe
structurestartingfrom primary webnodes.Most currenttools for Web analysisonly
considerprimary webnodes.Yet, many errorsariseonly in secondarywebnodes,as
illustratedby Example1. Our experiencewith MCWEB indicatesthat the difficulty of
examiningall secondarywebnodesis a commoncauseof errorson theWeb.

3 Model Checking the Web

As remarked in the introduction,the ordinary � -calculusis not suitedfor the model
checkingof theWeb,sinceit includesseveraloperationsthatarenot effectively com-
putableontheWeb. We introduceconstructive � -calculus,afixpoint calculussimilar to
� -calculus,but containingonly expressionsthatcanbeeffectively computed.

3.1 Constructive Á -calculus

Syntax. Constructive � -calculus( Â3��Â ) is derived from the equational� -calculusof
[1]. A Â3��Â formula KTKeÃ!1<>\�g�g�\>TÃ h W0>T��¶³W consistsof k�Ä�: blocks Ã³1<>g�\�g�+>AÃ h , andof
an outputvariable ��¶ , with ÅÆ_�c¦m6>\�g�g�g>fkUj . Eachblock ÃXr , for m9nLo!nLk , hasthe
form Ç�rf� ��rÈ ÊÉRr , where ��r is a variable, ÉRr a setexpression,and Ç�r is a quantifiertag
equalto either �
��r , or to ����r©�Ë�iÌ for someÍÎÄËo . Hence,the quantifiertag of the

6



outermostblock Ã h mustbe �
� h . EachsetexpressionÉRr is definedaccordingto the
following grammar:

ÏÑÐ%Ð  }�tv ÏÓÒ9Ï v Ï F Ï v Ï � Ï v Ï FyÔ�v<G
v Post� Ï �wv�ÕGPost� Ï > Ï �wv GPre� Ï > Ï �wv-ÕGPre� Ï > Ï �

whereG is aconstant,� is oneof � 1 >g�\�g�\>f��h , and Ô is apredicateexpression.Predicate
expressionsaredefinedby thegrammar

Ô Ð%Ð  uÔ}Ö�ÔÊv¨×ØÔÊv<�?>
where � is a predicatebelongingto somebasicsetof predicatesÙ . The useof the
set differenceoperatorin set expressionsis subjectto the following restriction.For
oA>=Í�_ÚcOmO>g�g�\�+>fkUj , we say that the block Ã r dependsdirectly on block Ã Ì , written

Ã r¹Û Ã Ì , if � Ì appearsin É r , andwe let ÜÛ bethereflexive transitiveclosureof Û . For
oA>=Í�_acOmO>g�g�\�+>fkUj , we saythat that the variable �iÌ occurswith negative polarity in ÉRr
if it occurswithin an oddnumberof right-handsidesof the set-differenceoperator� .
Then,we requirethat for all oC>�Í�_{c¦m6>g�\�g�+>TkUj , the variable �JÌ occurswith negative

polarity in ÉRr only when Ã3rÝ· ÜÛ Ã�Ì . We saythat a Â3��Â formula is negation-free if it
doesnot containoccurrencesof thesetdifferenceoperator� . We denoteby Â3��Â / the
negation-freefragmentof Â3��Â .

Syntaxof ordinary equational � -calculus. In order to comparethe expressive power
of constructiveandordinary � -calculus,we definealsothesemanticsof theequational
� -calculusof [1], denotedby ��Â . Theformulasof ��Â havethesamestructureof those
of Â3��Â , except that the quantifiertag Ç r canbe equalto either �
� r , or to ��� r . The
syntaxof setexpressionsis givenby thegrammar

ÏÞÐ'Ð  ��tv ÏÓÒ�Ï v Ï F Ï vOÔ�v6×ØÔ±v6G�v Post� Ï �wv ÕPost� Ï �wv Pre� Ï �wvØßPre� Ï �
Semantics.For conciseness,we definethe semanticsof a calculusthat is a superset
of both Â3��Â and ��Â ; the semanticsof Â3��Â and ��Â are obtainedby considering
the appropriatefragmentsof this calculus.The semanticsis definedwith respectto
a Kripke structure àá â���¥>T¼Ý>fãØ>Aä
åg>[ÙD>Aä�æ¨� , where ���¥>T¼-� is a graph, ã is a set of
constants,ä
å Ð ã}çèé� is the interpretationof the constants,Ù is a setof predicates,
and ä�æ Ð ÙÆçèëêOì is the interpretationof the predicates.In the model checkingof
the Web, we take �¥>T¼ as in the webgraph,ã to be the set of valid URLs, ä å to be
GetWeb, Ù to be a setof effectively checkablepredicatesdefinedon webnodes,and
ä�æJ���|�) íc\^4_y@îv<^Lv  u�Ij for all �ï_"Ù . Given sucha Kripke structure,all the
operatorsin setandpredicateexpressionshave their standardmeanings,exceptfor the
predecessorandsuccessoroperators.The semanticsof the predecessorandsuccessor
operatorsis defined,for all 
�>A@ð�.� , by

Pre��@B�¥ Bc\�Ó_Ó�Ëv¨¾��D_q@£������>f�J�x_Ó¼�j GPre��
�>A@B�� a
ÞF Pre��@B�
ßPre��@B�¥ Bc\�Ó_Ó�Ëv\ñ����%�T����>f�J�x_9¼{è´�D_y@B�0j ÕGPre��
�>A@B�� a
ÞF"ßPre��@B�
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Post��@B�¥ Bc\�Ó_Ó�Ëv¨¾��D_q@£������>f�
�x_Ó¼�j
ÕPost��@B�¥ Bc\�Ó_Ó�Ëv\ñ����%�T����>f�
�x_9¼{è´�D_y@B�0j ÕGPost��
�>A@B�� a
ÞF ÕPost��@B�
The intuition is that in Â3��Â we can computethe set of predecessorsof a given set
@ of webnodesonly relative to anotherset 
 of webnodes;similarly for the other
constructive operators.Theoperationalsemanticsof constructive � -calculus,givenby
Algorithm 1 below, will ensurethatall thewebnodesin 
 have alreadybeenexplored
whenGPre��
?>C@B� is computed(resp. ÕGPre��
?>C@B� , ÕGPost��
?>C@B� ), thusensuringthat
all thelinks from 
 to @ areknown.

Thedefinitionof semanticsfollows thelinesof [1]. Considera Kripke structureà
anda formula KTKeÃ!1<>\�g�\�g>TÃ h W0>T��¶!W of Â3��Â , whereeachblock Ã3r , m�nuoÈnak , hasthe
form Ç�rT� ��r2 �ÉRr , for Ç�r equalto either �
��r or ����r¥�Î�JÌ . Let òa B�[c\�
1<>\�g�g�g>f� h jÈçèíêOì¹�
bethesetof valuationsof thevariablesin theformula.Given óq_Óò and m!n.o�n.k , we
indicatewith ó�ô3�e��r2 "
!� thevaluationthatcoincideswith ó , exceptthatit associates
value 
E�Ë� to ��r . Given a valuation ó anda setexpressionÉRr , for mqn±o-nÊk , we
denoteby � � ÉRrxvOà�>[ó�� �U�u� thevalueof ÉRr in theKripke structureà undervaluationó .
Given ó~_qò we definerecursively, for o� a: to k , thevaluationEval

rõ �fK�Ã 1 >g�\�g�\>TÃ r WÈv
ó
�³_£ò . Thedefinition relieson two auxiliary functions ä rõ � ö >fM rõ � ö Ð ò�çè»ò , defined
asfollows:

M rõ � ö ��÷¨�¥ Eval
r�ø¿1õ �TKeÃ!1<>\�g�g�\>TÃ3r�ø¿1+Wwv¨÷¨�¿ô3����r%/21X ùóØ����r'/21\�f�2ôX²g²g²Rô3��� h  ùóU�e� h �T�

ä rõ � ö ��÷¨�¥ .M rõ � ö �e÷¨��ô3�e��rU B� � ÉRr¥v<àI>fM rõ � ö ��÷¨�=� ��� if Ç�r is �
��r or �J��r
ä rõ � ö ��÷¨�¥ .M rõ � ö �e÷¨��ô3�e� r  .óØ��� Ì ��F~� � É r vRà�>[M rõ � ö �e÷¨��� ��� if Ç r is ��� r �Þ� Ì

WethendefineEval
rõ �fK�Ã³1<>g�g�\�g>AÃXr=W�vPó¿�� uÇ�÷<���e÷! uä rõ � ö �e÷¨�T� , whereÇ9 }� if Ç�r is �
��r ,

and Çq B� if Ç�r is ����r¹�u�JÌ . Therestrictionson theuseof negation,togetherwith the
Tarski-Knastertheorem[22], ensurethat the fixpoints exist. It canbe readily verified
that Eval

hõ �fK�Ã³1¨>g�\�g�\>TÃ h W~v¥ó¿� doesnot dependon ó . The meaningof the complete
formula is the valuationof the outputvariable:we define � �%KfK�Ã³1¨>g�\�g�+>AÃ h W+>f��¶³W�� � õ  
Eval

hõ �fK�Ã³1¨>g�\�g�\>TÃ h W�vPó
�g����¶³� , for anarbitrary ót_yò .

3.2 Expressivity

In order to study the relationshipbetweenthe expressive power of Â3��Â and ��Â ,
we considerfixed infinite and countablesets Ù and ã of predicatesand constants,
so that the syntaxof the formulasis fixed. Given a class ú of Kripke structures,letû  {ü}cR�ËvJ����>A¼Ý>[ãØ>Cä
å+>fÙD>Aä�æ<��_�ú©j bethesetof all states.A formula � of fixpoint
calculusdefinesafunction � � ��� � Ð ú"çèÑê6ý by � � ��� ����à|�¹ {� � ��� � õ . Given ú andtwo fixpoint
calculi Â and Â³þ , we saythat Â is asexpressiveas Â³þ over ú , written ÂLÿ��£Â³þ , if for
every formula � þ of Â þ thereis a formula � of Â suchthat � � ��� � and � � � þ � � arethesame
function.Wesaythat Â and Â þ areequallyexpressiveover ú , written Â����`Â þ , if both
Âpÿ � Â þ and Â � � Â þ hold, andwe saythat Â is strictly more expressivethan Â þ
over ú , written Â��aÂ þ , if ÂBÿ � Â þ holdsbut Â � � Â þ doesnot.Let à fin and à cnt be
theclassesof Kripke structureswith finite andcountablestatespace,respectively. The
following theoremrelatestheexpressivepowerof ��Â and Â3��Â / .

8



Theorem1 ��Â�� õ fin Â3��Â / , and ��Â�� õ cnt Â3��Â / .

The differencein expressive power is essentiallydueto the inability of Â3��Â of con-
sideringportionsof the Kripke structurethat areunreachablefrom namedconstants.
This is confirmedby the following result. We say that a class ú of Kripke struc-
turesis finitely rooted if thereis a finite set of constantscPG 1 >\�g�\�+>TG�h�j suchthat for
all ���¥>T¼Ý>fãØ>Aä
åg>[ÙD>Aä�æ¨�X_�ú , we have thatevery stateof � is reachablein ���¥>T¼©� from
ä
åg��GJ1\� Ò ²g²\² Ò ä
å\��G h � in afinite numberof steps.

Theorem2 For all classes ú of finitely-rooted Kripke structures, we have
��Â�� � Â3��Â / .

Proof. Thereis a straightforwardtranslationof Â3��Â / into ��Â . Thetranslationfrom
��Â to Â3��Â / is asfollows. Considera ��Â expressionK�Ã³1<>g�\�g�g>AÃ h >T��¶³W , wherefor
m|nÞoxnùk theblock Ã r hastheform Çi� r � � r  uÉ r , for Çq_`c\�Ø>C��j . An equivalent Â3��Â
expressionis KeÃ þ1 >g�\�g�\>TÃ þh >TÃ þh /21 >T� ¶ W , wheretheblock Ã þh /21 is ���5� �I GetWeb��G 1 � Ò
²g²g² Ò GetWeb��G¦hi� Ò Post�	�i� , andfor m�naown"k , theblock Ã©þr is obtainedfrom Ã r by
replacing�J��r with �J��rØ�
� andPre� Ï � with GPre�	�5> Ï � , ßPre� Ï � with ÕGPre�	�5> Ï � , and
ÕPost� Ï � with ÕGPost���5> Ï � .
Theconverseis alsotrue,undersomegeneralconditions.WesaythataKripkestructure
is non-trivial if it containsat leastonepredicatesymbol.

Theorem3 Considera class ú of non-trivial Kripke structures.If ��Â�� � Â3��Â / ,
thenall thestructuresin ú are finitely rooted.

The following resultfollows from the presenceof the set-differenceoperator� in the
definitionof Â3��Â , andcanbeprovedsimilarly to Theorem2.

Theorem4 On finitely-rootedKripke structures,thefixpointcalculus Â3��Â is closed
undercomplementation.

Thedifferencein expressivepowerbetweenÂ3��Â and ��Â on finitely-rootedstructures
is dueto thefactthat ��Â is notclosedundercomplementation.Let ��Â�
 bethecalculus
obtainingby addingto ��Â the operatorDGetWeb, applicableonly to constants,with
semanticsdefinedby DGetWeb��GJ�¥ "cP^B_y�ËvR^Ê· aä
å\�eGJ�Cj . Thecalculus��Â�
 is then
closedundercomplementation,leadingto thefollowing theorem.

Theorem5 Thefollowing assertionshold.

1. ��Â�
�� õ fin Â3��Â , and ��Â�
�� õ cnt Â3��Â .
2. For all classesú of finitely-rootedKripke structures,wehave��Â�
����`Â3��Â .

3.3 Evaluation of constructive Á -calculusformulas

While ��Â and Â3��Â havesimilar expressivepower, thecalculusÂ3��Â guaranteesthat,
whenever the interpretationsof thevariablesat thefixpoint consistsin finite sets,then
the fixpoint itself canbe computedin finite time. An algorithmfor doing so is given
below.

9



Algorithm 1 Input: aKripkestructureàB {���¥>T¼Ý>fãØ>Aä
åg>[ÙD>Aä�æ¨� , anda Â3��Â formula
�9 LKfKeÃ!1¨>g�g�\�g>AÃ h W+>f��¶³W , whereeachblock Ã3r , m3n.o¥nÞk , hastheform Ç�rT� ��r2 }ÉRr .
Output: � � ��� � õ .
Procedure: Let ò{ ÊcP� 1 >g�g�\�+>f��h5j©çè»êOì . Givena valuationó¤_£ò , we definerecur-
sively, for oØ ": to k , thevaluationCompute�fKeÃ 1 >g�g�\�g>AÃ r WÈv¨ó
�?_qò . For o¥ a: , we let
Compute�fK�WÈvPó
�� ùó . For o¥Äù: , thedefinitionis asfollows.

Init: If Ç r is �
� r , then let ó þ�  pótôÝ�e� r  ´º6� ; if Ç r is ��� r �Ú� Ì , then let
ó þ�  }ó�ô3�e� r  }óU�e� Ì �T� .

Update: For 7�8Þ: , let ó5þ þ(  Compute�fK�Ã 1 >g�\�g�g>AÃ reø
1 WwvPó
þ( � ,@`(| B� � ÉRr¥v<àI>fó þ þ( � � , and ó þ(+/21  .ó þ þ( ô3�e��r2 a@~(6� .
Define: Compute�fKeÃ!1¨>g�g�\�g>AÃXr�WwvPó¿�� ù#%$'&)(+*-,Þó þ( .

Return: Compute�fK�Ã 1 >g�g�\�g>AÃXhiW�v<ó
�g��� ¶ � , whereó is arbitrary.

Thefollowing theoremstatesthatthefixpointsof Â3��Â , if finite,canbeeffectivelycom-
puted.We saythatanoperationcanbeeffectivelycomputedif it involvesonly finitely
many statesof theKripkestructure.

Theorem6 Considera Â3��Â formula KfK�Ã³1¨>g�\�g�\>TÃ h W0>f��¶3W , and assumethat for a
variable interpretation ó , we have vEval

hõ �fK�Ã³1¨>g�\�g�g>AÃ h WËvÓó
�g����r��\v���� for all
m!nÎo¥n.k . Then,Algorithm1 consistsof effectivelycomputablesteps,andit terminates
returning � �'KTKeÃ!1<>\�g�g�\>TÃ h W0>T��¶!W=� � õ .

Theresultis a consequenceof thefact that, if all variableshave finite extensionat the
fixpoint, thenonly a finite portion of the Kripke structureis explored.Note that the
resultis independentfrom thecardinalityof � . In contrast,it is well known thatwhen
� is infinite, theformulasof ��Â cannotbeevaluatediteratively, evenwhenthefixpoints
arefinite.

3.4 Predicatesfor Webanalysis

After someexperimentation,we have chosento include in the Web model checker
MCWEB thefollowing familiesof predicates,for all strings � , domains� , and 7�Äù: :

– predicatecontains � �C� � � ������� � ��� holds for a webnodê if thereis an URLpage
H!_y^ suchthat Q�N containsall thestrings�Ø1 , . . . , ��( .

– predicatein domain � holdsfor awebnodê if thereis anURLpageH|_�^ such
that M N containsthesubstring� ;

– predicateall in domain � holdsfor a webnodê if all URLpagesHÓ_Þ^ are
suchthat MON containsthesubstring� ;

– predicatehttp error ( holds for a webnodê if the HTTP error 7 occurred
while loadingsomeURLpagein ^ ;

– predicateframes error is a catch-allpredicate,thatholdsfor a webnodê if
the framestructureat ^ containserrors.Among theerrorscurrentlycheckedare:
duplicatedframenames(a nameZ thatoccursin morethanoneframetag),frame
treesdeeperthanafixedthreshold,andnon-existentlink targets(anchorstags KeG�>fZ\W
suchthat Z doesnot appearin any frametag).
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3.5 A semi-decisionprocedure for non-emptiness

Considera Â3��Â / formula �� dKfK�Ã³1¨>g�\�g�+>AÃ h W+>f��¶!W , whereeachblock ÃXr hasthe
form Ç�rT� ��r¥ 4ÉRr , for m©n�o�nuk . During theevaluationof � accordingto Algorithm 1,
we call checkpointsthe stageswhereall the variables��r with quantifiertag equalto
����r!�±�JÌ for someÍ£Ä�o have reacheda fixpoint (even if somevariableswith � -tag
have not). Then,if the interpretationof the outputvariable ��¶ at somecheckpointis
non-empty, weknow thatalso � � ��� � õ · uº . To makethisobservationprecise,weconsider
a Â3��Â / formula �~ ÊKfK�Ã 1 >g�\�g�+>AÃXhiW+>f� ¶ W , andwe let c\o¥_tc¦m6>g�\�g�+>TkUj-v¨Ç r is �
� r j- 
c\o 1 >g�\�g�\>fo Ì j be the setof indicesof the � -blocks in � ; we denoteby �������5�) bÍ the

numberof suchindices.Given 7¦1<>A7O§6>\�g�\�+>A7<Ì³8ù: , wecompute� � ��� � ( � ������� � (��õ by following
Algorithm 1, exceptthat for mDn! ?n}Í we take Compute�TKeÃ!1<>\�g�\�g>TÃ3r#"�W©v�ó¿�[r �C������� � r#"¹ 
ó þ($" . Hence, � � ��� � ( �0������� � ( �õ is computedby performing 7 1 >A7 § >\�g�g�g>A7 Ì iterationsof the � -
blocks,ratherthanwaitinguntil thefixpoint is reached.

Theorem7 For all Â3��Â / formulas � andKripkestructures à , if � � ��� � (
�+������� � (&%('*),+$-õ · uº

for some7 1 >g�g�\�+>A7�.	/�0#132¥8ù: , then � � �i� � õ · �º .
Givena Â3��Â / formula � anda (possiblyinfinite) finitely-branchingKripke structure
à , this theoremprovidesa semi-decisionprocedurefor � � ��� � õ · º : it sufficesto enu-
meratethelistsof non-negativeintegers K�7 1 >g�g�\�g>C74.�/�0(132[W , checkingfor eachlist whether

� � ��� � (
�+������� � (&%('*),+$-õ · aº . As anexample,considertheformula

�9 LKTK��5���Þ�2� �Ý ßPre�	�i�0>T�
��� �9 in domain � F`� Post����� Ò GJ�TW0>6�iW+>
where � is a domainname,and G is an URL in that domain.If à is the webgraph,
then � � ��� � õ is thesetof webnodesin domain � thatarereachablefrom theURL G , and
thathaveno link sequenceleadingoutside� . Thevariable� keepstrackof theportion
of � that is reachablefrom G . If thedomain � containsinfinitely many webnodes(as
canbethecasein siteswith dynamicallygeneratedpages),thentheevaluationof � � �i� � õ
doesnot terminate.On the other hand,we canobtain a semi-decisionprocedurefor
� � ��� � õ · Êº by evaluating � � ��� � (õ for 7~ ±:i>\m6>CêJ>g�\�g� , andby checkingfor non-emptiness
for eachvalueof 7 . This providesa semi-decisionprocedurefor detectingpagesin a
Websitethatcannotreachtherestof theWeb.

4 WebModel Checking in Practice

In order to experimentwith Web model checking,we have implementedthe model
checker MCWEB. The checker MCWEB is written in Python;its input consistsin con-
structive � -calculusformulas,augmentedwith thecapabilityof post-processingtheout-
put in orderto performquantitativeanalysisof Webproperties.

In somedomains,suchashardware,thecostof errorsthatgo undetecteduntil the
productionstageis very large,andconsequentlya largeeffort is donein orderto detect
themearly. Formal verificationmethodssuchasmodelcheckingareusuallycalledto
help in finding error that cannotbe found with othermethods.Consequently, finding
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errorswith formal methodsis a difficult task.In Web modelchecking,thesituationis
verydifferent.Dueto thelowercostof undetectederrorson theWeb,many collections
of Webpagesarecheckedcursorily, if atall, andin ourexperienceerrorsareabundant,
andcomein greatvariety. Thesiteswherewe foundthehighestdensityof errorswere
medium-sizedsites:smallsitesoftenhave a simplestructurethat limits thenumberof
errors;large commercialsitesareusuallyproducedwith the help of automatedtools,
that help in avoiding structuralerrors.Nevertheless,errorswere found even in large
sitessuchasamazon.com.

In the courseof the experimentationwith MCWEB, we have identifiedsomecate-
goriesof errorsandpropertiesthatarecommonlyof interest.

– Broken links. Detectingbrokenlinks is anability that MCWEB shareswith many
othertools.MCWEB implicitly checksfor brokenlinks whenever thePostoperator
is appliedto asetof webnodes.

– Duplicated frame names. MCWEB checksautomaticallyfor ill-formed frame
structuresusingthe predicateframes error describedearlier. For example,to
check that no webnodewith ill-formed frame structureis presentin the site �
with homepage G , it suffices to evaluatethe formula KfK��
�2� �L EG Ò � Post�����xF
in domain � �+>f���5� �� ��-F frames error W0>7�iW .

– Non-hierarchical frame content.If anURLpagel of webnodê isnotin thesame
domainastherootURLpageH of ^ , thenthecontentandthelinks in l aretypically
not underthecontrolof theauthorof H . Moreover, if H canbereachedfrom l , then
this usuallyleadsto a webnodecontainingtwo instancesof thesameURLpageH .
We cancheckthatall webnodesin domain � arecomposedonly of URLpagesin
� by evaluatingthe formula KfKe�
��� �4 EG Ò � Post�e���xF in domain ���+>f���5� �ù 
�©Fy× all in domain ��W+>6�iW , where G is thehomepageof � .

– Reachability. Supposethat V is a setof webnodescontainingpublicly available
information, Ã is a setof webnodeswith privatecontent,and Â is a setof access
controlwebnodes,We cancheckthatall pathsfrom V to Ã in domain � contain
a webnodein Â by checkingthe emptinessof the formula KTK����5� �Þ ´����F`V3� Ò
� Post�	�i�¿F in domain �~F9×ØÂ!�0>T�
��� �y uG Ò � Post�����2F in domain ���+>f�98�� 8| 
��FÞÃ©W0>�8¦W , wherewe assumethat V , Ã , Â are definablein termsof predicate
contains, and G is thehomepageof � .

– Repeatedreachability. To computewhich pagesof a Web site � cannotreach
the homepage G without leaving � , we canevaluatethe formula KTK��98�� 8¤ ªG Ò
Pre�e��>78��0>T�
��� �9 uG Ò � Post���5�¿F in domain � �+>f���5� �Ý ù�I�:8�W0>7�iW .

– Longestpaths.MCWEB alsocontainsanextensionthatenablesthecomputationof
the longestandshortestpathsin a setof webnodes,wherethe “length” of a path
consistsin thenumberof bytes,or thenumberof links, thatmustbedownloadedin
orderto follow it. For example,to find theall-pair longestpathbetweenwebnodes
of a domain � , MCWEB post-processesthe outputof the formula KfKe�
��� �� G Ò
� Post���5��F in domain � �fW+>f��W . The computationof the all-pair longestpathcan
provide informationaboutthebottlenecksin thenavigationof a site.
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