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1 INTR ODUCTION
Modelcheckingis emergingasapracticaltool for automated
debuggingof embeddedsoftware(see[7] for a survey, and
[12, 11] for samplemodelcheckers,and[8] for applications
to softwareanalysis). In model checking,a high-level de-
scriptionof a systemis comparedagainsta logical correct-
nessrequirementto discover inconsistencies.Sincemodel
checkingis basedon exhaustivestate-spaceexploration,and
the sizeof the statespaceof a designgrows exponentially
with the sizeof the description,scalabilityremainsa chal-
lenge. The goal of our researchis to develop techniques
for exploiting modulardesignstructureduringmodelcheck-
ing, andthemodelcheckerMOCHA is basedonthis themeof
exploiting modularity. Insteadof manipulatingunstructured
state-transitiongraphs,it supportsthehierarchicalmodeling
framework of ReactiveModules[3]. The hierarchyis ex-
ploited by the tool in threeways. First, verification tasks
suchas refinementcheckingcan be decomposedinto sub-
goalsusingassume-guaranteerules[10]. Second,insteadof
traditionaltemporallogics suchasCTL, it usesAlternating
Temporal Logic (ATL), a game-basedtemporallogic that is
designedto specifycollaborativeaswell asadversarialinter-
actionsbetweendifferentcomponents[4]. Third, theMOCHA

algorithmsincorporateoptimizationsbasedonthehierarchi-
cal reductionof sequencesof internaltransitions[5].

MOCHA is a growing interactive softwareenvironment for
specification,simulation,and verification, and is intended
as a vehicle for the developmentof new verification algo-
rithmsandapproaches.MOCHA is availablein two versions,
CMOCHA (Version1.0.1)andJMOCHA (Version2.0).Thispa-
per describesJMOCHA (for an introductionto CMOCHA, see
[2]). Like its predecessor, JMOCHA offersthefollowing:
� Supportfor modularspecificationandreasoningabout

heterogeneoussystems with both synchronousand
asynchronouscomponents.

� Systemexecutionby randomizedor manualtracegen-
eration.

� Requirementverificationby modelchecking. MOCHA

supportsbothsymbolicandenumerativesearch.
� Implementationverificationby checkingtracecontain-

ment betweenimplementationandspecificationmod-
ules. For decomposingproofs, MOCHA supportsan
assume-guaranteeprinciple.

JMOCHA is written in Java andusesnative C-codeBDD li-
brariesfrom VIS [6]. It provides the following improve-
mentsover CMOCHA:
� A new graphical user interface written in Java that

looksfamiliar to Windows/Javausers.
� A new simulatorwith agraphicaluserinterfacethatdis-

playstracesin a messagesequencechartfashion.
� A proofmanagerfor managingverificationproofssuch

asassume-guaranteeproofs.
� An new enumerative checker for invariantand refine-

mentcheckingwith optimizationssuchashierarchical
reductionof unobservablesteps.

� A new scripting languagecalled SLANG for the rapid
and structureddevelopmentof new verification algo-
rithms.

2 The Modeling Language
The languageREACTIVE MODULES [3] is a modelingand
analysis languagefor heterogeneousconcurrent systems
with synchronousandasynchronouscomponents.As amod-
eling languageit supportshigh-level,partialsystemdescrip-
tions,rapidprototyping,andsimulation.As ananalysislan-
guageit allows the specificationof requirementseither in
temporallogic or asabstractmodules.Finally, asa language
for concurrentsystems,it facilitatesamodulardescriptionof
theinteractionsamongthecomponentsof a system.

The basicstructuringunits, or the moleculesof a system,
arereactivemodules. The moduleshave a well-definedin-
terfacegiven by a setof external (or input) variablesanda
setof interface(or output)variables. A modulemay also
have a setof privatevariables.All variablesaretyped,and
MOCHA supportsa standardsetof finite and infinite types,
suchasbooleansandintegers.A moduleis built from atoms,
eachgroupingtogethera setof controlled (interfaceor pri-
vate)variableswith exclusive updatingrights. Updating is
definedby two nondeterministicguardedcommands:an ini-
tializationcommandandanupdatecommand.In thesecom-
mandsunprimedvariables,suchas � , refer to the old value
of thecorrespondingvariable,andprimedvariables,suchas
�	� , refer to thenew valueof thecorrespondingvariable.An
atomis saidto await anotheratomif its initialization or up-
datecommandsrefer to primedvariablesthatarecontrolled
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by the otheratom. The variableschangetheir valuesover
time in a sequenceof rounds. Thefirst roundconsistsof the
executionof the initialization commandof eachatom,and
thesubsequentroundsconsistof theexecutionof theupdate
commandof eachatom,in anorderconsistentwith theawait
dependencies.A roundof an atomis thereforea subround
of the module. If no guardof the updatecommandis en-
abled,thentheatomidles,i.e., thevaluesof thevariablesdo
not change.If theupdatecommandof anatomhasa branch
with a trueguardandno updatingaction,thenit mayat any
time eithertakea transitionor idle. Suchan atomis called
lazy, andis usefulfor modelingasynchronousinteraction.

For example,considerthespecificationof avillagetelephone
systemthatcontainsfour telephones.Thespecificationcon-
sistsof two modules:thefirst onemodelstheenvironment,
i.e., the users,and the secondone modelsthe system. A
phoneis eitheron-hookor off-hook,andthemoduleUser-
Spec nondeterministicallytogglesat most one telephone
betweenon-hookandoff-hook.

type hookType is {on, off}
module UserSpec is

interface h1,h2,h3,h4: hookType;
lazy atom ToggleHook

controls h1,h2,h3,h4
reads h1,h2,h3,h4
init

[] true -> h1’ := on; h2’ := on; ...
update

[] h1 = on -> h1’ := off;
[] h1 = off -> h1’ := on;
...

Modulescanbecomposedif they have disjoint setsof inter-
facevariables,andtheirunionof atomsetsdoesnotcontaina
circularawait dependency. Givena specificationSystem-
Spec of the telephonesystem,specificationmoduleSpec
is definedas:

module Spec is UserSpec || SystemSpec

For encapsulationREACTIVE MODULES allows thehiding of
interfacevariables,andfor instantiationit allows therenam-
ing of interfaceand external variables. Hiding and paral-
lel compositionpermithierarchicaldescriptionsof complex
systems.

3 The Graphical User Interface
As in modernWindowsorJavatools,theinteractionbetween
theuserandJMOCHA is controlledby a graphicaluserinter-
face. TheGUI consistsof fivemenus,threetool bars,adesk-
top,anda statustext panel.ThemenusareFile, Edit,
Simulate, Check, andOptions. Thetool barsareas-
sociatedwith File Edit, Simulate, andCheck. The
menuitemsandthetool barbuttonsareactivated/deactivated
in away consistentwith thestateof theproofmanager.

OnemayuseJMOCHA asasyntax-directededitorwindow for
theREACTIVE MODULES language.Onemayopenmorethan
onefile andthe labelsassociatedto their windows allow to
convenientlyswitchfrom onewindow to another. Onemay

edit thefiles by usingthemenuitemsin theEdit menuor
theassociatedtoolbar. Onecancut andpastefrom oneedi-
tor window into anothereditorwindow. Theeditorwindows
highlight the REACTIVE MODULES keywordsandcomments.
Onecanenable/disableparsingon thefly anda pop-upwin-
dowpromptingtheuserwith theallowednext tokens.

Onceonehaseditedandsavedatreeof REACTIVE MODULES

files onemaysimulateandmodelcheckthemin theproject
mode. In this modethe proof managerexpandsall import
declarationsthat includemodulesfrom otherfiles,andcalls
the parserand the type checkeron the expandedcode. If
thereareno syntacticerrors,it generatesa proof context (or
state)that is displayedin a separateProject window that
appearsontheleft-handsideof thedesktop,asshown in Fig-
ure??. Theprojectwindow displaystheMOCHA proof con-
text in a convenienttreenotation.Eachnodein thetreemay
beexpandedor collapsedby clicking on it. Theproof con-
text consistsof several subcontexts: types, modules,
formulas, andjudgments. A selectedmoduleandjudg-
mentin the projectwindow may be simulatedandverified,
respectively.

4 The Simulator
The behavior (executions)of a reactive systemcan be vi-
sualizedin a messagesequencecharts (MSC) like fashion
by using the simulator. To run the simulator, the userse-
lects a module, the display parameters,and the submod-
ules/variablesto betraced.For eachselectedvariable,a ver-
tical line shows its evolution in time. Thevertical linesare
split into segments,eachcorrespondingto a discretetime
unitor equivalently, to aroundof theassociatedmodule.The
valueof a variableis displayedonly whenit changes.Click-
ing on a box, which displaysa change,shows which other
variables(andvalues)contributedto thechange.The same
formatis usedto displaythecounter-examplesgeneratedby
themodelcheckersduringfailedverificationattempts.

Figure1: Thesimulator

The simulatorcan be usedin automaticor manualmode.
In automaticsimulation,in eachround,MOCHA choosesone



staterandomlyout of all the possiblenext states.Onecan
stopthesimulationtemporarilyby clicking thepausebutton,
or permanentlyby clicking thestopbutton.In manualsimu-
lation,at eachstep,theuseris requestedto chooseonestate
from thesetof possiblenext states,bothfor themoduleand
for its environment.

5 The Invariant Checkers
JMOCHA allows the specificationof requirementsin a rich
temporallogic calledalternatingtemporal logic (ATL) [4].
By far the most commonrequirementsare invariants, and
thusit is of utmostimportanceto implementinvariantcheck-
ing efficiently. Whith this in mind, JMOCHA providesboth
fine-tunedenumerative and symbolic statesearchroutines
for invariant checking. The enumerative, state-basedal-
gorithms are often preferablefor asynchronoussystems;
the symbolic, decision-diagrambasedalgorithms,for syn-
chronoussystems. More generalATL formulas can be
checkedby definingalgorithmsusingthe scripting SLANG,
as shown in Section7. Thesealgorithmscancall on both
enumerative andsymbolicsearchassubroutines.

Enumerative Invariant Checking
The enumerative checkerusesthe standardon-the-flyalgo-
rithm for detectingviolationsof invariantsstartingfrom the
initial states.Wehave implementedvariousfeaturesandop-
timizationsin the JMOCHA enumerative searchengine.Each
stateis storedasbit stringto save spaceusingcompression,
as in SPIN [11]. Variablesthat are only awaited, but not
readby any atoms(e.g., the unlatchedvariablesof combi-
nationalcircuits)arenot stored.For modulesthatconsistof
lazy atomsonly, JMOCHA providesa heuristiccalledhierar-
chicalreductionto reducesearchspace[5]. Thebasicideais
to mergeseveralinternalstepsinto one,andthis is appliedin
ahierarchicalmanner. For well-structuredarchitecturessuch
asringsandtrees,this leadsto significantsavings.

Symbolic Invariant Checking
While theenumerativecheckerworksdirectlyontheinternal
representationgeneratedby theparser, thesymbolicchecker
workson a multi-valueddecisiondiagram(MDD) encoding
of statesetsprovided by the VIS C-packagefrom Berke-
ley [6]. MDDs area generalizationof binary decisiondia-
grams(BDDs) to enumerateddatatypes.The checkercon-
sistsof two components:amodelgenerator andan invariant
checker. Themodelgeneratorproducesan MDD represen-
tationof thetransitionrelationandof thesetof initial states.
The transitionrelationis naturallypartitionedby the atoms
in a conjunctive form. The invariant checkerusesan im-
agecomputationroutinefrom VIS whichhasaveryefficient
early quantificationheuristic. While most of the symbolic
modelcheckeris written in Java, it calls theVIS MDD rou-
tines, written in C, to constructandmanipulateMDDs ef-
ficiently. A main objective of this releaseof the symbolic
model checkerwas to supportbit vectorsand arrayseffi-
ciently.
6 The RefinementCheckers

Refinementcheckinggivesusersthe possibility to verify if
a module(the implementation)refinesanothermodule(the
specification).Typically, thespecificationis amoreabstract,
nondeterministicversionof the implementation.Formally,
a module 
 refinesmodule 
�� , denotedby 

��
�� , if the
tracesof 
 are containedin the set of tracesof 
�� . Due
to thehighcomputationalcomplexity of checkingtracecon-
tainment,the refinementcheckersin JMOCHA checkif the
specificationmodulesimulatesthe implementationmodule
assumingthat (1) the specificationcontainsno privatevari-
ables,and(2) all variablesof thespecificationappearin the
implementationas well. In this case,simulationchecking
reducesto checkinga transition invariant: first, eachini-
tial stateof the implementationmust be an initial stateof
thespecification,andsecond,eachreachabletransitionof of
theimplementationmustsatisfythetransitionrelationof the
specification[10]. This canbe doneefficiently usingeither
enumerativeor symbolicsearch.

For example,for thetelephonesystem,onecanwrite a more
refinedmoduleUserImp modelingthe users,and the in-
tendedrefinementrelationcanbestatedas

judgment J1 is UserImp < UserSpec

There are several ways to circumvent the restrictions(1)
and(2) aboutthe specificationvariables.For example,one
canmakeall privatespecificationvariablesbecomeinterface
variables. If a specificationvariableis not includedin the
implementation,a witnessmodulecanbeconstructedto as-
signvaluesto thevariable.Thewitnessis in turn composed
with the implementationandcheckedagainstthe specifica-
tion [10, 1].

Assume-GuaranteeReasoning

module Spec is UserSpec || SystemSpec
module Imp is UserImp || SystemImp
judgment J0 is SystemImp < SystemSpec
judgment J1 is UserImp < UserSpec
judgment J2 is Imp < Spec

The lines above definethe specificationmoduleSpec and
the implementationmoduleImp as the parallel composi-
tion of UserSpec andSystemSpec andrespectively of
UserImp andSystemImp. We wish to verify the judg-
ment J2. While this can be proved directly, it can also
be reducedto simplerproof obligations. Typical composi-
tional rulesallow this goalto bereducedto thesubgoalsJ0
andJ1 assertingcomponent-wiserefinements.It turnsout
that the implementationmoduleSystemImp is not a re-
finementof SystemSpec in anunconstrainedenvironment
(so J0 fails). However, SystemImp refinesSystem-
Spec in the more restrictive context given by the abstract
moduleUserSpec. Thereforeone can use the assume-
guaranteerule [3, 10] which statesthat J2 holdsprovided
(1) UserImp || SystemSpec refinesUserSpec and
(2)UserSpec || SystemImp refinesSystemSpec.

Givenarefinementjudgment,theproofmanager(or prover)



of JMOCHA suggestsall decompositionsthatarepossibleac-
cording� to a built-in databaseof proof rules,which includes
theaboveassume-guaranteerule. Oncearuleis selected,the
premisesareaddedto theproofmanagerasnew proofgoals,
andthey aredisplayedin thejudgmentbrowser. Theusercan
then apply either further decompositionrules or discharge
eachproof obligationby invoking therefinementchecker.

Figure2: Proofmanagerandassume/guaranteereasoning

7 The Scripting LanguageSLANG

SLANG is a Scripting LANGuage for the verification of
REACTIVE MODULES, designedwith the goalsof rapid pro-
totyping of verification algorithmsand automationof ver-
ification tasks. SLANG is a structuredimperative language
with run-time type checking. Upon request,JMOCHA pro-
vides a window for the interactive input and execution of
SLANG commands.In additionto the usualdatatypes,such
as integers, strings,and arrays,SLANG provides accessto
thedatatypesspecificto JMOCHA, includingmoduleexpres-
sions, logical expressions(suchas invariants),MDDs, and
modulevariables.Thesetof predefinedoperatorsof SLANG

includesthe usualarithmetic,logical, andstring operators.
In addition, SLANG provides several predefinedfunctions
that implementvariousmodel-checkingtasks. For exam-
ple, if 
 is a module expressionand � is a predicateon
modulevariables,then the function create mdd( 
 , � )
returnsthe MDD that definesthe statessatisfying � in the
statespaceof 
 . For MDDs � , ��� , ��� , andfor a module 
 ,
theavailablefunctionsincludeand( ��������� ), or( ��������� ),
not( � ),equal( ��������� ),init reg( 
 ) (whichreturns
the MDD representingthe initial statesof 
 ), pre( 
 , � )
andpost( 
 , � ) (which computethe MDDs representing
thesuccessorandpredecessorstatesof thesetof statesrep-
resentedby � ). Otherfunctionsincludefunctionsfor check-
ing invariantsand refinementrelations. The usualcontrol
constructsareavailable in SLANG, suchas if-then-elseand
while loops.

As an example of the capabilitiesof SLANG, the follow-
ing functionbackforth invcheck (M, phi) checks
whetherthemoduleM implementstheinvariantphi, by us-
ing a mix of forward reachabilityfrom the initial condition
andbackwardreachabilityfrom the complementof the in-

variant. The functionsprovided by SLANG aresufficient to
model checkall ATL and � -calculusrequirementsand to
computestateequivalencessuchasbisimilarity, over finite-
stateas well as infinite-statesystems(in the latter case,a
SLANG scriptmaynot terminate)[9].

def backforth_invcheck (M, phi) {
R_back := zeroMdd; R_forw := zeroMdd;
NR_back := not(phi); NR_forw := init_reg(M);
while ( !equal (R_back, NR_back)

&& !equal (R_forw, NR_forw)
&& empty (and (NR_forw, NR_back))) {

R_forw := NR_forw;
NR_forw := or (NR_forw, post (M, NR_forw));
R_back := NR_back;
NR_back := or (NR_back, pre (M, NR_back));

}
return (empty (and (NR_forw, NR_back))); }
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