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1 INTRODUCTION

Modelcheckings emeging asa practicaltool for automated
dehugging of embeddedsoftware(see[7] for a surwy, and
[12, 11] for samplemodelcheckersand[8] for applications
to softwareanalysis). In model checking,a high-level de-
scriptionof a systemis comparedagainsta logical correct-
nessrequiremento discover inconsistencies.Sincemodel
checkingis basedn exhaustie state-spacexploration,and
the size of the statespaceof a designgrows exponentially
with the size of the description,scalabilityremainsa chal-
lenge. The goal of our researchs to develop techniques
for exploiting modulardesignstructureduringmodelcheck-
ing, andthemodelcheckemMocHa is basedn this themeof
exploiting modularity Insteadof manipulatingunstructured
state-transitiorgraphsijt supportghe hierarchicaimodeling
framevork of ReactiveModules[3]. The hierarchyis ex-
ploited by the tool in threeways. First, verification tasks
suchas refinementcheckingcan be decomposednto sub-
goalsusingassume-guaranteales[10]. Secondjnsteadof
traditionaltemporallogics suchas CTL, it usesAlternating
Tempoal Logic (ATL), a game-basetemporallogic thatis
designedo specifycollaboratve aswell asadwersariainter-
actionsbetweerdifferentcomponent§4]. Third,theMocHaA
algorithmsincorporateoptimizationshasednthe hierarchi-
cal reductionof sequencesf internaltransitiong5].

MocHA is a growing interactive softwareervironmentfor

specification,simulation, and verification, and is intended
asa vehicle for the developmentof new verification algo-
rithmsandapproachesMocHa is availablein two versions,
cMocHA (Versionl.0.1)andiMocHA (Version2.0). Thispa-
perdescribesMocHa (for anintroductionto cMocHa, see
[2]). Like its predecesspoMocHA offersthefollowing:

e Supportfor modularspecificatiorand reasoningabout
hetepgeneoussystemswith both synchronousand
asynchronousomponents.

e Systemexecutionby randomizedr manualtracegen-
eration.

¢ Requirementerification by model checking. MocHA
supportdbothsymbolicandenumeative search.

¢ Implementatiorverificationby checkingtracecontain-
ment betweenimplementationand specificationmod-
ules. For decomposingproofs, MocHA supportsan
assume-guanteeprinciple.

JMocHA is written in Java andusesnative C-codeBDD li-
brariesfrom VIS [6]. It provides the following improve-
mentsover CMOCHA:

e A new graphical userinterface written in Java that
looksfamiliar to Windows/Jaa users.

« A naw simulatorwith agraphicaluserinterfacethatdis-
playstracesn amessagsequencehartfashion.

« A proof manageirfor managingverificationproofssuch
asassume-guarantgeoofs.

e An new enumeative cheder for invariantand refine-
mentcheckingwith optimizationssuchas hierarchical
reductionof unobserablesteps.

e A new scripting languagecalled SLanc for the rapid
and structureddevelopmentof new verification algo-
rithms.

2 The Modeling Language

The languageReacTive MobuLEs [3] is a modeling and
analysis languagefor hetepgeneousconcurent systems
with synchronousindasynchronousomponentsAs amod-
elinglanguaget supportshigh-level, partial systemdescrip-
tions, rapid prototyping,andsimulation.As ananalysidan-
guageit allows the specificationof requirementseither in
temporalogic or asabstractnodules Finally, asalanguage
for concurrensystemsit facilitatesamodulardescriptiorof
theinteractionsamongthe component®f a system.

The basic structuringunits, or the moleculesof a system,
arereactivemodules The moduleshave a well-definedin-
terfacegiven by a setof external (or input) variablesand a
setof interface (or output) variables. A modulemay also
have a setof private variables.All variablesaretyped,and
MocHA supportsa standardset of finite and infinite types,
suchasbooleansandintegers.A moduleis built from atoms
eachgroupingtogethera setof controlled (interfaceor pri-
vate)variableswith exclusive updatingrights. Updatingis
definedby two nondeterministiguardeccommandsanini-
tializationcommandandanupdatecommandIn thesecom-
mandsunprimedvariables suchasz, referto the old value
of the correspondingariable,andprimedvariables suchas
z’, referto the new value of the correspondingariable. An
atomis saidto await anotheratomif its initialization or up-
datecommandseferto primedvariablesthatare controlled



by the otheratom. The variableschangetheir valuesover
time in asequencef rounds Thefirst roundconsistof the
executionof the initialization commandof eachatom, and
the subsequentoundsconsistof the executionof the update
commandf eachatom,in anorderconsistentvith the await

dependenciesA round of an atomis thereforea subound
of the module. If no guardof the updatecommandis en-
abled,thenthe atomidles,i.e., the valuesof thevariablesdo

not change If theupdatecommandof anatomhasa branch
with a true guardandno updatingaction,thenit may at ary

time eithertakea transitionor idle. Suchan atomis called
lazy, andis usefulfor modelingasynchronoumteraction.

For example considetthespecificatiorof avillagetelephone
systemthatcontainsfour telephonesThe specificatiorncon-
sistsof two modules:the first one modelsthe ervironment,
i.e., the users,and the secondone modelsthe system. A
phoneis eitheron-hookor off-hook, andthemoduleUser -
Spec nondeterministicallytogglesat most one telephone
betweeron-hookandoff-hook.

type hookType is {on, off}
modul e User Spec is

interface hi, h2, h3, h4: hookType;
| azy at om Toggl eHook

control s hl, h2, h3, h4

reads hil, h2, h3, h4

init
[] true -> hl" := on; h2" := on;
updat e
[T h1 = on -> hl" := off;
= off -> hl" := on;

[1 hl

Modulescanbe composedf they have disjoint setsof inter-
facevariablesandtheir unionof atomsetsdoesnot containa
circular await dependenc Givena specificationSyst em

Spec of the telephonesystem,specificationrmodule Spec
is definedas:

modul e Spec is UserSpec || SystenBpec

For encapsulatiorReacTiveE MobuLEs allows the hiding of
interfacevariables andfor instantiationit allows therenam-
ing of interfaceand external variables. Hiding and paral-
lel compositionpermithierarchicaldescriptionsof comple
systems.

3 The Graphical User Interface

Asin modernwindows or Javatools,theinteractionbetween
theuserandiMocHa is controlledby a graphicaluserinter-
face TheGUI consistof five menusthreetool bars,adesk-
top, anda statustext panel. ThemenusareFi | e, Edit,
Si mul at e, Check,andOpt i ons. Thetool barsareas-
sociatedvithFi | e Edit, Simul ate,andCheck. The
menuitemsandthetool barbuttonsareactivated/deactiated
in away consistentvith the stateof the proof manager

OnemayuseiMocHA asasyntax-directe@ditorwindow for
the REACTIVE MobuLEs language Onemayopenmorethan
onefile andthe labelsassociatedo their windows allow to
conveniently switchfrom onewindow to another Onemay

edit the files by usingthe menuitemsin theEdi t menuor
theassociatedoolbar Onecancut andpastefrom oneedi-
tor window into anothereditorwindow. The editorwindows
highlight the ReacTiveE MobuLEs keywordsandcomments.
Onecanenable/disablparsingonthe fly anda pop-upwin-
dowpromptingthe userwith the allowednext tokens.

Onceonehaseditedandsavedatreeof REACTIVE MODULES
files onemay simulateandmodelcheckthemin the project
mode In this modethe proof managermexpandsall import
declarationghatincludemodulesfrom otherfiles, andcalls
the parserand the type checkeron the expandedcode. If
thereareno syntacticerrors,it generates proof context (or
state)thatis displayedin a separatd®r oj ect window that
appear®ntheleft-handsideof thedesktopasshovnin Fig-
ure ??. The projectwindow displaysthe MocHa proof con-
text in aconvenienttreenotation.Eachnodein thetreemay
be expandedor collapsedby clicking on it. The proof con-
text consistsof several subcontgts: t ypes, nodul es,
f or mul as,andj udgnent s. A selectednoduleandjudg-
mentin the projectwindow may be simulatedand verified,
respectrely.

4 The Simulator

The behaior (executions)of a reactve systemcan be vi-

sualizedin a messageequenceharts (MSC) like fashion
by usingthe simulator. To run the simulator the userse-
lects a module, the display parametersand the submod-
uleshariableso betraced.For eachselected/ariable,aver-

tical line shaws its evolution in time. The verticallinesare
split into segments,eachcorrespondingo a discretetime

unitor equivalently, to aroundof theassociatedhodule. The
valueof avariableis displayedonly whenit changesClick-

ing on a box, which displaysa change shavs which other
variables(andvalues)contributedto the change.The same
formatis usedto displaythe counterexamplesgeneratedy

themodelcheckergluringfailed verificationattempts.

Figurel: Thesimulator

The simulator can be usedin automaticor manualmode.
In automaticsimulation,in eachround,MocHA choose®ne



staterandomlyout of all the possiblenext states.Onecan
stopthesimulationtemporarilyby clicking the pausebutton,
or permanenthby clicking the stopbutton. In manualsimu-
lation, at eachstep,the useris requestedo chooseonestate
from the setof possiblenext stateshboth for the moduleand
for its ervironment.

5 The Invariant Checkers

JMocHA allows the specificationof requirementsn a rich

temporallogic calledalternatingtempogl logic (ATL) [4].

By far the most commonrequirementsare invariants and
thusit is of utmostimportanceo implementinvariantcheck-
ing efficiently. Whith this in mind, sMocHA provides both
fine-tunedenumeratie and symbolic state searchroutines
for invariant checking. The enumeratie, state-basedl-

gorithms are often preferablefor asynchronoussystems;
the symbolic, decision-diagranbasedalgorithms,for syn-
chronoussystems. More general ATL formulas can be
checkedby defining algorithmsusingthe scripting SLANG,

asshown in Section7. Thesealgorithmscancall on both
enumeratie andsymbolicsearchassubroutines.

Enumerative Invariant Checking

The enumeratie checkerusesthe standardn-the-flyalgo-
rithm for detectingviolationsof invariantsstartingfrom the
initial statesWe have implementedrariousfeaturesandop-
timizationsin the IMocHA enumeratie searctengine.Each
stateis storedasbit stringto save spaceusingcompression,
asin SPIN [11]. Variablesthat are only awaited, but not
readby ary atoms(e.g.,the unlatchedvariablesof combi-
nationalcircuits) arenot stored.For modulesthat consistof
lazy atomsonly, JMocHA providesa heuristiccalled hierar
chicalreductionto reducesearctspacg5]. Thebasicideais
to melgeseveralinternalstepsnto one,andthisis appliedin
ahierarchicalmanner For well-structuredarchitecturesuch
asringsandtreesthisleadsto significantsavings.

Symbolic Invariant Checking

While theenumeratie checkemworksdirectly ontheinternal
representatiogeneratedy the parserthe symbolicchecker
workson a multi-valueddecisiondiagram (MDD) encoding
of statesetsprovided by the VIS C-packagefrom Berke-
ley [6]. MDDs are a generalizatiorof binary decisiondia-
grams(BDDs) to enumeratediatatypes.The checkercon-
sistsof two componentsamodelgeneator andaninvariant
cheker. The modelgeneratomproducesan MDD represen-
tationof thetransitionrelationandof the setof initial states.
The transitionrelationis naturally partitionedby the atoms
in a conjunctive form. The invariant checkerusesan im-
agecomputatiorroutinefrom VIS which hasavery efficient
early quantificationheuristic. While most of the symbolic
modelcheckeiis writtenin Java, it callsthe VIS MDD rou-
tines, written in C, to constructand manipulateMDDs ef-
ficiently. A main objective of this releaseof the symbolic
model checkerwasto supportbit vectorsand arrayseffi-
ciently.

6 The RefinementCheckers

Refinementheckinggivesusersthe possibility to verify if
a module(the implementationyefinesanothermodule(the
specification) Typically, thespecificatioris amoreabstract,
nondeterministioversionof the implementation. Formally,
amodule refinesmodule ’, denotedby !, if the
tracesof  are containedin the setof tracesof ‘. Due
to the high computationatompleity of checkingtracecon-
tainment,the refinementcheckersin aMocHA checkif the
specificationmodule simulatesthe implementatiormodule
assuminghat (1) the specificationcontainsno privatevari-
ables,and(2) all variablesof the specificatiorappeaiin the
implementationas well. In this case,simulationchecking
reducesto checkinga transitioninvariant: first, eachini-
tial stateof the implementationmustbe an initial stateof
the specificationandsecondeachreachabléransitionof of
theimplementatiormustsatisfythetransitionrelationof the
specification10]. This canbe doneefficiently usingeither
enumeratie or symbolicsearch.

For example for thetelephonesystempnecanwrite a more
refinedmodule User | np modelingthe users,and the in-
tendedrefinementelationcanbestatedas

judgnent J1 is Userlnp < User Spec

There are several ways to circumwent the restrictions(1)

and(2) aboutthe specificationvariables. For example,one

canmakeall privatespecificatiorvariableshecomenterface
variables. If a specificationvariableis not includedin the

implementationa withessmodulecanbe constructedo as-

signvaluesto thevariable. The witnessis in turn composed
with the implementatiorand checkedagainstthe specifica-
tion[10, 1].

Assume-GuaranteeReasoning

modul e Spec is UserSpec || SystenSpec
module Inmp is Userlnmp || System np
judgrment JO is System np < SystenfSpec
judgrment J1 is Userlnmp < User Spec
judgrment J2 is Inp < Spec

The lines above definethe specificationmodule Spec and
the implementationmodule | np as the parallel composi-
tion of User Spec andSyst enSpec andrespectiely of
User | np andSyst enml np. We wish to verify the judg-
mentJ2. While this can be proved directly, it can also
be reducedto simpler proof obligations. Typical composi-
tional rulesallow this goalto bereducedo thesubgoals] 0
andJ1 assertingcomponent-wiseefinements.It turns out
that the implementationmodule Syst em np is not a re-
finementof Syst enSpec in anunconstraine@rnvironment
(so JO fails). However, Syst eml np refinesSyst em
Spec in the morerestrictive context given by the abstract
module User Spec. Thereforeone can usethe assume-
guaranteeule [3, 10] which statesthat J2 holds provided
(1) Userlnp || SystenBSpec refinesUser Spec and
(2)User Spec || Systenl np refinesSyst enSpec.

Givenarefinemenjudgmentthe proof managei(or prover)



of iIMocHA suggestsill decompositionshatarepossibleac-
cordingto a built-in databasef proof rules,whichincludes
theabove assume-guaranteele. Oncearuleis selectedthe
premisesreaddedo the proof manageasnew proofgoals,
andthey aredisplayedn thejudgmentbrowser Theusercan
then apply either further decompositiorrules or dischage
eachproof obligationby invoking therefinementhecker

Figure2: Proofmanageandassume/guaranteeasoning

7 The Scripting LanguageSLANG

SLANG is a Scripting LANGuage for the verification of
ReAcTIVE MobpuULES, designedwith the goalsof rapid pro-
totyping of verification algorithmsand automationof ver
ification tasks. SLANG is a structuredimperative language
with run-time type checking. Upon request,JMocHA pro-
vides a window for the interactive input and execution of
SLANG commands.In additionto the usualdatatypessuch
as integers, strings, and arrays, SLANG provides accessto
the datatypespecificto IMocHA, including moduleexpres-
sions, logical expressiong(such asinvariants),MDDs, and
modulevariables.The setof predefinecoperatorof SLanG
includesthe usualarithmetic,logical, and string operators.
In addition, SLanG provides several predefinedfunctions
that implementvarious model-checkingtasks. For exam-
ple, if  is a module expressionand is a predicateon
module variables,then the function cr eat e_ndd( , )
returnsthe MDD that definesthe statessatisfying in the
statespaceof .FormbbDs , , ,andforamodule ,
theavailablefunctionsincludeand( ),or( ),
not () ,equal ( ),init_reg( ) (whichreturns
the MDD representinghe initial statesof ), pre( , )
andpost( , ) (which computethe MDDs representing
the successoandpredecessastatesof the setof statesep-
resentedy ). Otherfunctionsincludefunctionsfor check-
ing invariantsand refinementrelations. The usual control
constructsare availablein SLang, suchasif-then-elseand
while loops.

As an example of the capabilitiesof SLang, the follow-
ing functionbackf ort h_.i nvcheck (M phi) checks
whetherthe moduleMimplementgheinvariantphi , by us-
ing a mix of forward reachabilityfrom the initial condition
and backwardreachabilityfrom the complemenbf the in-

variant. The functionsprovided by SLanc are sufficient to
model checkall ATL and -calculusrequirementsand to
computestateequivalencessuchasbisimilarity, over finite-
stateaswell as infinite-statesystems(in the latter case,a
SLANG scriptmaynot terminate)9].

def backforth_invcheck (M phi) {
R back := zeroMdd; R forw := zeroMld,;
NR _back := not(phi); NRforw:=init_reg(M;
while ( !'equal (R_back, NR_back)
&& 'equal (R forw, NR forw)
&& empty (and (NR_forw, NR back))) {

R forw := NR forw,
NR forw := or (NR forw, post (M NR forw));
R back = NR_back;
NR _back := or (NR_back, pre (M NR_back));

}
return (empty (and (NR_forw, NR_back))):; }
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