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Abstract. The introduction of formal methods into the commercial
community has been slow. This might, in part, be due to lack of guid-
ance for program managers responsible for execution of a program, who
must justify added expense or time to delivery. This paper first provides
managers with guidance in deciding if a particular project is a good can-
didate for the use of formal methods. After the go/no go conditions are
considered, the paper describes some of the management and reporting
issues that may arise if the decision is made to use formal methods on a
program.
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1 Introduction

The formal methods community recognizes that formal methods are not often
used in commercial software developments or well understood by most practicing
software engineers [7, 24]. There appear to be a few commonly recognized reasons
for this [33,35,2,7,12, 4]

— Application of formal methods requires the explicit use of discrete math
skills.

— The effect of the use of formal methods on schedules is not well understood.

— The development tools are awkward and may not integrate with standard
industry design tools.

— An expert is necessary to get started.

Each of the items above effectively add to program costs or risks. There are
many concrete examples of this. British Aerospace reports a factor of seven de-
crease in programmer productivity going from a non-safety critical development
project to a full formal methods development. Other surveys report that produc-
tivity is reduced by half [5,3]. There are published cases where overall time to
product delivery on a formal methods project is equivalent to that predicted for
a traditional delivery. In these cases, though, the application of formal methods
shifts the labor curve toward the end of the project. This potentially conflicts



with a common business model in which costs are recovered based on customer
identified milestones, which puts a premium on getting to actual code produc-
tion. Many organizations that have tried formal methods, even in small research
areas, seem to find the process too painful to repeat, so the work is abandoned
and the small efforts are not scaled up to provide adequate real-world examples.

Other software methodologies have overcome introductory hurdles similar to
those listed above and ultimately have been accepted in the production software
world, so why not formal methods? There seem to be a number of reasons,
but they all reduce to lack of return on investment. There have been very few
instances where the use of formal methods has resulted in even the perception of
cost savings [19]. It is enlightening to consider that one of the most accepted uses
of formal methods in software is in the production of protocols and algorithms,
where the cost of the formal methods can be amortized across all uses of the
algorithm or protocol [24,27]. Although formal methods can result in improved
safety and reliability of software products, few organizations assign dollar values
to improvements in those areas. If there is no measurement in place for the
improvement, it is perceived as a cost with no resulting benefit.

However, the business environment is changing in ways that make formal
methods more attractive:

— Use of formal methods are being mandated in some safety or security critical
applications [32,6].

— Litigation as a result of failed software is becoming more common [5]. Use
of formal methods could demonstrate the developer’s concern for reliability
and safety.

— As e-commerce moves toward large scale business collaborations, it will be-
come increasingly important to provide all participants with some proofs of
integrity and formal methods may provide them.

In light of this, it is natural to ask if there are rules a software manager could
follow to select appropriate uses for formal methods and to increase the chances
of a successful application of formal methods.

This paper provides some guidelines for application of formal methods. A lit-
erature search was performed to find case studies involving use of formal meth-
ods in the software industry. Although very few formal methods projects were
documented with the appropriate data and in sufficient detail for management
comparisons, what information was available was used to start developing some
rules of thumb to help on deciding when and how to use formal methods. As
a result, our contributions are ones of synthesis, surveying the known literature
with an eye towards managerial issues of adoption, and managerial guidelines
for use of formal methods on projects. This paper does not introduce any new
formal methods techniques or tools, instead focusing on certain of the manage-
rial issues surrounding their use. Management of formal methods projects is one
of a cluster of topics, including engineering curricula, in-practice training, and
empirical validation, that are critical for crossing the gap between theory and
practice in formal methods.



The management guidance provided by this paper is divided into two parts,
deciding whether to use formal methods at all, and then, assuming they are used,
rules of thumb for their application. The next section of this paper identifies
conditions that must exist for formal methods use to succeed. Next, the paper
provides a series of managerial issues to be considered in the event that formal
methods are used on a project. The paper concludes with a brief summary of
results.

2 Go - No Go Conditions for Application of Formal
Methods

In order for a formal methods effort to succeed, the developing organization must
have a compelling reason to use them, the effort should be structured so that
the developing organization can control the amount invested in the effort, and
management must be behind the effort. Each of these conditions is justified and
discussed in more detail below.

2.1 You Have a Really Good Reason

A really good reason would be that your customer requires them. This isn’t re-
stricted to customers who explicitly require them, such as Great Britain’s Min-
istry of Defense (MoD); you may be in a business that doesn’t have a customer
base that is sophisticated enough to realize the risks incurred by depending on
software. If that’s the case, you may decide to apply formal methods because
it’s the right thing to do. This might be the if your company develops heavy
equipment assembly line control software or other types of manufacturing soft-
ware; if there is a personal safety risk to employees, formal methods might be
appropriate. Finally, there may be a competitive advantage if you do it first in
security-aware sectors such as finance.

Another good reason would be that you expect this software to be around
virtually forever. In the case of power plant control software [11] or an enterprise
business product such as IBM’s CICS [16], the expected life cycle of the software
is decades, with continuous maintenance and upgrades. It is in your best interest
to lock down every assumption and every corner case on every test because your
experts won'’t be there to tell you what they were thinking in 25 years, partic-
ularly after 25 years of continuous maintenance. In the shorter term, having a
fully proven test suite allows software maintenance to be approached with much
greater confidence, since the likelihood of detecting unintended consequences is
much higher. This results in lower design/analysis costs for the maintenance
efforts and lower domain knowledge requirements for the maintenance program-
mers, both significant productivity enhancements.



2.2 The Development is Internal, or on a Shared-Risk Contractual
Vehicle

There are virtually no metrics for estimating cost or schedule for formal methods
projects [15]. In the 66 cases studied, only 7 claimed equal or better cost numbers
as compared to traditional developments [45,35]. In the rest of the cases, the
cost was not specifically addressed. For the cost/benefit analyses which would
be required to justify incorporation of formal methods, cases where cost is not
reported are not useful. It should also be noted that published case studies
are probably not representative because they are usually domain specific and
implemented by various All Star Teams. Finally, most of the projects are on
“toy-sized” applications, not the millions of lines of code that is common in
commercial software. Experienced formal methodologists insist that cost and
schedule estimation techniques are unsatisfactory and will remain so until a
large body of experience becomes available [4].

Since the cost/schedule impact of formal methods can’t be predicted, it seems
unwise to volunteer to use them unless you can control the amount you are willing
to invest in them. If the proposed use is internal development or some type of
contractual vehicle in which the customer shares risk (cost plus fixed fee, cost
plus award fee, etc.), then formal methods can be considered. In these cases, the
financial risk can be somewhat bounded. Interestingly, in one case study even
though the acquirers needed help interpreting the formal system description, the
use of formal methods was “important in the acceptability of the proposal” [13],
meaning that the customer saw enough value to invest in being educated.

2.3 You Have Management Buy In

Use of formal methods might be expected to extend the initial phases of devel-
opment (analysis, requirements and specification) and compress the design, code
and test phases of a program schedule. Since this affects the investment profile
for a program, your management must be aware of this and accept that initial
investment will probably be higher on a formal methods program.

Figure 1 compares the time spent in each phase of development on a devel-
opment program for a satellite control system and the (very successful) formal
methods development for a rework of that software® [42].

Note that at the end of the specification phase, more than twice the hours
were expended on the formal methods development as on the traditional de-
velopment, but by the end of the test phase, the formal methods approach had
proven much less expensive. Changes such as those shown in Fig. 1 are of serious
concern for two reasons:

3 An argument could be made that the effort on the rework should be lower because
of the knowledge gained the first time. In this case, the task was designed as an
experiment in applying formal methods, so the implementers selected had no pre-
vious domain knowledge or project-specific knowledge. However, they were formal
methods practitioners.
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Fig. 1. Comparison of labor investment over time on a formal methods development
versus a traditional investment

— The costing profile of the program is altered; that is, money is spent at
different times in the program than in a traditional development.

— The drop dates of the interim deliverables are changed.

If an organization is working with a contract based on a traditional devel-
opment model, these two factors may combine to make the developing organi-
zation’s investment significantly higher for formal methods programs. Milestone
payments, a common method of payment distribution in development contracts,
are based on completion of various program phases, signified by the comple-
tion of a deliverable item, or by acceptance of some work product. Since the
customer (internal or external) wants his investment to be proportional to the
amount of useful “product” he currently holds, the payment schedule is usually
back-loaded, so that the payments for requirements analysis and specification
are small in comparison to those for design, code, and test.

In essence, the use of formal methods shifts the workload toward the begin-
ning of the program. As can be seen, the investment by the developing organiza-
tion is significantly higher for the formal methods development until completion
of the design phase, even though total spending is decreased. As a result, the
developing organization may find itself going into debt in the initial phases of a
formal methods program, even a remarkably successful effort, rather than mak-
ing an initial profit. If management is unaware of this, the program might be
red-flagged early, getting saddled with the “costs of panic” that always accrue to
a program that is thought to be in trouble, due to increased reporting require-
ments.



3 If You Still Think You Might Do It . . .

If you have a project that cries out for formal verification, you have the power
to cut your losses if the process isn’t working, and you have management buy in
to try [28,46], here are some guidelines for proceeding;:

3.1 Plan on Using Consultants

Most of the formal methods programs studied used expert formal methods teams,
and all of them had expert consultants available. In the Formal Methods Europe
(FME) database (www.fmeurope.org), 90% of the projects were done either by
academic institutions, or in direct cooperation with one. If this is a one-time or
few-time effort, like many formal methods projects are [44], you’ll have a sharply
limited opportunity to recover your training investment. Unless you believe that
your organization is going to make a habit of using formal methods, the benefits
accrued by training engineers to be experts in formal methods probably don’t
justify the cost of the training. In light of this, you might consider out-sourcing
the entire effort [28,17,18]

Even if you decide to train your own staff, there is another reason you need
consultants: to meet a commercial development schedule, you need instant ex-
pertise to quickly analyze the selected problem, identify the appropriate level
of rigor and type of formal method to apply, and select the tool to match the
problem. There are many method/tool/language combinations that have dedi-
cated adherents, and each has different technical and cultural strengths, just as
with programming languages. Just because a formal method has a large support
base does not mean it is the right choice for your program. On the other hand,
selecting the perfect tool may be a bad choice if the only expert is its author
and her graduate student, who both live in time zones far, far away. The formal
methods community isn’t geared to provide general purpose tools, so you need
an expert to select them, as well as to run them.

As always, there are disadvantages to outsourcing. First, your experts may
come with a strong commitment to an existing formal method. Many of the
formal methods were developed in research settings, and many experts became
experts by developing new tools or by applying an academic tool to an industrial
problem. As the saying goes “When you have a hammer, everything looks like a
nail.” The FME website has a current list of methods and a high level roadmap
for the selection process. Use this website or something like it to inform yourself
a little, so you can at least ask questions to ensure that your expert is open to
considering multiple alternative solutions.

The major disadvantage of outsourcing is that the formal methods expert will
probably not be a domain expert, and will require training about the domain.
Communication between the formal methods experts and the domain experts
was cited as a problem in several of the case studies [6, 15]. In some cases, the
formal methods team was required to come up with an alternative method of
presenting their specification in order to get it properly reviewed with respect
to domain-specific technical content. Alternately, several of the participants cite



misunderstanding of the domain by their formal methods team as a serious
impediment to their progress. Viewing that from a different perspective, Easter-
brook et al. [18] points out that the process of educating their formal methods
experts resulted in detection and resolution of several requirements problems,
as well as exposing areas that lacked clarity in the requirements, both valuable
outcomes.

3.2 Formal Methods Leverage the Existing Software Process, Not
Replace It

In most cases in which formal methods were successfully applied, the formal
methods were used to augment an existing successful process to meet a new
requirement?. Formal methods cannot be used to develop software, only to im-
prove the chance of getting good software. For example, some formal methods
tools support continuous refinement of design through code generation, but the
requirements had to be identified before they could be formally specified, and the
resulting code has to be tested and its configuration managed, all functions in-
cluded in a mature software process. Another characteristic of organizations with
successful software development processes is that there is a process for introduc-
tion of change, and recognition that different types of projects require different
development models and tools [39]. Organizations such as these are likely to try
new approaches, such as the addition of formal methods, in carefully selected
pilot programs, with identified baselines for expected technical and schedule re-
sults. When change is planned for, it can be accommodated. As Fitzgerald and
Larsen point out,

In introducing such organisations to formal techniques, we are not in a
position to require radical changes in development processes in the short
term. This has to be done gradually as part of a process development
plan.

The application of formal methods delays the beginning of the coding phase of
a program. In light of this, formal methods will probably not be successful in an
impatient organization, and patience is usually a characteristic of an organization
with a mature process [28].

3.3 Expert Consultants Must Be Available

As mentioned previously, all the formal methods application programs reported
on here were accomplished either by teams made up entirely of experts, or had

4 One exception was a Tektronix oscilloscope development. In this case, formal meth-
ods were introduced to help bring clarity to the architectural design process. Al-
though the use of formal methods was abandoned, this instance of use was judged to
be a success based on the fact that the resulting product line was successful in a flat
economy, and several generations of oscilloscopes have been built on the architectural
base.



ready access to expert consultants. NASA has concluded that, at the least, expert
consultants should be available to formal methods programs, and ideally, at least
one team member should be an expert [25]. Surveys of participants in software
projects that had used formal methods [44,40] also included this as a lesson
learned. So, even if you send your people to schools, expect them to need support
and be prepared to provide it.

3.4 You Need “Early Adopters”

There must be a community of “early adopters”® on the program so their enthu-
siasm can be used to bridge through the training and initial frustration. Formal
methods have to be introduced in the same way as any new technology. If you
don’t have someone eager to try the technology and support it when frustration
sets in, the introduction won’t be successful [46]. In the published cases, the
implementers entered the project with confidence in the effectiveness of formal
methods. For your formal methods project to be successful, you need to find
someone to inculcate that confidence and enthusiasm in your own team and in
the customer’s - or do it yourself.

3.5 Know Exactly Where You Need The Extra Effort

Very few of the projects applied formal methods to the entire design, and those
that did elected to start analysis several levels of detail down from the top [32]
in order to avoid combinatorial explosion of proofs [24, 41].

Another reason to restrict the scope as much as possible is to keep the anal-
ysis timely and synchronized with development. Easterbrook [18] uses the term
“lightweight formal methods” to “indicate that the methods can be used to
perform partial analysis on partial specifications, without a commitment to de-
veloping and baselining complete, consistent formal specifications.” Easterbrook
describes the use of lightweight formal methods used selectively on identified
problems with the results fed back into the existing process. NASA has used this
process successfully in several cases, and a group at Nortel has concluded that
selecting the right problem is critical to successful use of formal methods [48].

Scalability is another unknown in formal method developments. Most of the
projects documented were relatively small, ranging from 1 KLOC to 200 KLOC,
but many commercial and custom development projects run to millions of lines
of code. Even if the formal methods tools and techniques worked superbly on
the samples, there is no guarantee that they will work well on a large program.
We all know that changes in size can cause changes in kind as well as quantity.
With this in mind, risk can be bounded by carefully selecting the right, small
portion of your program logic for formal methods application.

5 Or “Early Majority-ers” as they are called in Geoffrey Moore’s book Crossing the
Chasm, which Craigen discusses in Craigen, D. (1999) Formal Methods Adoption:
What’s Working, What’s Not., SPIN’99, Toulouse, France, Springer-Verlag.



3.6 Select an Appropriate Program Phase

Several of the projects that used formal methods for specification, design, and
verification noted that the majority of the value came in using formal methods
to develop a specification [23,29]. The projects surveyed provide little evidence
of value added by formally proving a program, either manually or with an au-
tomated theorem checker. There are probably a couple of reasons for this. One
reason is that the formal methods tools for design don’t appear to be as ma-
ture as the tools for specification. Another reason is requirement collection and
specification are weak points in many processes. As a result, formal methods
might provide the most value-added in the specification phase of the program
by forcing rigor.

Using this as a guide, formal methods could be appropriate either in new
development programs during the requirements/specification phase, or in the
reverse engineering phase of re-engineering an existing system from its as-built
configuration. In either case, the process of formally specifying the system can
provide an unambiguous description of system requirements that can ensure the
internal consistency of the requirements set and can be used for generating test
cases. In the case of a greenfield system, it can be used to expose weaknesses
in the natural language specification. In the reverse engineering application,
creating a formal specification from the existing code allows the user to compare
the as-built with the original specifications and also to verify what the code
actually does, while forming a basis for a new requirements specification.

It should be realized that the formal methods should be applied after user
requirements are relatively firm and the essential requirements are identified.
It is difficult to express the concept of “desirable but not essential” in these
languages [22].

If applied after the development is done, use of formal methods to reverse
engineer the as-built specification can cost up to 50% of the original develop-
ment [31]. If the system has been in the field for some time and the actual body of
code has lost synchronization with the documentation, formal specification may
be worth a look. If the alternative is maintaining the software with inaccurate
documentation and resolving inconsistencies between the documentation and the
code via testing, formal methods may actually represent a cost saving. “Specifi-
cation Mining” is a new development that may help with this problem [1]. This
approach assumes that a fielded program is mostly correct and infers the formal
specification based on the behavior of the existing, running code.

There have also been successful pilot projects using code generation tools,
in which the code was automatically generated from a formal specification and
integrated with manually developed code [26]. This approach allows the formality
developed in the specification stage to be “automatically” floated to the coding
phase of a program.



3.7 You’ll Probably “Lose” Your Domain Experts to the
Development

Your domain experts may become absorbed in the formal methods effort and
they may be lost as cross-organizational assets. Usually the domain experts
who are most valuable to any single project are valuable to multiple projects,
and using formal methods, even with consultants, will require them to learn
enough formal methods to talk to the consultants. The learning process will cause
more of the domain expert’s time to be taken than a normal, intra-organization
consultation does, since it involves, essentially, learning a new language [28]. Be
prepared to defend your asset.

3.8 Select the Right Languages and/or Tools

Tool selection will be a critical decision, which should be based on suitability for
your intended use [22, 10] and to match your existing process [20]. As mentioned
above, it’s probably best to have expert help making this decision. Just as in
programming languages, it is important to match the formal method language to
the problem. Also, again as in programming environments, the contents of formal
methods tool suites are inconsistent, so you may be limited in your selection of
tools by your application.

If you aren’t driven to a single language or tool by your application, selection
should be based on availability of experts and/or training and ease of learning.
Furthermore, one project may require multiple notations for different aspects of
the program [27,22].

When assessing the formal methods tools, be aware that one of the major
self-criticisms of the formal methods community is that the tools they produce
are not usually robust, reliable, scalable or stable. The tool developers seem to
try to extend the power of the tool, rather than making the present version more
usable in a production environment [25,22]. This is why access to an expert is
so crucial. Your team needs to know quickly whether it’s them, their theorem,
or the tool that’s misbehaving.

Finally, can the tool be qualified? “Qualification” is the process of meeting
a guideline for development and maintenance to help ensure a given level of sta-
bility, reliability and performance. In certain application domains, all software,
hardware, firmware and the tools to create each of them, such as compilers, have
to be qualified. For example, in the US, FAA DO-178B is used as a qualifica-
tion guideline for software for airborne systems. To be included on a US built
aircraft, software developers must publish a plan that addresses essentially all
phases and aspects of software development and maintenance. After the plan
has been accepted, specific procedures must be written to implement the plan.
Finally, the developer must create an audit trail to prove that the plan has been
complied with [43, 14]. Guidelines such as DO-178B exist for many safety-critical
domains.

If you’re working in an environment that requires hardware and software
qualification, it seems appropriate that you would want your formal methods



tool or environment to be at least as trustworthy [2]. In fact, DO-178B requires
that tools that automate a software task typically done by humans must be
qualified. If a tool has not been qualified by its vendor, the user of the tool is
responsible for qualifying it. Selecting a previously qualified tool, or one with
extensive, accurate documentation, will make this process much less expensive.

A relatively new possibility in the area of tool selection is the translation of
a formal specification from one notation to another, allowing use of the most
appropriate tool/notation for the problem or the aspect of the problem that
is currently under investigation [30]. The technical problem with this is that
the translation or the translation tool needs to formally verified. The manage-
ment problem is that there are relatively few people competent to help with the
matching of problem aspect to formal approach.

3.9 Formal Methods Must Complement Other Techniques in Use

To be successful, formal methods need to be integrated into existing processes
and support, and be supported by, other design notations and artifacts. Formal
methods have been used successfully in combination with data flow diagrams,
entity-relationship diagrams and various object modeling forms. The partici-
pants stated that the diagrams were useful for identifying system boundaries
and providing a starting point when identifying interface relationships. There is
ongoing work in formalizing UML and object oriented modeling techniques [9].
Andrew Butterfield, who has worked on a number of formal methods applica-
tions, says [10]

“Do not rely on one model alone. Products of sufficient complexity give
rise to different views. Checking for cross consistency will usually identify
errors in understanding the requirements.”

Good advice whether or not one of the models is a formal method.

Many formal methods practitioners feel that the output of the formal meth-
ods tool alone was not sufficient to communicate with either other developers
or the customer [36,47]. Since a formal methods specification does not provide
an overview of the system [21], it is necessary to provide natural language ex-
pansions and explanations along with the formal methods product, particularly
in the non-functional areas of discussion. A particularly bothersome aspect of
this arises when your customer has to report on your project within her orga-
nization: in some cases [21], the customers had difficulty communicating about
their system within their own organization, due to the use of formal notation. If
your customer can’t explain your project status to her boss, your program is in
trouble.

In one of the most interesting developments, Heitmeyer has used domain
specific front ends on simulators to allow validation of specifications by domain
experts, combining the advantages of prototyping and formality [24]. The IBM
team that developed the rehearsal scheduler, also developed a documentation
style that embedded user interface information into the specification [45].



3.10 Estimating the Cost Of Formal Methods

There is little or no history available for the cost and schedule impact of using
formal methods. What history is available is of low value to most organizations
due to differing processes, application domains, changes in tool suites, differing
levels of in-house expertise, etc. The normal view of costing on formal methods
projects is summed up by Koob [34] discussing the results of several short pilot
programs using a formal methods framework called VSE-Tool:

“Formal development, even using VSE, takes considerably more effort.
The result might be a better product but it might also be too late and sig-
nificantly more expensive than conventionally developed products. The
solution to this still has to be worked out.”

That said, one of the case studies used parallel development teams on the
same task. The cost distribution was slightly different, but the two teams finished
in nearly the same amount of time and spent nearly the same amount of money.
And IBM’s development of CICS actually resulted in an estimated 9% savings
in development costs [8]. In a case where an Air Traffic Control (ATC) system
was being built, the percent of engineer time spent in each phase was within 4%
of the COCOMO prediction [21], thus highlighting that formal method use can
result in schedules comparable to traditional development schedules. In the de-
velopment of power plant control software, significant cost savings were achieved
in comparison with the estimated cost of doing a traditional development [11].
All of these cases were developments where the teams had software processes in
place and were already successful at working within a documentation structure.

An additional factor to consider is that there might be long term cost benefits
not captured by current metrics. On the ATC system, although the number of
defects found during system testing was similar, the number of post-delivery
problems found was lower for the portions of the system that had been subjected
to formal methods [22]. Since both types of code passed system test with the
same number of defects, this implies that the code developed using the formal
methods more closely matched the end user’s expectations for characteristics
that weren’t documented by the requirements specification. Strengthening this
argument, an IBM representative estimated that there is a 40% decrease in
post-delivery failures on their software developed using formal methods when
compared to their software developed using other methods [44]. Since the goal
of all documentation and design is to enable us to meet or exceed customer
expectations, this might be an extremely significant result.

Alternately, there are long term costs associated with the use of formal meth-
ods. For example, for formally specified and proved systems, the cost of change
is may be large when compared to a traditionally specified system. If the in-
vestment has been made to formally specify and/or prove a system, to preserve
formality, any change has to be inserted with the same level of formality. Fur-
thermore, if the change affects interface properties of the module, the proofs that
depend on those have to be reproven and little mention is made of this problem



in the literature, except to note that it exists [37]. If the cost is excessive, this
will result in fewer change proposals and less profit made on upgrades.

However, this may be a perceived problem, rather than a real problem: the
life cycle cost may actually be less since the cost of maintaining an undocu-
mented code base is uncertain. Parnas refers to a common software phenomena
he calls ”ignorant surgery”, in which changes are made to a software baseline
without deep understanding of the purpose and underlying design of the code
base [38]. As a result, ”repairs” and ”enhancements” may result in the loss of key
features or, possibly worse, an unexpected change in their behavior, resuling in
large financial losses due to unintended and adverse effects on customers opera-
tions. Companies could avoid that risk by investing in rigorous and unambiguous
specification - through use of formal methods. It is possible that the actual cost
of performing maintenance could drop.

Another long term concern/cost that may be more applicable to formal meth-
ods than to other engineering approaches is that if tools were used in the de-
velopment, the tools must be maintained in order to use the previous work as
a starting point for changes. Since the formal methods tool market has hardly
been established, much less wrung out, we cannot anticipate that the company
that provided our tool will be around in 10 years, much less issuing updates on
it for new hardware and software platforms. This puts the responsibility on the
using organization to preserve the tool and its environment.

4 Conclusions

Use of formal methods in industry is still in the investigation stage and that fact
must be recognized by any manager using them. The tools are not mature and
a critical mass of users has not been created, much less an audience of informed
consumers. As a result, education and resource management for both tools and
people must have relatively larger allocations than in a normal development.

Formal methods appear to be most useful in the specification of systems,
either during development or when re-specifying during a reverse engineering
effort. The formal methods use should be deferred until there is a firm, intuitive
understanding of the product and the user interface. The methods are designed
to root out ambiguity, so they don’t do well modeling “should” or “might”
statements. Experts in the use of formal methods are essential on any effort;
learning by doing is effective, but only when guidance is ultimately available. If
experts aren’t available, your people will get frustrated and your budget will get
burned.

Formal methods are a tool to be used in an existing software process. If the
organizational or project culture doesn’t have a disciplined approach to software
development, it is unlikely that formal methods will be successful.

The types of systems where formal methods appear to have the most success
are in safety critical applications, such as large scale power management or flight
and mission control systems. It is suspected that organizations that create the
software for these tasks have the necessary supporting culture in place and have



a requirement to prove the reliability of their products, a constraint that few
other development teams labor under.

Although much of this paper has been dedicated to warnings about the diffi-
culties of using formal methods, many factors are making them more attractive:
tools are getting more robust, the community is working toward making their
output more accessible, governments and standards bodies are recognizing the
value of formal methods, and systems are getting unimaginably complex.

Finally, one of the studies [44] noted that post-delivery failures were de-
creased on a formal methods program. Post-delivery failures are those that are
not detected during unit or system test, so they might be problems in areas
that were unspecified or were thought to be of little concern. This a common
problem when developing a system for a new purpose; neither the developer or
the customer can visualize all the consequences of the use of the new system, so
sometimes the wrong things are emphasized or ignored. If formal methods can
be shown to help stretch the imaginations of the users and developers during
analysis, this might be a huge step forward for software development.
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