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Abstract— Software systemsgenerally suffer fr om a certain
fragility in the face of “disturbances” such as bugs, unfore-
seen user input, unmodeled interactions with other software
components,and so on. A single such disturbance can make
an entire system hang or crash. We postulate that what is
required to addressthis fragility is a general means of using
feedback to robustly stabilize these systems.In this paper we
develop a model of an iterati ve software process,speci�cally a
nondeterministic, faulty list sorter. Feedbackis intr oducedinto
the processto achieve robust stability with respectto incorr ect
sorting operations. To keep the computational requirementsof
the controllers low, randomization and approximation are used.
Methods by which software robustness can be enhanced by
distrib uting a task between nodes,each of which are capable
of selectingthe “best” input to process,are also explored. The
particular caseof a sorting systemconsisting of a network of
partial sorters, someof which may be buggy or even malicious,
is examined.

I . INTRODUCTION

Softwaresystemsarevery oftennot robustto disturbances,
which may come in the form of bugs, unforeseeninput,
unexpectedinteractionswith other systemcomponents,and
soon.Thelanguageof dynamicalsystemsandcontroltheory
is a natural one in which to expressthe idea of stability,
and in this paper we explore how an iterative software
processcould be modeled within this framework. In [6]
we explore a preliminarymodelof the time/spaceevolution
of a genericiterative software systemand suggestanalogs
to the traditional control-theoreticalnotions of estimators
and controllersthat may be usedto feedback-stabilize,and
therebyimprove, theperformanceof thesystem.In thework
here,we explore the exampleof a faulty list sorter, where
sort operationsmay or may not (nondeterministically)be
correct.The model is numericallyvalidatedandfeedbackis
shown to improve the faulty sorter's performance.We then
examinea systemwhereinmultiple sortersthatusefeedback
to monitor their progressarenetworked together. Overlapof
partial sort operations,althoughminimal in somecases,and
the use of feedbacktogetherresult in the convergenceof
fault-freesortersin the presenceof a faulty sorter.

Theresearchwereporton in thispaperis relatedto thethe-
ory of self-checkingprogramsasdescribedin, for example,
[11], [14], [3] exceptthatwe areconcernedwith stability and
disturbancerejectionratherthanerror correctingper se. The
networked sortersexamplein SectionIV resemblesin some
respectsN -VersionProgramming[2]. Also similar is theidea
of self-stabilizingprotocols[5], [12] whereina network of

processorsexecutinga self-stabilizingprotocolcanbeshown
to recover from disturbancesand arbitrary initial conditions
into a set of legal states.In fact, the sameanalogy that
we employ hereof a pseudo-energy function, or Lyapunov
function, can be usedto show the protocolsare robust and
stable [9], [13]. We believe the idea of self-stabilization
exactly correspondsto robust control design and hope to
make this andrelatednotionsformal in futurework. A more
completelist of relatedreferencesis given in [6]. What has
not beeninvestigated,to thebestof our knowledge,is theuse
of feedbackto control, ratherthanmerelyterminate,a faulty
process.Theadditionof a control input to a programmay in
fact requirefundamentalreworking of the program/observer
paradigm.We hopethatthepresentpapersuggestsa possible
avenuefor suchan effort.

Relevant de�nitions and discussionon the need for ap-
proximationare �rst given in SectionII. In SectionIII we
investigatea modelingandcontrol approachfor stabilization
of nondeterministicsorting algorithms.In SectionIII-A we
de�ne an appropriatemetric on the group of permutations
of n elementsand a pseudo-energy function measuringthe
sortednessof a list for the purposesof control. Section
III-B provides an analysisof the open-loopdynamicsof a
faulty list sorter using a Markov chain model. In Section
III-C we use a simple feedbackcontroller to stabilize the
sorting systemin SectionIII-B. In SectionIV we describe
a distributed array of nodesin which eachnodeconsistsof
a partial sorteranda controller. We investigate the behavior
of the systemthrough simulation. Conclusionsand future
directionsaregiven in SectionV.

I I . PROBLEM DESCRIPTION

A particularlyinterestingclassof programswe investigate
are iterative processesthat do not run to completion but
insteadprovide outputafter somenumberof stepsand then
use this output as their input for the next set of iterations.
As suchprogramsalreadyincorporatefeedbackin this sense,
applyingcontrolvia manipulationof the iteratedinformation
may be a usefulsteptoward correctingaberrantbehaviors.

To develop a systemstheoryperspective of software sys-
tems,we considerde�ning a statex 2 X of the systemand
a metric d on X , which quanti�es the “closeness”of two
systemstates.For a software system,x may simply be a
snapshotof the memoryusedby the software. A metric d,
describingthe “distance”betweentwo states,is a meansby



which we may determinehow well the software systemis
performingits assignedtask.In softwaresystemsX is rarely
a metric space(or even a reasonabletopologicalspace),and
thus somewe may needto resort to a surrogate for d. In
the context of sorting, however, we explore the symmetric
group X = Sn , the group of all permutationsof f 1; :::; ng,
for which we cana de�ne a metric (SectionIII-A).

For analysisandfeedbackcontrollerdesign,it is usefulto
de�ne a Pseudo-Energy FunctionV : X ! N of the system
state,with thesetf x j V (x) = 0g de�ning thegoalstates.In
this paper, V is an increasingfunction of the distanceof the
currentstateto a uniquegoal state(the sortedlist) de�ned
by V(x) = 0. Thepseudo-energy functioncanbethoughtof,
roughly, asa Lyapunov Function[8] for the system.Several
pseudo-energy functionsarede�ned in SectionIII-A.

The state x of a software processmay be enormously
complicated.In fact, the computationalcost of determining
V (x) maybeequivalentto thecostof executingthesoftware
processto completion.For this reason,approximationsof the
pseudo-energy functionsare required.

I I I . SORTING L ISTS

In this sectionwe describethe setof lists andthe metrics
andpseudo-energy functionsthat canbe de�ned on them.A
modelof the evolution of a pseudo-energy function is given
and numerically validated.To monitor a piece of software
on-line, it is critical that the control tools require minimal
(relative to thesoftware)computationalcomplexity. As such,
we commenton the complexity of the functionsde�ned and
useapproximationsin computingthepseudo-energy function
usedfor stabilizationof the model. In our simulations,we
observe an improvement in closed-loopbehavior as more
computationsareallotted to the controller.

A. Metrics and pseudo-energyfunctions for List Sorting

We make the simplifying assumptionthat all lists gen-
erated by partial sorting are equal when viewed as sets.
A faulty sorter or disturbancemay unsort the list, but the
assumptionrequiresthat the list may not changeasa set.A
list L = [L [1]; :::; L [n]] drawn from the set f 1; 2; :::; N g is
a sequenceof n orderedand distinct elements.We further
assumethatM = n: thesetof all lists of lengthn is thenthe
symmetricgroupSn of all permutationsof f 1; :::; ng. A list L
is sortedif L [i ] < L [j ], for all i < j , andwedenotethesorted
list as L � = [1; 2; :::; n]. A metric for sortednessquanti�es
thedistancebetweenany two lists in a given group.Pseudo-
energy functions,in the context of sorting,refer to functions
from Sn ! N that rank lists by sortedness.For example,a
(trivial) pseudo-energy function might output 0 if the list is
sortedand1 otherwise.Pseudo-energy functionscanbeused
to prove the correctnessof a particular sorting algorithm,
e.g. Bubblesort[10]. From the control analysisperspective,
a metric is likely to prove useful in verifying propertiesof
the closed-loopbehavior of a sorter/controlleragent. The

function of the controller as describedabove requiresthe
pseudo-energy for any given list. We now give an example
pseudo-energy function andmetric for list sortedness.

De�nition 3.1 (Total Inversion Function): The total in-
version functionVTI of a list L is

VTI (L ) ,
nX

i =1

nX

j = i

hL[i ] � L [j ]i

where

hxi ,
�

1; x > 0
0; otherwise.

In words,VTI givesthe total numberof pairsthat areout of
order, counting1 for eachpair out of order, with a maximum
valueof

� n
2

�
. DeterminingVTI is O(n2) andVTI (L ) = 0 iff

L = L � .
We now de�ne two vectorsthat will be usedin the metric

we give below.
De�nition 3.2 (Total Inversion Vectors): The total inver-

sion vector q : Sn ! f 0; :::; n � 1gn has n components
[q1(L ); :::; qn (L )]T , wherethe kth componentis de�ned by

qk (L ) =
nX

j = k

hL[k] � L [j ]i :

The ordered total inversion vector qo : Sn ! f 0; :::; n �
1gn hasn components[qo

1(L ); :::; qo
n (L )]T , wheretheL [k]th

componentis de�ned by

qo
L [k ](L ) =

nX

j = k

hk � L [j ]i :

In words,qo
i is thenumberof elementslessthani , locatedin

f L [1]; :::; L [n]g, to theright of i . Thede�nition of qo is based
on [4] andreferencestherein,which discusstheconstruction
of a (total) inversion list from a given permutation.The
reasonfor the use of the word “ordered” in de�ning qo

is that its constructiondependsupon the location of each
L [k] relative to its value; consequently, the de�nition does
not generalizeto operating on lists. On the other hand,
componentk in the q vector correspondsto the i = k
summationterm in the expressionfor VTI . As such, q is
alreadywell-de�ned for operatingon lists, ratherthanbeing
restrictedto permutations.Note that the n th componentin q
andthe1st componentin qo arealwayszero.We now de�ne
a metric basedon the orderedtotal inversionvector.

Lemma3.1: Given the function d : Sn � Sn ! R de�ned
by

d(L 1; L 2) , jjqo(L 1) � qo(L 2)jj ;

wherejj � jj is any norm on Rn , (Sn ; d) is a metric space.
A proof is given in [6]. In this case,it follows from the
de�nitions that VTI (L ) = d(L; L � ). Other metrics are
possible,such as the Kendall distanceK and Spearman's
footrule distanceF , de�ned in [1] for N = n. Comparisons
to d aremadein [6].



B. Open-loopBehavior

To exploretheissuesinvolvedin stabilizingandimproving
theperformanceof a sortingsystem,we considera modelof
the simplestimaginable(buggy) sorting system.The sorter
is a dynamicsystemwhosestateat stepk is the list L (k).
The pseudo-energy at time k is taken to be the valueof the
total inversionfunction of the list

V (k) , VTI (L (k)) ;

which for a list of lengthn canvary from 0 (no pairsareout
of order)to Vmax =

� n
2

�
(all pairsareout of order).At each

time step, the sorter picks an adjacentpair of list entries.
We supposethat this is a “correct” operation(i.e. thechosen
pair is out of order)with probabilityp. Thesorterthenswaps
the pair with probability w. If the list is alreadycompletely
sortedor unsorted(V = 0 or Vmax ), thesortersimply swaps
someadjacentpair with probabilityd. L (k) is thusa random
variable,andV(k) is a randomvariablethat is a function of
L (k). The probability distribution of V (k + 1) is dependent
only on the distribution of V (k), and so it can be modeled
using a Markov chain. De�ne the statetransitionmatrix T
with its (i; j ) th elementgiven by

Ti;j , P [ V (k + 1) = j j V (k) = i ]:

Denotinga possiblevalue for V (k) by q, a statetransition
matrix of dimension(m + 1)� (m + 1), wherem = Vmax , is
obtained.Note that swappingan adjacentpair (with distinct
values)will always incrementor decrementVT I by 1. The
statetransitionprobabilitiesare then

Tq;q = (1 � w)

Tq;q� 1 = pw; 1 � q < m

Tq;q+1 = (1 � p)w; 1 � q < m

T0;1 = w

Tm;m � 1 = w

Tq;q� � = 0; 8 � > 1:

The left eigenvector v of this matrix correspondingto
eigenvalue 1 (vT = v) is called the (neutrally) stable left
eigenvector. It describesthe long-term distribution of the
pseudo-energy valueV(k). Following the methodof [7], we
have the following proposition.

Proposition3.1: Theneutrallystableleft eigenvectorv of
the statetransition matrix T is given by v = [v0 : : : vm ]T ,
wherev0 = 1,

vi =
(1 � p) i � 1

pi ; 1 � i < m; vm =
(1 � p)m � 1

pm � 1 :

Theproof is straightforwardandis given in [6]. Normalizing
v we obtainthe long-termprobabilitydistribution v0 of V as

v0 =
v
�

; � ,
mX

i =0

vi :
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The weighted sum of the entries of v0 is the asymptotic
expectedvalue of V , which we call the �xed point pseudo-
energy Vfp , lim k !1 E[V (k)]. We have

Vfp =
mX

i =0

(i )v0(i ) =
pm � (1 � p)m [1 + 2m(2p � 1)]

2(2p � 1)[pm � (1 � p)m ]
:

Naturally, with higher probability of correct sort opera-
tions,themorelikely thelist will besorted(V approaches0).
Figure1 is a plot of theMarkov chain-predictedtime history,
thepredictedVfp , anda timeaverageof 10actualsortingruns
for a list of length10. The actualsorterperformanceclosely
matchesthat predictedby the Markov chainanalysis.

C. Closing the Loop

Underlyingthe following approachis the assumptionthat
we are allowed to control the number of iterations the
software performsand when the iterationsstart. The above
Markov chain model can be extendedto show the bene�t
of including a simple controller. We now model the same
sorteralong with an approximatechecker that computesan
approximationV̂ of V . After eachiteration k, the checker
picksl randompairsandcalculateŝV (k), thenumberof sub-
sampledpairsthat areout of order. The checker thenrejects
the sorting stepif V̂ (k) � V̂ (k � 1). Although checkingis
heremoreexpensive thana singlesort iteration(O(l2) versus
O(1)), we investigatecasesfor small and large l to observe
the tradeoff. Also, the restriction to checksbetweensingle
sort iterationspermits tractableanalysis,as shown. In the
network sortingexamplein thenext section,we alsoexplore
caseswhere checkingoperationsare cheaperthan the sort
operationspermittedbetweenchecks.

The accuracy of the checker, or its ability to predict the
currentpseudo-energy, is herederived. The samplespaceof
the checker consistsof

� n
2

�
pairs. Again, we use V(k) ,



VTI (L (k)) . If V (k) = b, the samplespaceof the checker
consistsof b out of order pairs and

� n
2

�
� b in order pairs.

For V̂ to be equalto somevaluec, the checker mustpick c
out of order pairs and l � c in order pairs. The probability
that the checker doesso is

P[V̂ = c j V = b] =
��

b
c

�� � n
2

�
� b

l � c

�� . � � � n
2

�

l

��
:

In the following, we denoteV (k) (or V̂ (k)) as Vk (V̂k ).
Two probabilities are used to characterizethe checker –
the probability r 1 that V̂ decreaseswhen V doesand the
probability r 2 that V̂ doesnot decreaseswhenV increases.
The valueof r 1 is a function of b and l as

r 1(b;l ) = P
h
V̂k < V̂k � 1

�
�
� Vk � 1 = b;Vk = b� 1

i
:

BecauseV̂k and V̂k � 1 are separatecomputations,they are
independentrandomvariables,and

P[V̂k � 1 = c1; V̂k = c2 j Vk � 1 = b; Vk = b� 1]

= P[V̂k � 1 = c1 j Vk � 1 = b] � P[V̂k = c2 j Vk = b� 1]

=
��

b
c1

��
m � b
l � c1

��
b� 1

c2

� �
m � b+ 1

l � c2

�� .
" �

m
l

� 2
#

;

where m =
� n

2

�
, c2 < c1. Summingthe above expression

over all c1; c2 gives the neededprobability

r 1 =
�

m
l

� � 2 mX

c1 =1

�
b
c1

��
m � b
l � c1

�
�

c1 � 1X

c2 =0

�
b� 1

c2

� �
m � b+ 1

l � c2

�
:

Figure2 is a plot of r 1 asl rangesfrom 1 to
� n

2

�
for a list of

length10 with V = 23 �
� n

2

�
=2. Similar reasoningleads

to the probability r 2 as

r 2(b;l ) = P[V̂k � V̂k � 1 j Vk � 1 = b;Vk = b+ 1]

=
�

m
l

� � 2 mX

c2 =0

�
b+ 1

c2

��
m � (b+ 1)

l � c2

�
�

c2X

c1 =0

�
b
c1

��
m � b
l � c1

�
:

Thestatetransitionprobabilitiesarevery similar to theopen-
loop case,with the addition that the systemmay now reject
sortersteps(correctlyor incorrectly)accordingto the above
probabilities.Usingthesamede�nition of thestatetransition

5 10 15 20 25 30 35 40 45
0.2

0.3

0.4

0.5

0.6

0.7

0.8

0.9

1
Checker accuracy, n = 10, b = 23

l

r 1

Fig. 2. Theoreticalchecker accuracy

matrix T asbeforewe have

Tq;q = (1 � w) + pw(1 � r 1) + (1 � p)wr 2; 1 � q < m

Tq;q� 1 = pdr1; 1 � q < m

Tq;q+1 = (1 � p)w(1 � r 2); 1 � q < m

T0;0 = (1 � w) + wr 2

T0;1 = w(1 � r 2)

Tm;m = (1 � w) + w(1 � r 1)

Tm;m � 1 = wr 1

Tq;q� � = 0; 8 � > 1:

Work is currently in progressto develop a closed-form
solution for or approximationto the stableeigenvector of
theclosed-looptransitionmatrix following themethodsused
above.Until sucha solutionis found,numericalmethodscan
be usedto predictv0 andVfp .

Figure 3 is a plot of the Markov chain-predictedtime
history, the predictedVfp , and a time averageof 10 actual
sortingrunsfor a list of length10 anda sorterwith p = 0:4.
The open-loop performanceis shown along with that of
checkerswith l equalto 20, 30, and40. Note that Vfp drops
quickly once l becomeslarger than

� n
2

�
=2 � 23; further

increasingl increasesthe rate at which q approachesVfp .
The actual sorter performanceagain closely matchesthat
predictedby the Markov chain analysis.Note that in all
closed-loopcasesVf p = 0, but lower valuesfor l resultedin
muchslower convergencerates.

In the above discussion,only sorter iterationswere taken
into accountwhenjudging convergencerates,in which case
larger valuesof l will clearly always improve convergence
time. If one plots the closed-loopperformancein Figure 3
as a function of the total numberof iterations,convergence
ratesof V̂ still improve with increasingl. Thereasonappears
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to be that this sorter makes more bad decisionsthan good
ones,on average.The Markov chain-predictedclosed-loop
time history in terms of sort and total iterations when
good decisionsare more frequent (p = 0:6) is explored
numerically in [6]. In this case,l = 10 resultedin fewer
total stepsthan l = 30 or 40 to converge. It may be that
thereis someoptimal l (asa functionof p) thatwill resultin
the fastesttotal convergencetime. This is an issuewe would
like to explore in considerablymoredetail, especiallyin the
casewherethe sorting accuracy is not know a priori and l
mustbe adaptively tunedin someway.

IV. A NETWORK OF SORTERS

In this sectionwe considera fully connected,four node
network of sorters,eachof which is equippedwith a pseudo
randomnumbergeneratortherebymaking randomchoices
possible.Theobjective is that thenetwork converge (de�ned
below) on L � , which is de�ned to bein increasingorderfrom
left to right. The operationof the network is as follows:

� Each node (sorter) is initially given the samelist of
lengthn, with elementsfrom thesetf 1; :::; N g, N > n.

� Thepartial sort operationon eachnoderandomlypicks
j orderedpairs,with the�rst elementof eachpair to the
left of the secondelement,andswapsthem if they are
outof orderwith someprobability. After all partialsorts,
eachnodetransmitsits currentlist to all othersortersit
is connectedto in the network (all othersortersin this
case).

� Once the initial partial sort and transmissionhas oc-
curred, each node repeatedlyperforms the pick and
partial sort operationssubsequently. The pick operation
computesthe approximatepseudo-energy V̂ for each
incoming list and selectsthe list with the smallestV̂
valueto be partially sorted.The approximationof V̂ is

quanti�ed by the constant� 2 f 1; :::; ng, which is the
lengthof anarraywindow randomlyextractedfrom each
input list. Note that randomnessin the array window
extractionsmeansa node that makes the correct sort
decisionsall of the time could eventually sort the list
by using its own list for subsequentoperations.

� De�ne theoutputof thenetwork at iterationk asthelist
(or state)of the nodewith the lowestpseudo-energy at
iterationk. A network is saidto converge if thepseudo-
energy of its outputconvergesto a valueL c.

The stability and expectedvalue of L c, desiredto be the
sorted version of the list, are the main indicators of the
performanceof thenetwork. We areparticularlyinterestedin
the network performancein situationswhereoneor moreof
thesortersis imperfectand� is fairly smallfor computational
reasons.Will theoutputof badsorterspropagatethroughthe
network or will thepickersbegoodenoughto weedout bad
lists?We investigate the performancehereby example.

In the following, (N ; n; j ) = (100; 30; 10) and the sorter
iteration histories shown are actually an average of 50
separateruns, all with a different randomly choseninitial
list (picker iterationsarenot shown). Whenall sortersmake
correctdecisionsall of thetime,all four sorters(andthusthe
network) converge to the sortedlist for � = 5 and � = 24,
with fasterconvergencefor larger � (see�gures in [6]). To
explore the effect of a faulty sorter, node4 is given a bad
sorterthat �ips a coin andif it is heads,swapsthe randomly
chosenorderedpair; otherwise,thepair is keptin theoriginal
order. The correspondingpseudo-energy historiesareshown
in Figure4 for � = 5 and � = 24, whereagain we average
over 50 runs,all with differentinitial lists. The �gure shows
that for a better approximationof the true pseudo-energy,
i.e. for larger � , the fault-freesortersconverge on average
independentlyof the faulty sorter. For � = 5, convergence
suffers as the faulty sorter's list is more likely to be chosen
by the goodsortersmore frequently. We suspectthat as the
numberof iterationsincreasesthe chancesof the fault-free
sortersto convergeimproves,for thefollowing reason.As the
numberof iterationsincreases,thecorrectlysortedlists from
sorters1-3 becomessubstantiallymoresortedthansorter4's
list, which (on average)maintainsits initial unsortedness.As
a result, the approximatepseudo-energies of the four lists
within pickers 1-3 suggestswith increasingfrequency that
lists 1-3 are more sorted and thus tends to choseamong
thoselists for subsequentoperations.

V. CONCLUSIONS AND FUTURE WORK

We have attemptedto put theproblemof makingsoftware
robust to certain kinds of disturbancesinto a dynamical
systemsandcontrol framework by investigating theexample
of software that sorts lists. We de�ned several metricsand
pseudo-energy functionsfor potentialusein stabilizing and
analyzingsoftware processesthat perform sorting. Further,
the caseof a single sorter operatingin open and closed-



0 50 100 150 200 250
0

50

100

150

200

250
Approx Pseudo-Energy History, 

Iterations

 = 5

Faulty Sorter No.4

0 50 100 150 200 250
0

50

100

150

200

250
Approx Pseudo-Energy History, 

Iterations

 = 24

Faulty Sorter No. 4

Fig. 4. Approximatepseudo-energy history for four sortersin fully connectednetwork; Sorter4 is faulty.

loop was thoroughly examined,and closing the loop was
shown to dramaticallyimprove theaccuracy of a faultysorter.
Simulationfor anetwork of sorterswasalsopresented,where
approximationand randomizationwere important compo-
nents.We plan to further extend the analysisof the closed
loop sorter dynamics as well as those of the networked
sorters.The utility and constructionof metricsand pseudo-
energies as usedon lists above for more generalsoftware
systemswill alsobe explored.

Underlying our approachis the assumptionthat we are
allowed to control the number of iterations the software
performsandwhenthe iterationsstart. It may be of interest
to develop approachesthat use feedbackin software envi-
ronmentswhere the iterationscannotbe so controlled and
stabilizationmust occur in real-time while the stateof the
softwaresystemevolves,as is the casein traditionalcontrol
problems,e.g. mechanicalsystems.Such approacheswill
alsobe explored in the future.
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