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Abstract— Software systemsgenerally suffer from a certain
fragility in the face of “disturbances” such as bugs, unfore-
seenuser input, unmodeled interactions with other software
components,and so on. A single such disturbance can make
an entire system hang or crash. We postulate that what is
required to addressthis fragility is a general means of using
feedback to robustly stabilize these systems.In this paper we
develop a model of an iterative software process,speci cally a
nondeterministic, faulty list sorter. Feedbackis intr oducedinto
the processto achieve robust stability with respectto incorrect
sorting operations. To keep the computational requirementsof
the controllers low, randomization and approximation are used.
Methods by which software robustnesscan be enhanced by
distributing a task between nodes, each of which are capable
of selectingthe “best” input to process,are also explored. The
particular caseof a sorting system consisting of a network of
partial sorters, someof which may be buggy or even malicious,
is examined.

I. INTRODUCTION

Softwaresystemsrevery oftennot robustto disturbances,
which may come in the form of bugs, unforeseeninput,
unexpectedinteractionswith other systemcomponentsand
soon. Thelanguageof dynamicalsystemsandcontroltheory
is a natural one in which to expressthe idea of stability,
and in this paper we explore how an iteratve software
processcould be modeled within this framewvork. In [6]
we explore a preliminary model of the time/spaceevolution
of a genericiterative software systemand suggestanalogs
to the traditional control-theoreticalnotions of estimators
and controllersthat may be usedto feedback-stabilizeand
therebyimprove, the performanceof the system.In the work
here,we explore the example of a faulty list sorter where
sort operationsmay or may not (nondeterministically)be
correct. The modelis numericallyvalidatedand feedbackis
shavn to improve the faulty sorters performanceWe then
examinea systemwhereinmultiple sortersthat usefeedback
to monitor their progressare networked together Overlap of
partial sort operationsalthoughminimal in somecasesand
the use of feedbacktogetherresultin the convergence of
fault-freesortersin the presenceof a faulty sorter

Theresearchwve reportonin this paperis relatedto thethe-
ory of self-checkingprogramsas describedn, for example,
[11], [14], [3] exceptthatwe areconcernedvith stability and
disturbanceejectionratherthanerror correctingper se The
networked sortersexamplein SectionlV resemblesn some
respectd -VersionProgramming?2]. Also similaris theidea
of self-stabilizingprotocols[5], [12] whereina network of
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processorgxecutinga self-stabilizingprotocolcanbe shavn

to recover from disturbancesnd arbitrary initial conditions
into a set of legal states.In fact, the same analogy that
we employ hereof a pseudo-engyy function, or Lyapunw

function, can be usedto shav the protocolsare robust and
stable [9], [13]. We believe the idea of self-stabilization
exactly correspondgo robust control design and hope to

male this andrelatednotionsformal in future work. A more
completelist of relatedreferencess givenin [6]. What has
not beeninvesticated,to the bestof our knowledge,is theuse
of feedbacko control, ratherthanmerelyterminate a faulty
processThe additionof a controlinput to a programmay in

fact requirefundamentakeworking of the program/obseier
paradigmWe hopethatthe presenjpapersuggests possible
avenuefor suchan effort.

Relesant de nitions and discussionon the needfor ap-
proximationare rst givenin Sectionll. In Sectionlll we
investicate a modelingand control approachor stabilization
of nondeterministicsorting algorithms.In Sectionlll-A we
de ne an appropriatemetric on the group of permutations
of n elementsand a pseudo-engy function measuringthe
sortednessof a list for the purposesof control. Section
IlI-B provides an analysisof the open-loopdynamicsof a
faulty list sorter using a Markov chain model. In Section
[lI-C we use a simple feedbackcontroller to stabilize the
sorting systemin Sectionlll-B. In SectionlV we describe
a distributed array of nodesin which eachnode consistsof
a partial sorterand a controller We investigate the behaior
of the systemthrough simulation. Conclusionsand future
directionsare given in SectionV.

Il. PROBLEM DESCRIPTION

A particularlyinterestingclassof programswe investicate
are iterative processeghat do not run to completion but
insteadprovide outputafter somenumberof stepsandthen
usethis output as their input for the next set of iterations.
As suchprogramsalreadyincorporatefeedbackn this sense,
applyingcontrolvia manipulationof the iteratedinformation
may be a useful steptoward correctingaberrantoehaiors.

To develop a systemstheory perspectie of software sys-
tems,we considerde ning a statex 2 X of the systemand
a metric d on X, which quanti es the “closeness”of two
systemstates.For a software system,x may simply be a
shapshobf the memoryusedby the software. A metric d,
describingthe “distance” betweentwo states,s a meansby



which we may determinehow well the software systemis
performingits assignedask.In softwaresystemsX is rarely
a metric space(or even a reasonabléopologicalspace) and
thus somewe may needto resortto a surrogate for d. In
the contet of sorting, however, we explore the symmetric
groupX = S;, the group of all permutationsof f1;:::; ng,
for which we cana de ne a metric (Sectionlll-A).

For analysisandfeedbackcontrollerdesign,it is usefulto
de ne a Pseudo-Engyy FunctionV : X ! N of the system
state,with thesetfx j V(x) = Og de ning the goalstatesin
this paper V is anincreasingfunction of the distanceof the
currentstateto a unique goal state (the sortedlist) de ned
by V (x) = 0. The pseudo-engy function canbe thoughtof,
roughly asa Lyapunw Function[8] for the system.Several
pseudo-engyy functionsarede ned in Sectionlll-A.

The statex of a software processmay be enormously
complicated.In fact, the computationalcost of determining
V (x) maybe equialentto the costof executingthe software
procesdo completion.For this reasonapproximation®of the
pseudo-engly functionsare required.

I1l. SORTING LISTS

In this sectionwe describethe setof lists andthe metrics
and pseudo-engy functionsthat canbe de ned on them.A
model of the evolution of a pseudo-engy functionis given
and numerically validated. To monitor a piece of software
on-line, it is critical that the control tools require minimal
(relative to the software) computationatomplexity. As such,
we commenton the compleity of the functionsde ned and
useapproximationsn computingthe pseudo-engry function
usedfor stabilizationof the model. In our simulations,we
obsene an improvementin closed-loopbehaior as more
computationsare allotted to the controller

A. Metrics and pseudo-energyunctions for List Sorting

We male the simplifying assumptionthat all lists gen-
erated by partial sorting are equal when viewed as sets.
A faulty sorteror disturbancemay unsortthe list, but the
assumptiorrequiresthat the list may not changeasa set. A
list L = [L[1];:::;L[n]] dravn from the setfl;2;::;;Ng is
a sequenceof n orderedand distinct elements.We further
assuméahatM = n: thesetof all lists of lengthn is thenthe
symmetricgroupS, of all permutation®ff1;:::;ng. Alist L
issortedif L[i] < L[j], foralli < j, andwe denotethesorted
list asL = [1;2;::;n]. A metric for sortednesgjuanti es
the distancebetweenary two lists in a given group.Pseudo-
enegy functions,in the contet of sorting,referto functions
from S, ! N thatrank lists by sortednesskor example,a
(trivial) pseudo-engly function might outputO if the list is
sortedandl otherwise Pseudo-engy functionscanbe used
to prove the correctnessf a particular sorting algorithm,
e.g. Bubblesort[10]. From the control analysisperspectie,
a metric is likely to prove usefulin verifying propertiesof
the closed-loopbehaior of a sorter/controlleragent. The

function of the controller as describedabore requiresthe
pseudo-engyy for ary given list. We now give an example
pseudo-engyy function and metric for list sortedness.

De nition 3.1 (Total Inversion Function): The total in-

version functionVy, of alist L is
Vo (L), RL[i] L[]
i=1 j=i
where
i 1, x>0

0; otherwise.
In words, Vr, givesthe total numberof pairsthatare out of
order countingl for eachpair out of ordet with a maximum
value of '; . DeterminingVy, is O(n?) andVy, (L) = O iff
L=1L.

We now de ne two vectorsthatwill be usedin the metric
we give below.

De nition 3.2 (Total Inversion Vectors): The total inver
sionvectorq : Sy ! fO;:;;n 1g" hasn components
[a(L); 5500 (L)]T, wherethe k™ componenis de ned by

X
(L) =

i=k

L[kl L[l

The ordered total inversion vectorg® : S, ! f0;::;n
1g" hasn component$g?(L);::;; 2 (L)]T, wherethe L[K]™"
componenis de ned by

X
kL[l

j=k
In words,° is the numbero# elementdessthani, locatedin
fL[1];:::; L[n]g, to theright of i. Thede nition of q° is based
on [4] andreferencesherein,which discussthe construction
of a (total) inversion list from a given permutation.The
reasonfor the use of the word “ordered” in de ning q°
is that its constructiondependsupon the location of each
L[K] relative to its value; consequentlythe de nition does
not generalizeto operatingon lists. On the other hand,
componentk in the g vector correspondsto the i = k
summationterm in the expressionfor Vg, . As such,q is
alreadywell-de ned for operatingon lists, ratherthanbeing
restrictedto permutationsNote thatthe n!" componenin g
andthe 15t componentn q° arealwayszero.We now de ne
a metric basedon the orderedtotal inversionvectotr

Lemma3.1: Giventhefunctiond:S, S, ! R dened

by

QL) =

d(L1;L2), jia°(Ly)  a®(L2)i;

wherejj jj is ary normonR", (S,;d) is a metric space.
A proof is given in [6]. In this case,it follows from the
de nitions that Vq; (L) = d(L;L ). Other metrics are
possible,such as the Kendall distanceK and Spearmars
footrule distanceF, de ned in [1] for N = n. Comparisons
to d aremadein [6].



B. Open-loopBehavior

To exploretheissuednvolvedin stabilizingandimproving
the performanceof a sortingsystemwe considera model of
the simplestimaginable(buggy) sorting system.The sorter
is a dynamicsystemwhosestateat stepk is the list L (k).
The pseudo-engy at time k is taken to be the value of the
total inversionfunction of the list

Vr (L(K));

which for alist of lengthn canvary from 0 (no pairsareout
of order)to Vmax = 5 (all pairsareout of order). At each
time step, the sorter picks an adjacentpair of list entries.
We supposehatthis is a “correct” operation(i.e. the chosen
pair is out of order)with probability p. The sorterthenswaps
the pair with probability w. If the list is alreadycompletely
sortedor unsortedV = 0 or Vnax ), the sortersimply swaps
someadjacenpair with probabilityd. L (k) is thusarandom
variable,andV (k) is a randomvariablethatis a function of
L (k). The probability distribution of V (k + 1) is dependent
only on the distribution of V(k), andso it canbe modeled
using a Markov chain. De ne the statetransition matrix T
with its (i; j )" elementgiven by

V(K) ,

Tij » PIV(k+D)=jjV(K)=i]

Denotinga possiblevalue for V (k) by g, a statetransition
matrix of dimension(m+ 1) (m+ 1), wherem = Vpax , IS
obtained.Note that swappingan adjacentpair (with distinct
values)will alwaysincrementor decremendt, by 1. The
statetransitionprobabilitiesare then

Tgqg = 1 w)
Tgqg 1 = pw; 1 g<m
Tq;q+1 = (1 p)W, 1 g<m
TO;l = W
Tom 1 = W
Tqq = 0 8 >1

The left eigervector v of this matrix correspondingto
eigervalue 1 (vT = v) is called the (neutrally) stable left
eigenvector. It describesthe long-term distribution of the
pseudo-engyy valueV (k). Following the methodof [7], we
have the following proposition.

Proposition3.1: Theneutrallystableleft eigervectorv of
the statetransition matrix T is given by v = [vo:::vn]T,
wherevg = 1,

_@Q pm*t

1 i1
Vi:( Fl) 1 m 1

p
The proofis straightforvard andis givenin [6]. Normalizing
v we obtainthe long-termprobability distribution v° of V as

i<m; Vpm
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The weighted sum of the entries of v° is the asymptotic
expectedvalue of V, which we call the xed point pseudo-
enegy Vi , limy  E[V(K)]. We have

pm

X @ p"+2m@p 1),
Vo= OV = T @

Naturally, with higher probability of correct sort opera-
tions,themorelikely thelist will besorted(V approaches).
Figurel is aplot of the Markov chain-predictedime history,
thepredictedvy, , andatime averageof 10 actualsortingruns
for alist of length10. The actualsorterperformanceclosely
matcheghat predictedby the Markov chainanalysis.

C. Closing the Loop

Underlying the following approachis the assumptiorthat
we are allowed to control the number of iterations the
software performsand when the iterationsstart. The above
Markov chain model can be extendedto shav the bene t
of including a simple controller We now model the same
sorteralong with an approximatechecler that computesan
approximationV of V. After eachiterationk, the checler
picks| randompairsandcalculates? (k), the numberof sub-
sampledpairsthat are out of order The checler thenrejects
the sorting stepif ¥ (k) V(k 1). Although checkingis
heremoreexpensve thana singlesortiteration(O(1?) versus
0(1)), we investicgate casesfor small andlarge | to obsere
the tradeof. Also, the restrictionto checksbetweensingle
sort iterations permits tractableanalysis,as shavn. In the
network sortingexamplein the next section,we alsoexplore
caseswhere checkingoperationsare cheaperthan the sort
operationgpermittedbetweenchecks.

The accurag of the checler, or its ability to predictthe
currentpseudo-engpy, is herederived. The samplespaceof

the checler consistsof % pairs. Again, we use V (k) ,



Vo (L(K)). If V(k) = b, the samplespaceof the checler
consistsof b out of orderpairsand b in order pairs.
For ¥ to be equalto somevaluec, the checler must pick ¢
out of orderpairsand! c in order pairs. The probability
that the checler doesso is

PW=cjv="H=

In the following, we denoteV (k) (or ¥ (k)) as Vi (%).
Two probabilities are used to characterizethe checler —
the probability r; that ¥ decreasesvhenV doesand the

probability r, thatV doesnot decreasesvhenV increases.

The valueof rq is a function of b and| as

h i
rabN)=P %<¥ 1 Vk 1=bVy=b 1:

Becauset), and ¥ ; are separatecomputationsthey are
independentandomvariables,and

P 1=c;k=cjVk 1= Vk=Db 1]

=P[% 1=cijVk 1=H P[%=cjW%=b 1]#
b m b b 1 m b+l = m?
a | o C Il I '

wherem = [, ¢, < ¢;. Summingthe above expression
over all ¢;; ¢, givesthe neededprobability

m X b m b

r =
| =1 C1 | C1
1
X* b 1 m b+l
=0 Co | Co

Figure2 is a plot of r1 asl rangesfrom 1 to r21 for alist of

length10 with V = 23 5 =2. Similar reasoningeads
to the probabilityr, as

rao;l) = PO W 1) Vk 1= bV = b+ 1]
~m 22X p+1 m (b+1)
| =0 Co | Co
X b m b
€120 C1 | C1

The statetransitionprobabilitiesarevery similar to the open-
loop case,with the additionthat the systemmay now reject
sortersteps(correctly or incorrectly) accordingto the above
probabilities.Usingthe samede nition of the statetransition

Checker accuracy, n =10, b = 23
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Fig. 2. Theoreticalchecler accurag

matrix T asbeforewe have

Tagg = (@ w)+pwd r))+ (1 pwry; 1 g<m
Tqq 2 = pdry; 1 g<m
Tgg+er = (@ pPw@ r2); 1 g<m
Too = (1 w)+wrp
To;]_ = W(l rz)
Tom = (@ w)+w(ld ry)
Tom 1 = Wrg
Tqq = 0 8 >

Work is currently in progressto develop a closed-form
solution for or approximationto the stable eigervector of
the closed-looptransitionmatrix following the methodsused
above. Until sucha solutionis found, numericalmethodscan
be usedto predictv® and Vi, .

Figure 3 is a plot of the Markov chain-predictedtime
history, the predictedV;,, and a time averageof 10 actual
sortingrunsfor alist of length10 anda sorterwith p = 0:4.
The open-loop performanceis shavn along with that of
checlerswith | equalto 20, 30, and40. Note that V, drops
quickly once |l becomeslarger than ’; =2 23, further
increasingl increaseghe rate at which ¢ approaches/, .
The actual sorter performanceagain closely matchesthat
predictedby the Markov chain analysis.Note that in all
closed-loopcasesvs , = 0, but lower valuesfor | resultedin
much slower corvergencerates.

In the above discussionpnly sorter iterationswere taken
into accountwhen judging corvergencerates,in which case
larger valuesof | will clearly always improve corvergence
time. If one plots the closed-loopperformancen Figure 3
asa function of the total numberof iterations,cornvergence
ratesof ¥ still improve with increasing. Thereasorappears
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to be that this sorter makes more bad decisionsthan good
ones,on average.The Markov chain-predictedclosed-loop
time history in terms of sort and total iterations when
good decisionsare more frequent(p = 0:6) is explored
numerically in [6]. In this case,l = 10 resultedin fewer
total stepsthan| = 30 or 40 to corverge. It may be that
thereis someoptimall (asafunctionof p) thatwill resultin

the fastestotal corvergencetime. This is anissuewe would

like to explore in considerablymore detail, especiallyin the
casewherethe sorting accurag is not know a priori and|

must be adaptvely tunedin someway.

IV. A NETWORK OF SORTERS

In this sectionwe considera fully connectedfour node
network of sorters,eachof which is equippedwith a pseudo
random number generatorthereby making randomchoices
possible.The objective is thatthe network corverge (de ned
belov) onL , whichis de nedto bein increasingorderfrom
left to right. The operationof the network is asfollows:

Each node (sorter) is initially given the samelist of
lengthn, with elementdrom thesetf1;::;;Ng, N > n.

The partial sort operationon eachnoderandomlypicks
j orderedpairs,with the rst elementof eachpairto the
left of the secondelement,and swapsthemif they are
outof orderwith someprobability After all partialsorts,
eachnodetransmitsits currentlist to all othersortersit

is connectedo in the network (all othersortersin this
case).

Once the initial partial sort and transmissionhas oc-
curred, each node repeatedlyperforms the pick and
partial sort operationssubsequentlyThe pick operation
computesthe approximatepseudo-engy ¥ for each
incoming list and selectsthe list with the smallest¥

valueto be partially sorted.The approximationof ¥ is

quanti ed by the constant 2 f1;:::;ng, which is the
lengthof anarraywindow randomlyextractedfrom each
input list. Note that randomnessn the array window

extractions meansa node that makes the correct sort
decisionsall of the time could eventually sort the list

by usingits own list for subsequenbperations.

De ne the outputof the network atiterationk asthelist

(or state)of the nodewith the lowest pseudo-engy at
iterationk. A network is saidto corverge if the pseudo-
enegy of its outputcorvergesto a valueL ..

The stability and expectedvalue of L., desiredto be the
sorted version of the list, are the main indicators of the
performancef the network. We areparticularlyinterestedn
the network performancen situationswhereone or more of
thesorterds imperfectand s fairly smallfor computational
reasonsWill the outputof badsorterspropa@tethroughthe
network or will the pickersbe goodenoughto weedout bad
lists? We investicate the performancehereby example.

In the following, (N;n;j) = (100; 30; 10) and the sorter
iteration histories shovn are actually an average of 50
separateruns, all with a different randomly choseninitial
list (picker iterationsare not shavn). Whenall sortersmake
correctdecisionsall of thetime, all four sorters(andthusthe
network) corverge to the sortedlist for = 5and = 24,
with fastercorvergencefor larger (see gures in [6]). To
explore the effect of a faulty sorter node4 is given a bad
sorterthat ips a coin andif it is headsswapsthe randomly
choserorderedpair; otherwise the pair is keptin the original
order The correspondingpseudo-engly historiesare shavn
in Figured4 for = 5and = 24, whereagain we average
over 50 runs,all with differentinitial lists. The gure shavs
that for a better approximationof the true pseudo-engyy,
i.e. for larger , the fault-free sorterscorverge on aveiage
independentlyof the faulty sorter For = 5, corvergence
suffers asthe faulty sorters list is morelikely to be chosen
by the good sortersmore frequently We suspecthat asthe
numberof iterationsincreaseghe chancesof the fault-free
sortersto corvergeimproves,for thefollowing reasonAs the
numberof iterationsincreasesthe correctly sortedlists from
sortersl-3 becomesubstantiallymore sortedthansorter4's
list, which (on average)maintainsits initial unsortedness#\s
a result, the approximatepseudo-engies of the four lists
within pickers 1-3 suggestawith increasingfrequeng that
lists 1-3 are more sorted and thus tendsto choseamong
thoselists for subsequenbperations.

V. CONCLUSIONS AND FUTURE WORK

We have attemptedo put the problemof makingsoftware
robust to certain kinds of disturbancesinto a dynamical
systemsand control framework by investigating the example
of software that sortslists. We de ned several metricsand
pseudo-engly functionsfor potentialusein stabilizing and
analyzing software processeshat perform sorting. Further
the caseof a single sorter operatingin open and closed-
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loop was thoroughly examined, and closing the loop was
shawvn to dramaticallyimprove theaccuray of afaulty sorter
Simulationfor a network of sortersvasalsopresentedywhere
approximationand randomizationwere important compo-
nents.We plan to further extend the analysisof the closed
loop sorter dynamicsas well as those of the networked
sorters.The utility and constructionof metricsand pseudo-
enegies as usedon lists above for more generalsoftware
systemswill alsobe explored.

Underlying our approachis the assumptionthat we are
allowed to control the number of iterations the software
performsandwhenthe iterationsstart. It may be of interest
to develop approacheghat use feedbackin software ervi-
ronmentswhere the iterations cannotbe so controlled and
stabilizationmust occur in real-time while the stateof the
software systemevolves, asis the casein traditional control
problems, e.g. mechanicalsystems.Such approacheswill
alsobe exploredin the future.
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