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Fault Handling in SOAP

If an error occurs when processing a SOAP message, a fault message is generated. The
fault information is placed in the SOAP body, in a env:Fault element (where env is the
standard SOAP envelope XML namespace (http://www.w3.0org/2003/05/soap-envelope).
The Fault element has two mandatory subelements, env:Code and env:Reason, and
possibly optional env:Detail and env:Node elements.

env:Code: holds one or two child elements, env:Value and env:Subcode. env:Value
contains a value indicating the kind of error that occurred:
= env:Sender — the sender of the message incorrectly formed the message (syntax
error) or the message was lacking information (missing parameters or
authentication information).
= env:Receiver — an error processing the message on the receiving side (e.g., the
receiver had to communicate with some other information service, and was unable
to)
= env:MustUnderstand — an element of the Header had the MustUnderstand
attribute set to true, but the SOAP node didn’t understand the message
= Also VersionMismatch and DataEncodingUnknown

env:Subcode can contain additional, more specific error information (for example, which
specific kind of Sender error occurred?) When SOAP is being used for RPC style
interaction, the Subcode can convey a specific RPC error message.

env:Reason contains a human readable description of the error condition, in one or more
env:Text elements.

env:Detail when present, is a place where application-specific error information can be
placed. This error information is not likely to be generally understood by all SOAP
nodes, only nodes aware of the specific application that generated the error information.



Error example, from the SOAP 1.2 primer:

<?xm version='1.0" ?>
<env: Envel ope xnl ns:env="http://ww. w3. or g/ 2003/ 05/ soap- envel ope
xm ns:rpc="http://ww. w3. org/ 2003/ 05/ soap-rpc' >
<env: Body>
<env: Faul t >
<env: Code>
<env: Val ue>env: Sender </ env: Val ue>
<env: Subcode>
<env: Val ue>r pc: BadAr gunent s</ env: Val ue>
</ env: Subcode>
</ env: Code>
<env: Reason>
<env: Text xm : | ang="en-US">Processi ng error</env: Text >
<env: Text xm :|ang="cs">Chyba zpracovani </ env: Text >
</ env: Reason>
<env: Detail >
<e:myFaul tDetails
xm ns: e="http://travel conpany. exanpl e. org/faul ts">
<e: nessage>Nane does not match card nunber</e: nessage>
<e:errorcode>999</ e: error code>
</ e:nyFaul t Det ai | s>
</env:Detail >
</ env: Faul t >
</ env: Body>
</ env: Envel ope>

Use of SOAP over HTTP

SOAP supports two styles of interaction over HTTP:

1. Remote procedure call (request message in SOAP, response message in SOAP),
transported using HTTP POST (this is called the “SOAP request-response message
exchange pattern”)

2. Response in SOAP (request message as HTTP GET w/URL parameters, response
message formatted using SOAP) — this is called the “SOAP response message
exchange pattern.”

Example of GET use of SOAP (from SOAP primer):

Request message (typical HTTP):

CGET /travel company. exanpl e. org/ reservati ons?code=FT35ZBQ HITP/ 1.1
Host: travel conpany. exanpl e. org
Accept: text/htm;q=0.5, application/soap+xmn

Note that Accept header is specifying that the preferred response is of MIME type
application/soap+xml, i.e., a SOAP response.

Response message:

HTTP/ 1.1 200 X



Content - Type: application/soap+xm ; charset="utf-8"
Cont ent - Lengt h: nnnn

<?xm version='1.0" ?>
<env: Envel ope xnl ns:env="http://ww. w3. or g/ 2003/ 05/ soap- envel ope" >
<env: Header >
<mreservation xmns:m"http://travel conpany. exanpl e. org/reservati on"
env:rol e="http://ww.w3. org/ 2003/ 05/ soap- envel ope/ r ol e/ next"
env: nust Under st and="t rue" >
<m r ef er ence>uui d: 093a2dal- q345- 739r - ba5d- pqf f 98f €8] 7d</ m r ef er ence>
<m dat eAndTi ne>2001- 11- 30T16: 25: 00. 000- 05: 00</ m dat eAndTi ne>
</ mreservation>
</ env: Header >
<env: Body>
<rdf: RDF xm ns:rdf ="http://ww. w3. org/ 1999/ 02/ 22- r df - synt ax- ns#"
xm ns: x="http://travel conpany. exanpl e. or g/ vocab#"
env: encodi ngStyl e="http://ww. w3. or g/ 1999/ 02/ 22- r df - synt ax- ns#" >
<x: Reservati onRequest
rdf : about ="http://travel conpany. exanpl e. org/ reservati ons?code=FT35ZBQ' >
<x: passenger >Ake Jégvan @yvi nd</ x: passenger >
<x: out bound>
<x: Tr avel Request >
<x:to>LAX</ x:t o>
<x: frompLGA</ x: f r onp
<x: dat e>2001- 12- 14</ x: dat e>
</ x: Tr avel Request >
</ x: out bound>
<x:return>
<x: Travel Request >
<x:to>JFK</ x:to>
<x:frompLAX</ x: fronp
<x: dat e>2001- 12- 20</ x: dat e>
</ x: Travel Request >
</ x:return>
</ x: Reservat i onRequest >
</ rdf : RDF>
</ env: Body>
</ env: Envel ope>

Note use of RDF to represent data in the env:Body element. At present, there is no
normative representation of data within a SOAP message, though the SOAP
specifications provide a description of one that can be used.



Example of POST use of SOAP:

SOAP request:

POST / Reservations HTTP/ 1.1

Host: travel conpany. exanpl e. org

Content - Type: application/soap+xm ; charset="utf-8"
Cont ent - Lengt h: nnnn

<?xm version='1.0" ?>
<env: Envel ope xnl ns:env="http://ww. w3. or g/ 2003/ 05/ soap- envel ope" >
<env: Header >
<t:transaction
xm ns:t="http://thirdparty. exanpl e. org/transacti on”
env: encodi ngStyl e="http://exanpl e. conf encodi ng"
env: must Under st and="true" >5</t:transaction>
</ env: Header >
<env: Body>
<m char geReservati on
env: encodi ngStyl e="http://ww. w3. or g/ 2003/ 05/ soap- encodi ng"
xm ns: m"http://travel conpany. exanpl e. org/ ">
<m reservation
xm ns: nme"http://travel conpany. exanpl e. org/ reservati on">
<m code>FT35ZBQ</ m code>
</ mreservation>
<o:creditCard xm ns: o="http://nyconpany. exanpl e. com fi nanci al ">
<n: nanme xm ns: n="http:// myconpany. exanpl e. conf enpl oyees" >
Ake Jogvan @yvi nd
</ n: nane>
<0: nunber >123456789099999</ o0: nunber >
<o0: expi rati on>2005- 02</ 0: expi rati on>
</ o:creditCard>
</ m char geReservati on>
</ env: Body>
</ env: Envel ope>



SOAP Response:

HTTP/ 1.1 200 K

Cont ent - Type: application/soap+xm ; charset="utf-8"
Cont ent - Lengt h: nnnn

<?xm version='"1.0" ?>
<env: Envel ope xnl ns:env="http://ww. w3. or g/ 2003/ 05/ soap- envel ope" >
<env: Header >
<t:transaction
xm ns:t="http://thirdparty. exanpl e. org/transacti on”
env: encodi ngStyl e="http://exanpl e. conf encodi ng"
env: must Under st and="true" >5</t:transacti on>
</ env: Header >
<env: Body>
<m char geReser vat i onResponse
env: encodi ngStyl e="http://ww. w3. or g/ 2003/ 05/ soap- encodi ng"
xm ns: m="http://travel conpany. exanpl e. org/ ">
<m code>FT35ZBQ</ m code>
<m vi ewAt >
http://travel conpany. exanpl e. or g/ reservati ons?code=FT35ZBQ
</ mvi ewAt >
</ m char geReser vati onResponse>
</ env: Body>
</ env: Envel ope>
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